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Preface

Imagine a mid-sized fulfillment company, Parcelport, on the Monday its first agent goes live. The agent reads customer emails, looks up orders, changes shipping addresses and issues refunds up to a ceiling. The demo went well. The prototype is one prompt, one broad API token and a loop that runs until the model says it is done. Nobody on the team thinks this is the final design, but everything works, and the launch date is fixed.

By Wednesday the team has learned three things. One ticket produced a reply that promised a delivery date no tool had returned. One run called the same lookup 40 times in a row, and nobody noticed until a person happened to watch it run. And one customer email contained a paragraph addressed to "the assistant", which the run treated as an instruction from Parcelport. None of these was a catastrophe. All of them were predictable, and none could be fully reconstructed afterward, because the only record of what the agent did was its final answer.

This book is about what the team does next. It does not start with a better prompt. It starts with a different question: if the model will sometimes be wrong, what must the surrounding system guarantee so that being wrong is survivable?

The idea in one sentence

The whole book argues a single sentence:


AI agents should be engineered as unreliable decision-makers operating inside reliable control systems.



I want to be careful about what that sentence claims. "Unreliable" is a design assumption, not an insult. It says the model is probabilistic, sensitive to what it is shown, and capable of being wrong with complete fluency, and that your design should not need it to be anything else. We build on unreliable networks and unreliable disks in the same way. Nobody ships a design that works only when the network behaves, and nobody takes offense on the network's behalf.

"Reliable control systems" is the other half, and it is the half this book spends its pages on. It is ordinary engineering: schemas, state machines, permissions, budgets, timeouts, queues, logs and tests. None of it is new. What is new is applying it with a clear head to a component whose output is a suggestion rather than a command.

That is also why the book treats everything the model returns as a proposal. A tool call, a plan and a final answer are all proposals. A proposal is parsed, validated, checked against policy, bounded in cost and recorded before it is allowed to change anything. The model proposes, and the system decides.

Why this book exists

Most writing about agents is about making the model better: better instructions, better examples, better models. That work matters, and it is not what this book covers. A team can do all of it well and still ship a system that moves money to the wrong place on a bad day, because a better model fails less often but not never, and "less often" is not a property you can promise an auditor, a finance team or a customer.

The questions that remain after the model is as good as it will get are engineering questions. How does a proposed refund reach the payments system, and what stops it when the amount is wrong? What does the agent see, where did each piece of it come from, and how far may it be trusted? How does a run end when the model never says it is finished? What remains afterward, so that someone on call can reconstruct what happened at three in the morning?

These questions have good answers, and the answers look familiar to anyone who has built distributed systems. They are the same shape as the questions you ask about any component that can fail in ways you cannot fully predict. The difference is only that this component writes fluent prose while failing, which makes the failures easier to miss.

Who this book is for

The book is written for backend and platform engineers, SREs, tech leads, and the teams that take an AI agent into production. You are a competent software engineer. I will not explain what a language model is, and I will use machine-learning vocabulary only where it changes a control decision, and then I will explain it in the same sentence.

You may be building your first agent, or you may be inheriting one that someone else prototyped. You may sit on the security side and be asked to review a design you did not make. In all these cases the useful question is the same: where does this system end up trusting the model more than it should, and what would it cost to stop?

You do not need to have used any particular framework. The book names none as a recommendation, and the patterns do not depend on one.

What this book is not

It helps to be plain about the edges, because the topic invites drift.

This is not a prompt engineering book. Prompts appear because they lower the rate of bad proposals, and that is useful. But a prompt is a request, and no property in this book rests on a request alone. Wherever a chapter relies on an instruction, it names the deterministic control that holds when the instruction does not.

It is not a book about training or fine-tuning models. It treats the model as a component you call, and it works the same way when you replace that component.

It is not a guide to a framework or a vendor. Real products and open protocols appear as examples, described only as far as I am certain of their behavior, and only in ways that hold across versions. The pattern is the point; the product is an illustration.

It is not a book about AI ethics or about the future of work. Those are serious subjects and they deserve their own books. This one is about whether the thing you built behaves, whether you can tell, and what you do when it does not.

It is also not a book of attacks. Where it discusses prompt injection or data exposure, it stays on the defender's side. It says what can go wrong in enough detail to justify a control, and then it moves on to the control. You will find no working payloads here, and no step-by-step ways around anything.

The shape of the book

Every chapter serves one part of a model I call the control envelope. It has six parts, and each answers a question:


	Context: what does the model see, where did each piece come from, and how far may it be trusted?

	Proposal: what did the model propose, and is it handled as untrusted input until proven otherwise?

	Gate: is this proposal allowed to take effect, for this principal, right now?

	Effect: how does an approved action reach the world, what limits it, and what can undo it?

	Bound: where does the loop stop, and what does it cost to run?

	Record: what evidence remains, how is behavior measured, and what do we do when it goes wrong?



Chapter 1 introduces the envelope properly. After that, each chapter names the part it belongs to and the question it answers, and does not re-explain the model. If a paragraph in any chapter would still be true and useful with the control question removed, it probably belongs in a different book.

The chapters are grouped in six parts. Part I covers the foundations: what an agent is as a system, why the model is uncertain, a taxonomy of the ways agents fail, and where determinism must hold. Part II covers tools and authority: tool calling, tool contracts, permissions and delegated authority, and MCP as a trust boundary. Part III covers context, state and memory. Part IV covers control loops: planning, budgets and circuit breakers, retries and fallbacks, and human approval. Part V covers the security boundaries: prompt injection, PII, secrets and sandboxing. Part VI covers proving and operating the system: observability, evaluation, cost control and incident response, with a closing checklist.

An appendix collects a glossary, a quick reference to the patterns, a tool contract template, the failure taxonomy as a table, a pre-launch checklist and a template for reviewing an incident involving an agent.

The company in the examples

To keep the examples consistent, the book follows one fictional company. Parcelport receives orders from online shops, stores and ships goods, and runs the internal platform that makes this work. It is entirely invented. Its names, numbers and people do not describe any real organization.

Parcelport runs two agents. The support agent talks to customers: it reads tickets and emails, looks up orders, changes shipping addresses, issues refunds up to a ceiling, and hands everything else to a human. The ops agent helps the company's own on-call engineers: it reads logs, metrics and traces, runs diagnostic scripts in a sandbox, opens pull requests, and starts a rollback or a feature flag change only with a person's approval.

Both agents start as a prototype like the one in the opening: one prompt, one broad token, no limits, no logs, no evals. Over the course of the book, each chapter moves them one step toward a design that you could defend in a review. The examples are small on purpose. They are there to carry a pattern, not to describe a plausible production system down to the last queue.

Every chapter opens with a short scenario, and the scenarios are fictional. When I write in the first person, it is to give you a judgment: "I would put the ceiling check in the tool gateway." It is never to claim a story that happened. I would rather give you a clearly invented example whose lesson is sound than a borrowed one that I cannot support.

How to read it

If you are new to the subject, read the chapters in order. Part I gives you the vocabulary, and the later parts assume it. Each chapter ends with a short list of takeaways and a sentence that leads into the next one.

If you are inheriting a running agent, start with Chapter 3, the failure taxonomy, and use it to name what has already gone wrong. Then read the chapter for the part of the envelope that hurts most. The chapters are written to stand reasonably well alone, and they point to each other by number instead of repeating one another.

If you are reviewing someone else's design, read Chapter 1 and the closing checklist (Chapter 24), and use the Appendix as a set of questions. The checklist is not a certification. It is a list of places where a design tends to trust the model more than it has earned.

A word on notation before you meet it. All code in the book is language-independent pseudocode in plain text blocks, and diagrams are Mermaid. I avoid a real language because the pattern should survive a rewrite, and I never show a provider API or an SDK. The model call is always one abstract function, model.propose(context), that returns a proposal, because what matters is what you do with the proposal, not how you obtained it. Tools are described by contracts written in a small JSON-Schema-like notation, and no real prompt text appears anywhere, since a prompt is a request and the book is about what holds when the request is ignored.

Throughout, every control comes with its cost. An approval step makes a refund slower. A circuit breaker sometimes stops a task that was nearly finished. A trace nobody reads is storage you pay for and a comfort you have not earned. I will say when a control is theater, and I will say when you should not use it. A design with no friction in it has not been checked.

Numbers in the book are illustrations. When I write "say, a limit of 10 steps", the 10 is a placeholder to make the argument concrete, and it is not a recommendation or a measurement. I do not give model sizes, prices, latencies or benchmarks, because they change faster than a book can, and a design that depends on them has already failed.

A word on the approach

The book is deliberately independent of any particular model, provider or version. If a pattern here stops working when you swap the model, I have written it badly. Treat that as a test you can apply to every chapter: replace the model with a different one, and ask whether the control still holds. A control that survives the swap is doing real work. One that does not was riding on the model's good behavior.

The same is true for failures. When something goes wrong in this book, the lesson is about the system that allowed it or made it invisible. It is never about the model's character, and never about a person who should have known better. A design that depends on nobody ever making a mistake will fail, and so will one that depends on the model never making one.

None of this is a claim that agents are dangerous, or that they are about to change everything. It is a claim that they are components, and that components you cannot fully predict are exactly the ones worth wrapping in things you can. If that sounds modest, it is meant to. Most of reliability is modest. It is the unglamorous work around the clever part that decides whether the clever part is useful on an ordinary Tuesday.

Let us start with what, exactly, we are building. The first chapter takes the prototype apart and finds the system hiding inside it.




Part I

Foundations




Chapter 1 — The Agent Is Not the System

Imagine a Tuesday demo at Parcelport. A platform engineer shares a screen and pastes a customer email into the prototype of the support agent: a parcel arrived with a cracked corner, and the customer would like their money back. The prototype reads the email, looks up the order, treats the damage claim as plausible, issues a refund, writes a polite reply and sends it. The whole thing takes less than a minute, and the room is quiet in the way rooms are when something works better than expected.

Nobody in the room is wrong to be impressed. The prototype is one prompt, one broad API token that works on every tool and every customer, and a loop that runs until the model stops asking for tools. There is no iteration limit, no timeout, no log beyond the final answer. It works because the demo is a good day: the email is honest, the services respond, the model proposes sensible things.

Now imagine the same prototype on a bad day, with a hundred tickets in the queue. One email contains text that reads like an instruction. One lookup times out and the loop proposes the same call again, and again. One refund is recorded and the reply is never sent. Nobody can tell which of these happened, because the only evidence is the final answer.

This chapter answers a question that comes before every other control in the book: if the model is only one component of the agent, what are the others, and who is responsible for what? It serves all six parts of the control envelope, because it introduces them. The question of each part appears later, one chapter at a time. Here we draw the whole picture once, so that every later chapter can point at a part of it.

The problem, and why it is hard

The problem is not that the prototype is bad. The problem is that it has no parts. Prompting, choosing tools, calling services, remembering what happened, stopping, asking a human and leaving evidence are all done by the same thing, in the same place, in the same breath. When that thing is right, everything is right; when it is wrong, everything is wrong at once, and there is nowhere to stand and observe the failure.

What the prototype looks like from the inside

It helps to name what the prototype contains, because each item is a design decision that nobody made on purpose.


	One prompt carries all behavior. Tone, refund policy, escalation rules and "never do X" instructions are all prose. Whether they hold depends on the model on the day.

	One token carries all authority. The agent can call every tool for every customer, because the prototype needed that and it stayed.

	The loop is the model's. The loop ends when the model stops asking for tools. Nothing outside the model ends it.

	Context is whatever fits. Tool results and email text go into the prompt as they are, with nothing marking which part is data and which part is instruction.

	State is the conversation. What the run has done lives in the transcript, so a crash loses it and a long run crowds it out.

	Evidence is the final answer. There is no record of intermediate steps, so a bad outcome cannot be explained.



None of these is unusual. Each was reasonable on the day it was written. The sum is a system whose reliability depends entirely on the one component that the rest of this book treats as probabilistic.

How it fails

Consider the failure classes the book names (Chapter 3 owns them and gives each its definition and example). The prototype has no place where any of the nine would be caught: a proposal that does not fit a tool, a claim the context does not support, text steering the next call, a loop that repeats, a half-finished effect, an authority wider than the task, a run nobody can reconstruct, a bill nobody saw coming.

The signature of a prototype is not that one failure is likely. It is that none of them has a place where it would be caught.

Why the obvious fix does not work

The obvious fix is a better prompt, and I would write one: it lowers the rate of bad proposals. But a prompt is not a control. It is a request to a probabilistic component, and a request that holds most of the time is not a property a finance team, a security team or an on-call engineer can build on. Waiting for a better model changes the rate of failure, not whether the design has a place to catch the failure that remains. Chapter 2 explains why the model's output has to be treated this way.

So this is an engineering problem and not a prompting problem. The question is where the boundaries go: which part of the system makes which decision, with which evidence, and what happens when that part is wrong.

The word "agent" is doing too much

Part of the difficulty is vocabulary. In conversation, "agent" can mean a model that returns a tool call, a prompt template, a loop, a product, or a persona. These are different objects with different failure modes, and a team that uses one word for all of them cannot say where a control belongs. "Add a guard to the agent" has no address.

This book uses one definition, and uses it consistently.

An agent is a component: an orchestrator loop that calls a model, asks a gate to check the model's proposals, and applies approved effects through tools. It is not a person, not a "bot" and not the model. The model is one part of the agent, and the agent is one part of the system around it.

The definition is deliberately mechanical. It has a loop, a model call, a check and an effect, and each is something you can point at in code. "AI agent" is allowed when the context needs the longer phrase, but the object stays the same.

The anatomy of an agent

Take the prototype apart. What follows is the anatomy the rest of the book assumes. Each part gets one job, and the job names who is allowed to be wrong.

The model: a proposal generator

The model is the component that turns context into a proposal. A proposal is anything the model returns: a tool call, a plan or a final answer. The model does not act. It cannot change an order, send an email or open a pull request; it can only return a structure that asks for one.

That one fact is the whole design. If the model only proposes, then everything that follows a proposal is a place where an engineer can put code. The model is allowed to be wrong, because nothing it returns takes effect until something else agrees.

Chapter 2 owns the question of why the model's output has to be treated this way. For this chapter it is enough to hold the consequence: the proposal is untrusted input, in the same sense that a request body arriving from the network is untrusted input.

The orchestrator: deterministic code that runs the loop

The orchestrator (also called the agent runtime) is the deterministic code that runs the loop. It assembles the context, calls the model, hands the proposal to the gate, applies the effect, enforces the bounds and writes the record. It owns the control flow. The model never calls the orchestrator; the orchestrator calls the model.

This inversion is easy to miss in a prototype, where it can feel as if the model "drives". In a design that holds, the model is a function the orchestrator calls once per step, and the orchestrator has the next line of code regardless of what the function returned.

A run is one execution of an agent for one task, from start to a final answer, a hand-off or a stop. It has an id and a status. A step is one pass of the loop inside a run. A turn is one exchange between the agent and a human in a conversation; a run may have several turns and a turn may have several steps. These three words keep appearing, and the difference between them matters for bounds, state and cost.

Tools and the effect classes

A tool is a named capability the agent may ask for, with a contract. A tool call is a proposal to use a tool with arguments; it becomes an effect only after the gate allows it. Chapter 5 covers tool calling and Chapter 6 covers the tool contract; the point for now is that a tool is the only way a run touches the world.

Parcelport's support-agent has seven tools and its ops-agent has eight. What makes them different from each other is the effect class, one of four: read, reversible write, irreversible write and external side effect. lookup_order is a read; update_shipping_address is a reversible write; issue_refund is an irreversible write; send_customer_reply is an external side effect, because it reaches a person Parcelport cannot recall. The effect class says what a call can do to the world. Whether a call needs human approval is a separate question, answered by policy at the gate.

Context assembly

Context assembly is the orchestrator's step of choosing, ordering and labeling what goes into the context for one model call. The model sees what the orchestrator gives it and nothing else. That sentence sounds trivial, and it is the reason a large share of the book exists.

In the prototype, context is whatever the transcript has accumulated. In a designed system, each piece of context has a source, a trust level and a reason to be there: a system policy written by the platform team, a ticket text marked untrusted, tool results marked by the tool that returned them. Chapter 9 builds this. Here it is enough to say that context is something the orchestrator constructs, which means it is something the orchestrator can get wrong, and so it is a part of the control system and not a part of the prompt.

State

State is the facts about one run, kept by the orchestrator in the run store: steps, results, status. It is not the transcript. It is not memory, which is information kept across runs that may shape later context. State is about this run; memory is about the world after the run. Chapter 10 covers state and Chapter 11 covers memory, and the two are kept apart throughout the book because mixing them is a common source of F5 (runaway loop or stale context).

The reason state matters at the architecture level is that a run is a long-lived thing. It may wait for a human, survive a restart, or be resumed by a different process. Something other than the model's context must remember where it is.

The gate

The gate is the deterministic check between a proposal and an effect. It has three outcomes: allow, refuse, or needs approval. In Parcelport the gate is implemented by the policy engine and the tool gateway, which validate a proposed call against the tool contract and check permissions and preconditions. The gate decides; once it allows a call, the orchestrator starts the effect and the tool gateway attaches the credential for that one call, so the agent never holds a broad one. Every tool passes the gate, reads included; for a read the gate is thin (schema, allowlist and ownership, with no approval and no idempotency key).

"The gate refused the call" is a complete sentence in this book. It does not depend on the model agreeing. The gate is where a policy (a rule written as data or code, never as prose in a prompt) meets a proposal.

The observation and the record

When an effect happens, or when the gate refuses, the result goes back into the context as an observation, and the loop continues. This is how a run corrects itself: not because the model "learned", but because the next step's context contains the refusal or the result.

Alongside the loop, the record keeps the evidence: every proposal, gate verdict, approval and effect, in a form on-call can read later. A record that exists only when something went wrong is not a record. It has to be written on the good days too, because on the day of an incident the good days are the baseline.

The thesis and the control envelope

With the parts named, the thesis of this book can be stated, and it is meant exactly as written:


AI agents should be engineered as unreliable decision-makers operating inside reliable control systems.



Three words carry the weight. "Unreliable" is a design assumption, not an insult: the component is probabilistic, sensitive to its context and capable of being wrong with full confidence, and a design must not need it to be otherwise. Chapter 2 gives the reasons; networks and disks get the same treatment. "Decision-makers" admits that the model is useful precisely because it picks among options we could not enumerate in code. And "reliable control systems" says where reliability comes from: from ordinary engineering around the model, such as schemas, state machines, permissions, budgets, timeouts, queues, logs and tests.

The six parts

This book decomposes that control system into six parts, called the control envelope. The names are fixed and every later chapter cites them.




	Part
	The question it answers
	Built in chapters




	Context
	What does the model see, where did each piece come from, and how far may it be trusted?
	9, 10, 11, 16, 17 (and 8)



	Proposal
	What did the model propose, and is it treated as untrusted input until proven otherwise?
	2, 5, 12 (and 4)



	Gate
	Is this proposal allowed to take effect, for this principal, right now?
	4, 6, 7, 15 (and 8, 16)



	Effect
	How does an approved action reach the world, what limits it, and what can undo it?
	5, 6, 18, 19



	Bound
	Where does the loop stop, and what does it cost to run?
	12, 13, 14, 22



	Record
	What evidence remains, how is behavior measured, and what happens when it goes wrong?
	20, 21, 23 (and 10, 17)




The next diagram shows how they connect. Look for the loop first: context goes to the model, the model returns a proposal, the gate decides, and only then does an effect happen. Then look at the two things that surround the loop: the bound around the whole cycle, and the dotted lines of the record listening to every step.

[image: Diagram]

Solid arrows are the flow of the run. The model sits in the middle because it is one component among several, and everything that makes the run something you can operate sits around it. Two paths deserve attention. The refusal path returns to the context, so the model sees why it was refused. And the "stopped" path leaves the bound for a human, because a run that cannot finish still owes someone a hand-off.

The loop in code

The same picture, as pseudocode, is one step of the loop. Every chapter that extends it will quote this block and change one part.

function runStep(run):
    context = assembleContext(run)                  // Context
    proposal = model.propose(context)               // Proposal: untrusted
    record(run, "proposal", proposal)
    verdict = gate.check(run, proposal)             // Gate
    if verdict.kind == "refuse":
        record(run, "refused", verdict.reason)
        return addObservation(run, verdict)         // model sees refusal
    if verdict.kind == "needs_approval":
        return suspend(run, verdict.request)        // a human decides
    if proposal.kind == "final_answer":
        record(run, "final", proposal.text)
        run.status = "done"                         // ends runAgent loop
        return run
    // intent first: a crash between effect and record still leaves a trace
    record(run, "intent", verdict.call)
    result = effect.apply(run, verdict.call)        // Effect
    record(run, "effect", result)
    return addObservation(run, result)

Two things in this block are worth reading slowly. First, the model is called on exactly one line. Everything else is ordinary code that would be there if the proposal had come from a form submission. Second, the record is written before the effect ("intent") and after it ("effect"), so that a crash in between leaves evidence of what was about to happen. That ordering is a small decision with a large effect on how you recover, and Chapters 10 and 20 return to it.

The bound wraps the step:

function runAgent(run):
    while run.status == "running":
        try:
            bound.check(run)                        // Bound
            runStep(run)
        on BoundExceeded:
            record(run, "stopped", run.bound_reason)
            return handOff(run, "bound exceeded")   // degraded mode
    return run

A final answer ends the run by setting its status; the bound ends it when the model never proposes one. The loop therefore has two exits that the orchestrator owns, and none that the model alone controls. (A proposal of kind "plan" is stored as run state and handled as Chapter 12 describes; the sketch leaves it out.)

Why six and not more

A reasonable objection is that the list could have been longer: a "memory" part, a "security" part, a "cost" part. I kept it to six because each part has to answer a question that someone can own and test. Memory is a source of context, so it belongs to Context. Security is not a part but a property that several parts produce: the gate refuses, the effect is sandboxed, the context is labeled. Cost is a bound. A decomposition in which the same failure belongs to three parts is a decomposition nobody can use in an incident.

It also helps to see the envelope as a way of asking where a failure should have been caught. If a refund went to the wrong order, an F2 (wrong tool or wrong arguments) failure, the Proposal part says the model proposed wrongly, but the Gate part asks why the precondition "order belongs to the customer of this run" was not checked in code. The first answer is a fact; the second is a design question, and the second is the one an engineer can fix.

Decision rights

Once the parts are named, a design question becomes concrete: for each decision the agent's work involves, who holds the right to make it? The word "decide" is used carefully here. The model proposes. The code decides what happens to a proposal. A human decides what the code is not allowed to decide alone.

A table of decision rights makes this explicit. The next two tables are illustrative, for the target state of Parcelport's two agents; they show how I would start, and a team with different tolerances will move some rows.

For the support-agent:




	Decision
	Model proposes
	Code decides
	Human decides




	Which order the ticket is about
	Candidate order id from the email
	Whether that order belongs to this customer and run
	Nothing, unless the match is ambiguous and the run escalates



	Whether the damage claim is plausible
	A reading of the ticket text
	Nothing; this is a judgment the model supplies as input
	Sam, on any case sent to review



	The refund amount
	A figure and a reason code
	The refundable balance, the currency and the ceiling
	Sam, above refund_ceiling



	Whether an address may change
	A new address value
	Whether the parcel has reached a carrier
	Nothing; the shipping rule is code



	The wording of the reply
	A draft
	Which claims are grounded in tool results; whether the reply may be sent
	Sam, on replies the policy marks for review



	When to stop
	Possibly a final answer
	Iteration, time and spend limits; hand-off
	Sam, on hand-off




For the ops-agent:




	Decision
	Model proposes
	Code decides
	Human decides




	Which logs and metrics to look at
	A query
	Time range, size and access scope
	Nothing



	What a diagnostic script does
	A script or its parameters
	What the sandbox can reach: no network egress, no credentials
	Nothing



	What the likely cause is
	A diagnosis
	Nothing; this is a proposal held with its evidence
	Robin, who reads it



	Whether to roll back or flip a flag
	A recommended action
	Whether the action is permitted, and whether thresholds are met
	Robin, always, because policy requires approval



	Whether to open a pull request
	A change
	That the target repository is permitted
	A person who reviews and merges




Two things stand out. The first is that there are rows where the model's contribution is the judgment itself ("is the claim plausible", "what is the cause") and the code's contribution is to carry it to a human with its evidence rather than to second-guess it. The model is useful because it handles the part of the work that code cannot specify. The architecture does not remove that part; it limits what that part can reach.

The second is that the rows where the code decides are the ones involving amounts, permissions, thresholds and time. These are computable and checkable, and they are the rows where a mistake is expensive. Chapter 4 develops the criteria for drawing this line (reversibility, verifiability, frequency, tolerance and explainability). For now, note the pattern: the model chooses within a space the code has already bounded.

What the table gives you

A decision rights table is a small artifact with large uses. It tells a reviewer, in a few lines, where a failure would be caught. It tells a new engineer what not to put in a prompt. And it makes disagreement concrete: when someone proposes moving the ceiling check into the prompt "for flexibility", the table shows what is being traded, which is a check that holds on every call for a check that holds when the model complies.

It also finds gaps. A row whose "code decides" cell is empty and whose "human decides" cell is also empty is a decision the model is making alone. Sometimes that is acceptable, since the wording of a draft before it is reviewed is not a money movement. But it should be a decision someone made, not an omission.

Architectural options

Not every problem needs an agent loop, and the first architectural decision is how much of one to build. There are four common shapes. They differ in who controls the flow of the work, and therefore in how big the surface is that the control envelope has to cover.




	Shape
	Who controls the flow
	What the model does
	Control surface
	Often enough when




	Single-step call
	Code
	One proposal, used as data
	One proposal to validate
	The task is a transformation: classify, extract, summarize, draft



	Workflow
	Code, with fixed steps
	Fills in or chooses within a step
	One proposal per step; the order is not in question
	The steps are known in advance and vary only in content



	Tool-using loop
	The orchestrator, steered by proposals
	Chooses the next tool and arguments
	Every tool, every argument, the number of steps, the whole path
	The steps depend on what earlier steps found



	Multiple agents
	Several loops, passing work between them
	Each loop proposes within its own role
	Each loop's surface, plus every hand-off between loops
	The work divides into parts with different tools, permissions or contexts




Single-step call

The simplest shape is a single call: the code assembles context, the model returns a proposal, the code validates it and uses it. Classifying a ticket's topic is an example. The control surface is small: the output must match a schema, which catches F1 (malformed output), the value must be one of a closed set, and what happens next is decided by code. If the classification is wrong, the damage is bounded by what the code does with a classification.

Workflow

A workflow is a design in which code drives the sequence and the model fills in steps. For example: code looks up the order, code asks the model to draft a reply from the order's fields, code checks that every claim in the draft maps to a field, code sends it. The path is fixed. The model never chooses what happens next; it only produces content for a slot.

Workflows are underrated. The path is testable, bounds are trivial (the number of steps is the number of nodes), and the failures that depend on the model steering the path, wrong-tool F2 and runaway F5, mostly vanish. Wrong arguments (F2) and stale context (F5) do not, because the model still fills slots from context. What you pay is flexibility: a workflow handles the cases its author thought of, and cannot follow a ticket into an unforeseen branch.

Tool-using loop

In a tool-using loop, the model proposes which tool to call next, sees the result, and proposes again, until it proposes a final answer or a bound stops it. This is the shape most of the book discusses, because it has the largest surface and needs the most control. It earns that cost when the path depends on what the earlier steps found, as with an investigation: the ops agent does not know whether the next useful step is a log query, a metric or a trace until it has seen the last one.

The loop is where all nine failure classes can occur. That is the reason the loop gets a gate, a bound and a record, and the reason I would not build one where a workflow would do.

Multiple agents

With multiple agents, several loops pass work to each other: one gathers information, another drafts, a third reviews. The motivation is usually real. Different parts of the work need different tools, different permissions or different context, and splitting them keeps each loop's surface narrow.

The cost is that the number of control surfaces grows faster than the number of agents. Each loop has its own gate. Each hand-off is a new place where context is assembled and where an instruction could cross from data into the next agent's input: F4 (instruction hijack). Each hand-off is also a place where state can go stale (F5) and where a partial failure can go unnoticed: F6 (silent partial failure). If you do split, treat a message from one agent to another as a proposal from an untrusted source, and put a gate on it. A design that trusts one agent's output because "it is our agent" is a design that moves the trust boundary to the middle of the system.

I do not claim a multi-agent design is wrong. I claim that it should be justified by a boundary you need (a permission boundary, a context boundary), and not by the diagram looking organized.

The principle of least agency

This leads to the rule I would apply before anything else: use the least agency that solves the problem. Agency here means how much of the flow the model gets to steer. If a task is solved by a single call, do not build a workflow; if a workflow solves it, do not build a loop; if one loop solves it, do not build several.

Each step up the table widens the surface that the six parts must cover. Each also moves a piece of control flow from code you can test line by line to a proposal you can only evaluate statistically. That is a good trade when the task needs it and a bad one when it does not.

A short test helps. Write the task as a flowchart before you decide on a shape.

function chooseShape(task):
    // cheapest shape first: try each in order of agency
    if task is one transformation of one input:
        return "single_step_call"
    if task.steps can be listed in advance and vary only in content:
        // a workflow: code owns the path, the model fills slots
        return "workflow"
    if next step depends on what earlier steps found:
        if one set of tools and one permission scope is enough:
            return "tool_using_loop"
        // different scopes or contexts force a boundary
        return "multiple_agents, each with its own gate"
    // nothing above applies: the task is under-specified
    raise TaskNotUnderstood

The order of the checks is the point. The cheapest shape that fits is tried first, and the loop is what you reach only when the path cannot be listed. If you cannot draw the flowchart for a task and you cannot say why the path varies, the problem is not the architecture; it is that the task is not yet understood.

In Parcelport's case, the answer differs by task. Classifying an incoming ticket's topic is a single call. Drafting a "where is my parcel" reply, when the order status is known, is a workflow: look up, draft, check, send. Handling a damage claim end to end, with a lookup, a possible address check, a possible refund and a reply, is a loop, because which steps are needed depends on what the order shows. Investigating a latency alert is a loop, with a larger tool set and a longer path. A team in this position often ends up with a few workflows, one or two loops, and no multi-agent design at all, and that is a good outcome, not a timid one.

Parcelport, from prototype to parts

We can now describe what the move from prototype to target looks like for the architecture alone, without any of the later controls.

In the prototype the agent is the system: one prompt, one token, one loop owned by the model. In the target, the pieces have separate owners. The platform team owns the orchestrator, which runs the loop and writes the record. The model gateway owns the model provider credentials, so the agent never holds them, along with budgets and rate limits. The policy engine and tool gateway form the gate. The approval service puts a pending action in front of Sam or Robin and returns an approval bound to the exact call. The run store holds state. The trace pipeline collects spans.

The next diagram shows where each component sits, and which envelope part it serves. Look at what the orchestrator talks to (the model gateway and the tool gateway) and at the fact that only the tool gateway reaches the services and stores.
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Two features of this picture are the architecture in miniature. The orchestrator is the only component that talks to both the model gateway and the gate, so it is where the loop lives. The gate decides, the orchestrator starts effect.apply, and the tool gateway attaches the credential, calls the service and returns the result through itself. No credential for a service passes through the model, and no service is reached except through the tool gateway. If a proposal never passes the gate, it never gets a credential.

Notice also what the picture does not say. It does not say the model is good or bad at its work. It says that the design survives either.

What changes first

If I were handed the prototype on a Monday and told to make it bounded enough to run on real tickets, I would not start by building all six parts. I would start with the cheapest changes that give the most room to move.

First, put the loop in an orchestrator with an iteration limit and a timeout, so that the model no longer owns the exit. Second, write down the proposal and the result of every step, even if the first record is crude. Third, move the ceiling and the "belongs to this customer" check out of the prompt and into a gate in front of issue_refund. Fourth, replace the broad token with a credential the tool gateway attaches for one call. After these four, the prototype is still a prototype, but each of the later chapters has somewhere to attach.

This order is an opinion, and the variables are the team's: what the agent can reach, how much it costs when a step is wasted, and who gets paged when a limit stops a nearly finished task.

The map of the book

The rest of the book builds the six parts in the order a team usually needs them. Part I (Chapters 1 to 4) lays the foundation: this chapter draws the whole, Chapter 2 treats the model's output as a proposal, Chapter 3 names the failure classes and Chapter 4 draws the line between what the model proposes and what code decides. Part II covers tools and authority (Chapters 5 to 8), Part III context, state and memory (Chapters 9 to 11), Part IV control loops (Chapters 12 to 15), Part V security boundaries (Chapters 16 to 19) and Part VI proving and operating (Chapters 20 to 24). To find a specific problem, use the table of the control envelope above; to build from scratch, follow the order, which roughly tracks how a prototype grows up.

Trade-offs and costs

Separating the agent into parts is not free, and the cost falls on several people.

It costs engineering time and a new thing to keep available. An orchestrator, a gate and a record are services, or at least libraries, that someone owns and that need tests, deploys and on-call. The gate is on the path of every effect, so its availability becomes the agent's availability. A team of three with one agent in a low-stakes setting may reasonably ship a thinner version of each part, and accept more risk with open eyes.

It costs latency. Every proposal passes through validation, every call through the gate, and some through a human. Say a gate check adds a small fixed delay to each step; on a run of 12 steps, that is a delay the user can feel. The cost is worth paying for effects that cannot be undone. It is harder to justify for reads. I would put the heaviest checks on irreversible writes and external side effects, and keep read paths light.

It costs the demo. The prototype in the opening was fast and impressive precisely because nothing got in its way. A designed system refuses calls, waits for approval and stops at bounds, and some of those behaviors look like the system being worse. Stakeholders who saw the demo will ask why the real thing is slower and more cautious. The honest answer is that the demo ran on a good day.

It costs a new kind of review. On-call now has to read a record to learn what a run did and why the gate refused. Sam has to read an approval request and decide in a reasonable time. If the requests are vague or arrive too often, approval becomes theater: always granted within seconds, protecting nothing. The decision rights table helps by saying which approvals are worth a person's attention, and Chapter 15 returns to this.

It costs flexibility, deliberately. A gate refuses proposals the model might have gotten right. A refused refund that would have been correct is a real cost, paid by a real customer and a real support lead. The design accepts false refusals in exchange for bounded false allowances, and the right balance is a tuning question that depends on how much a wrong effect costs against how much a wrong refusal costs. I do not know that balance for your system, and it is only found by watching refusals in production.

When not to use this

Do not build the whole envelope for a task that a single call or a workflow solves. Keep the gate in front of reads thin (schema, allowlist, ownership) instead of skipping it, even for a tool that exposes nothing sensitive today; the cost is small and the tool will not stay that way. And do not adopt the six-part vocabulary as a checklist to satisfy; it is a way to ask where a failure would be caught. If the question has an answer that fits on a card, the card is the design.

Common mistakes

These are design traps. Each is reasonable on the day it is chosen.


	Treating "the agent" as one thing. It is tempting because the word is convenient and the prototype is one file. The cost is that controls have no address. Fix it by naming the model, the orchestrator, the tools, the gate and the record separately, in the design and in code, so that a review can say which one a change touches.

	Letting the model own the loop's exit. It is tempting because "stop when done" is the natural behavior. A loop that ends only when the model stops asking for tools ends when the model says so, which is not an exit you control. Fix it with a bound the orchestrator enforces, and a hand-off when it trips.

	Putting a rule in the prompt and calling it a control. It is tempting because it works in the demo and costs nothing to deploy. The prompt lowers the rate of violations, but it does not guarantee any. Fix it by naming, for each rule in the prompt, the code that enforces it, and by writing "no control yet" where there is none.

	Reaching for multiple agents to organize the design. It is tempting because roles map neatly onto boxes. The cost is more gates, more hand-offs and more places for state to go stale. Fix it by requiring a boundary (a permission or context boundary) before splitting a loop.

	Trusting one agent's output inside the system. It is tempting because "it is ours". But a message from an agent that read a customer email can carry the email's influence with it. Fix it by treating inter-agent messages as proposals that pass a gate.

	Building the full envelope before knowing what the agent does. It is tempting because the list is long and the parts are interesting. The cost is a heavy design for a task that a workflow would solve. Fix it with the shape test above, and by starting with the four cheap changes.

	Using the vocabulary loosely in reviews. It is tempting because the words feel familiar. "The agent did a bad refund" blames a component that did nothing; the design let a proposal reach the refund tool without a ceiling check. Fix it by naming the part of the envelope that should have caught the failure. Chapter 3 gives the taxonomy for this.




Warning: The most expensive version of the first mistake is an agent that holds one broad token. Everything the gate would have checked is then unreachable, because the credential already allows the call. Treat the token as part of the gate's job, not the agent's configuration (Chapter 7).



Key takeaways


	An agent is a component made of an orchestrator loop, a model, a gate and tools; the model is one part of it, and calling the whole thing "the model" leaves controls without an address.

	The model is a proposal generator: whatever it returns is untrusted input until the gate allows it, and nothing it returns changes anything by itself.

	The thesis is that AI agents should be engineered as unreliable decision-makers operating inside reliable control systems, and the control system is ordinary engineering: schemas, state machines, permissions, budgets, timeouts, queues, logs and tests.

	The control envelope has six parts, Context, Proposal, Gate, Effect, Bound and Record, and each part answers a question that someone can own and test.

	A decision rights table shows which decisions the model proposes, which code decides and which a human decides; rows where nobody decides are gaps to close or omissions to justify.

	Choose the least agency that solves the problem: a single call, then a workflow, then a loop, then multiple agents, because each step widens the surface the control envelope has to cover.

	A prompt is not a control: it lowers the rate of bad proposals, and any property you need to hold on every call belongs in code that runs after the model has answered.



The parts are now named and the thesis is on the table, but a gate has to treat the model's output with a particular kind of suspicion, and that suspicion needs a reason. Chapter 2 supplies it: what is uncertain about a model's output, which signals are worth trusting, and how to turn that uncertainty into a decision the code can make.




Chapter 2 — Model Uncertainty

Suppose that on an ordinary Wednesday at Parcelport a customer writes in asking where their parcel is, and the support agent does what it was built to do: it calls lookup_order for ord-7f3k2m91, receives a status of "handed to carrier", and drafts a reply. The draft is polite, clear and ends with a sentence saying the parcel will arrive on Thursday. No tool result contains a delivery date. Sam, the support lead, notices it during a routine review and asks Alex on the platform team what happened.

Alex replays the ticket in staging with the same email and the same tool result. The new draft says the parcel "should arrive in the next few days". A third replay produces a draft that names no date and offers to check again tomorrow. Nothing was misconfigured. Nothing changed between the three runs, and the three drafts disagree about something a customer will act on.

A week later the platform team moves the gateway to a newer model, as planned, and the drafts change again. Better in some ways, worse in others, and nobody can say in advance which tickets moved. The team now has a question that "write a better prompt" does not answer: how do you build on a component whose output varies between identical calls, can be fluent and wrong at once, and changes when someone else changes the model?

This chapter belongs to the Proposal part of the control envelope. The question it answers is the part's own: what did the model propose, and is it handled as untrusted input until proven otherwise? Chapter 1 named the part. This chapter explains why the answer has to be "untrusted", and what you can measure and build once you accept that.

The problem, and why it is hard

A proposal is the thing the model returns: a tool call, a plan or a final answer. It is produced by a process that samples from a distribution over possible continuations of the context. Five properties of that process matter to a control designer. None of them is a defect to be fixed in the next release; they are the shape of the component.

Five properties

Probabilistic production. The same context can yield different proposals. Sampling is a deliberate part of how these components generate text, and even where it is reduced, the deployment around the model (batching, hardware, a replaced model behind a stable name) offers no promise of byte-identical output. The practical consequence is that a single successful run proves little. A behavior you observed once is a behavior that can occur, not one that will.

Sensitivity to context. The same request in a different context can produce a different proposal. A customer asks for a refund; with the order status at the top of the context the proposal is one thing, with a long email thread above it another, with the same facts in a different order a third. The change need not be in the facts. Ordering, length, phrasing, an extra tool result and a stray sentence in a quoted email all shift the output. This is why Chapter 9 treats context assembly as engineering and not as decoration.

Fluent wrongness. A wrong proposal is not marked as wrong. An ungrounded claim (F3) reads exactly like a grounded one, because both are produced the same way. The delivery date in the opening scenario had the same tone, grammar and certainty as a date copied from a tool result. A reviewer who skims for "does this sound off" will not find it, since sounding off is not what failure looks like here.

Partial instruction following. An instruction in the context lowers the rate of the behavior it forbids or requires. It does not set the rate to zero, and the rate varies with the rest of the context. "Do not promise delivery dates" is a reasonable line in the system policy, and it will often work. Rules of this kind are requests, and the book's position is that no reliability property rests on a request alone. Where the property matters, a control that runs after the model has answered has to carry it.

Drift with the model. Behavior shifts when the model changes, and the model can change without your code changing: a provider updates what sits behind a name, a team on the platform side switches the gateway's default, a fallback model takes over during an outage. The same ticket, the same prompt and the same tools can yield a different distribution of proposals on the day after. Version-specific claims do not belong in a book that outlives models, and they do not need to: the design question is what your system does when the distribution moves.

Why it is an engineering question

The tempting response is to treat each observed failure as a prompt problem. Add a sentence, add an example, add a warning in capitals. This is not wasted effort, because it can lower the rate of a particular proposal. But the rate is measured on the cases you looked at, and the next ticket is not one of them. A fix that works on the three drafts you replayed tells you little about the next four hundred tickets.

An engineering response starts from a different place. It assumes the component will sometimes be wrong, asks what the system does on those days, and makes the answer a property of code that does not vary with sampling. We already do this elsewhere. A service that calls another over a network does not rely on the other service always answering, and a service that reads a file does not rely on the bytes being well formed. It validates, bounds, retries with limits and records. Input from a component you do not control is untrusted input, and a model's proposal is that.

The cost of ignoring this shows up in several failure classes at once, which is why this chapter sits across them: F1 (malformed output), F2 (wrong tool or wrong arguments) and F3 (ungrounded claim) all begin as proposals. Chapter 3 defines them in full. Here we only need the idea that they are different shapes of the same underlying fact.

Four kinds of uncertainty

"The model might be wrong" is too coarse to design from. A design needs to know how it might be wrong, because the cheapest detector differs for each way. I use four kinds.




	Kind
	What goes wrong
	Typical class
	Cheapest detector




	Format
	The proposal does not parse or does not match the structure
	F1
	Schema validation



	Content
	The structure is right; a fact or an argument value is wrong
	F3, F2
	Cross-check against a source of truth



	Intent
	The proposal asks for the wrong action
	F2
	Preconditions and policy at the gate



	Omission
	A step or a statement that should be there is missing
	none alone
	Deterministic checks on completeness




Format

Format uncertainty is the friendliest kind. A tool call whose arguments are not valid for the contract is a proposal that failed to parse, and parsing is deterministic. Suppose the support agent proposes issue_refund with amount_minor as the string "twelve fifty" or with a reason_code that is not in the enumeration. The gate's schema check refuses it before anything else happens.

Format failures are cheap to detect and, where the structure is simple, uncommon enough that teams under-invest in handling them. The common design error is to treat a parse failure as an exception that ends the run, or worse, to repair the proposal silently by guessing what was meant. Repair by guessing turns a format error into a content error, since the repaired value was never proposed by anything. Chapter 5 covers how tool calls are carried and parsed; the point here is that format is the one kind where you can be strict, and strictness costs almost nothing.

Content

Content uncertainty is the dangerous middle. The structure is valid and the proposal is still wrong in substance. An issue_refund call that parses, names a real order and uses a permitted reason code can still carry the wrong order_id (taken from a different ticket in the thread) or the wrong currency. A reply can be well formed and promise a date the context does not contain.

Detection here needs something outside the model to compare against. The tool results, the order record, the policy and the ticket itself are the available sources. If there is no source to check against, there is no detector, and the design has to decide whether to accept the risk, narrow what the model may propose (Chapter 4), or put a human in the path (Chapter 15). I would rather admit this gap in a design review than hide it behind a sentence like "the model is instructed to be accurate".

Intent

Intent uncertainty means the proposal is well formed and its values are plausible, but the action itself is wrong for the situation. The customer asked where the parcel is, and the model proposed update_shipping_address. Or the customer asked for an address change after the carrier took the parcel, and the model proposed a refund, which is a reasonable-sounding response to a different problem.

Intent errors are caught by preconditions that depend on state: the shipment is already with the carrier, so the gate refuses the address change. The gate is the natural place, because it holds the state and the policy, and Chapter 6 shows how a tool contract states preconditions so that the check is not improvised. A precondition cannot tell you the model should have asked a question instead. For that, you rely on how you designed the available tools and where the boundary sits between what the model proposes and what code decides, which is Chapter 4's subject.

Omission

Omission is the hardest kind to see, because the evidence is an absence. The model skipped a step that should have happened: it drafted a refund confirmation without checking the order was delivered, or left out the one sentence a customer needs ("the refund takes several days to appear"). Nothing in the proposal is wrong. Something that should be there is not.

Omissions can be caught only where completeness can be written down. A rule such as "a reply that confirms a refund must include a reference to the refund's identifier and its status from the tool result" is checkable, and so is "every issue_refund must be preceded in this run by a successful lookup_order for the same order". Anything beyond that is a matter for evals (Chapter 21), which measure the rate of such omissions over a golden set instead of catching each one. I make this distinction deliberately. A runtime control catches what can be stated as a condition. An eval estimates how often the rest happens.

Why the model's confidence is not a control signal

Once you accept that proposals can be wrong, the next instinct is to ask the model how sure it is. A self-reported confidence ("I am 90 percent sure") feels like exactly the signal a gate needs: accept above a threshold, escalate below it.

I would not build on it, for three reasons.

The first is that the statement is itself a proposal. It is produced by the same process, from the same context, with the same exposure to the five properties above. A model that is fluently wrong about a delivery date can be fluently confident about it. The number is a piece of text that looks like a measurement, and a gate that reads it has promoted a proposal to a trusted input.

The second is that nothing ties the stated number to a frequency. For a stated confidence to be useful, the cases at "90" would have to be right about nine times in ten, on your tickets, with your tools, and you would have to keep that true across changes. You can measure this on a golden set (Chapter 21), and it may turn out to hold roughly for a given model and task. It is a property of one model on one distribution, and it can move on the day the model does. A threshold tuned against it becomes a configuration value that silently stops meaning what it meant.

The third is that confidence tends to be least informative where you need it most. The cases where the context is missing or misleading are the cases where the proposal is likely wrong and the model's account of itself is least anchored. A signal that is good on easy tickets and poor on hard ones does not help decide which tickets deserve a second look.

This does not make the model's own text worthless. A stated uncertainty can be a reasonable cue for routing a ticket to a human, because the cost of a false alarm there is a human reading a ticket. It should never be the reason an irreversible effect is allowed. The rule I would use: a model-stated signal may add friction (more checks, a human look), and may never remove it.

Signals you can use

The usable signals share one property: they are computed by something other than the model's own account of itself. In rough order of cost, they are schema validation, cross-checks against sources, deterministic verifiers and consistency sampling.

Schema validation

Check every proposal against the structure it must have: the tool contract's input schema for tool calls, a defined shape for final answers (a draft reply with the fields the orchestrator expects). Validation catches format uncertainty (F1) and some value errors, such as an enumeration violated or an amount that is not a positive integer. It is deterministic, cheap and complete for what it covers.

What it does not cover is the larger part of the problem. A schema says an order_id is a string. It cannot say the string belongs to this customer. Treat schema validation as the first gate and not the only one.

Cross-checking against sources

Compare what the proposal asserts with a source the orchestrator holds. If the draft says "your refund of 12.50 has been issued", the run store should contain a successful issue_refund result with that amount in that currency. If the draft names a carrier, the lookup_order result should contain it. This is grounding made operational: each claim must tie to an item in the context or the run's recorded tool results, and a claim without a tie is an F3.

The weak point is extraction. To check claims you first have to find them, and finding them in free text is itself a task that can be done by code (patterns for dates, amounts and identifiers) or by a second model call (which is another proposal). I prefer the code route for the claims that matter most, because it is deterministic and because a short list of high-stakes claim types is small: amounts, dates, identifiers, statuses. Anything the extractor cannot parse falls to the next check.

Deterministic verifiers

A verifier is code that answers a yes-or-no question about a proposal using data the model did not supply. Some are trivial: the refund amount is at most the refundable balance; the order's shipment has not been handed to a carrier; the currency matches the payment. Some are structural: a reply that mentions a refund must reference an identifier present in the run's results.

Verifiers are the strongest signal because they are code. Their limit is coverage: someone has to write each one, and someone has to maintain it as policy changes. The pragmatic approach is to start with verifiers for the effects that cost money or reach customers, and to leave the long tail to evals.

Consistency sampling

You can ask the model the same question several times and compare the answers. If the proposals agree, that is mild evidence the context pins the answer down; if they disagree, the disagreement itself is information, because it says the proposal is sensitive to sampling and so not well supported by the context. It is the one signal that comes from the model without trusting the model's account of itself.

It has real costs and real limits. Each extra sample is another model call, which costs spend and latency on every ticket where you use it (Chapter 22 covers cost attribution). Agreement does not establish truth, since the samples share the same context and the same blind spots; five drafts can agree on the same ungrounded date. And comparing free-text drafts needs a comparison method, which is either a deterministic check on extracted claims or another model call.

Use it selectively. Say the support agent handles 200 tickets a day, and a small fraction are refunds close to the ceiling. Sampling three times on those, and escalating when the amounts or order identifiers differ, is a defensible spend. Sampling every lookup_order call is not.

Sampling parameters and control design

Models expose settings that shape sampling. The one you will meet most often is temperature, which scales how strongly the sampling favors the most likely continuation: low values concentrate the output on a few likely proposals, high values spread it out.

For control design, the relevant facts are narrow. A lower temperature tends to reduce variation between runs, and that can make evals more stable and make a behavior easier to reproduce. It does not make the output correct. A model that is consistently wrong about a date at low temperature is consistently wrong. It also does not promise determinism, for the reasons given above: batching, hardware and the model behind the name can all vary. A design that needs identical output on identical input does not have a sampling problem; it has a requirement that a model cannot meet, and the requirement should move to code.

So I treat sampling settings as a tuning knob for evals and cost, set at the gateway and recorded with each run, and never as a control. Reducing variation helps a team measure; the gate is what bounds the effect. One practical rule follows. Whatever setting you choose, write it into the record of every run, because a later change in behavior is much easier to investigate when the setting is known (Chapter 20 covers the record).

Turning uncertainty into a verdict

The design move of this chapter is to end every proposal's assessment in one of the gate's three verdicts, chosen by deterministic code: "allow", "refuse" or "needs_approval" (Chapter 1). The assessment says what the system does with the proposal. It is not a judgment about the model.




	Verdict
	When the assessment ends there
	What happens next




	"allow"
	Every check passed and policy needs no person
	The effect may proceed



	"refuse"
	A check failed: schema, verifier, argument binding or claim check
	The reason returns to the model as an observation



	"needs_approval"
	Checks passed, or could not decide, and policy or the stakes call for a human
	A person decides (Chapter 15)




Verifying is the work that happens before any of these: the checks run, and their result picks the verdict. It is a step, not a fourth outcome.

The inputs to the choice are three: what the validators and verifiers said, the effect class of the proposed action, and what policy says about this call. The sketch below is the Proposal-side part of the gate for the support agent. It is illustrative and a partial view of the gate in Chapter 5, whose order and reason names it follows; the checks are named and not implemented, and thresholds belong to policy.

function assessProposal(run, proposal):
    parsed = validateSchema(proposal)                // format: F1
    if parsed.failed:
        return { kind: "refuse", reason: "invalid_arguments", detail: parsed.errors }
    if proposal.kind == "final_answer":
        return assessText(run, proposal.text)        // forwarded text reaches a customer too
    call = proposal
    // recipient, ticket and order ids must come from the run, for every tool, reads included
    if not argumentsTieToRunResults(run, call):
        return { kind: "refuse", reason: "ungrounded_arguments" }
    findings = runVerifiers(run, call)               // state and policy checks
    if findings.hasViolation:
        return { kind: "refuse", reason: "precondition_failed", detail: findings }
    if call.tool == "send_customer_reply":
        verdict = assessText(run, call.arguments.text)
        if verdict.kind != "allow":
            return verdict                           // a second, independent check
    // approval last: a person never reviews what the checks would refuse
    if policy.requiresApproval(run, call):
        return { kind: "needs_approval", request: describe(call) }
    return { kind: "allow", call: call }

Three things about this block. The model never sees a branch of it and cannot argue with one. Every non-allow outcome ends in something deterministic that the record captures. And the order is deliberate: cheap checks run first, approval comes after every check that could refuse, and a check that costs a model call, if you use one, runs only on the proposals that reach it.

The text path deserves its own block, because a draft reply is the most common proposal the support agent makes, and the moment send_customer_reply runs it is an external side effect. The check sits on every route to a customer: the tool call's text argument, and a final answer if the orchestrator forwards it. A claim check that guards only one of those routes guards nothing.

function assessText(run, text):
    claims = extractClaims(text)                     // dates, amounts, identifiers, statuses
    for each claim in claims:
        source = findSource(run.results, claim)
        if source == none:
            return { kind: "refuse", reason: "ungrounded_claim", claim: claim }
        if source.value != claim.value:
            return { kind: "refuse", reason: "mismatch", claim: claim }
    if missingRequiredParts(run, text):              // completeness rules from policy
        return { kind: "refuse", reason: "omission" }
    if containsUnclassifiedFigure(text):             // extractor could not classify it
        return { kind: "needs_approval", request: describeDraft(run, text) }
    return { kind: "allow" }

Apply it to the opening scenario. The draft reply arrives as a send_customer_reply call whose text contains a delivery date. extractClaims returns the date, findSource finds no tool result that holds one, and the gate refuses with the reason ungrounded_claim. The reply never reaches the customer. The block also shows an honest limit: when the extractor cannot classify a figure, the verdict is a person, because a check that cannot decide must not fail open.

What happens to a refusal

A refusal returns to the model as an observation, the way the canonical runStep returns one. "The draft includes a delivery date that no tool result contains; remove it or fetch the information" is a sentence the model can act on. Two limits apply. Code generates the text from a fixed list of reasons, and it never echoes ticket content back as if it were an instruction. And the loop is bounded: a model that keeps proposing the same refused thing is a run that should stop, which Chapter 12 and Chapter 13 describe.

A refusal is feedback and not a fix. If one ticket is refused on the same rule three times, the system is saying something about the context or the tools, and the right output is a hand-off with a recorded reason.

The verdict flow as a diagram

The diagram shows one proposal. Follow the paths that leave before the effect: that is where uncertainty is absorbed.
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No path lets the model's own confidence change a branch. Each one is decided by something that does not depend on the model's account of itself.

A worked example: three tickets

Take three tickets in one morning, with the same support agent and the same gate.

The first is a "where is my parcel" ticket. The reply is proposed through send_customer_reply; it states the carrier and the status, both present in the lookup_order result. The claims tie, policy requires no approval for a reply of this kind, and the verdict is allow. Cost: a few deterministic checks.

The second is a refund for a damaged order, under refund_ceiling. The issue_refund call has valid arguments, the verifiers confirm the payment is captured and the amount fits the refundable balance, and the order ties to the customer of this run. The effect class is irreversible write, but the amount is below the ceiling, so the verdict is allow. Idempotency and the ceiling live in the tool contract (Chapter 6); the point here is that the verdict was allow because checks passed, and not because the model sounded sure.

The third is a refund above the ceiling for one clearly identified order. Every check passes and policy requires approval, so the verdict is needs approval: Sam receives the pending action with the evidence and decides (Chapter 15). Had the email thread mentioned two orders, and the proposal named one without support for the choice, the argument check would have refused it first, and Sam would not have been shown a refund for what might be the wrong order.

None of the three needed to know the model's confidence. All three needed evidence in the run.

Model change is a deploy

Everything above treats the model as a fixed component with a distribution of behavior. It is not fixed. Replacing it, upgrading it or switching a fallback changes that distribution, and the controls you tuned (verifier coverage, escalation thresholds, the refusal reasons that show up most) were tuned against the old one.

My position is that a model change is a deploy, and it should go through the same path as one. That means a recorded change with an owner, evidence from the eval suite before it ships (Chapter 21 builds the golden set and the graders), a way to roll back, and a staged rollout where a fraction of traffic runs on the new model while the rest stays on the old one. The record carries the model identifier on every run so that a change in behavior can be tied to a change in model (Chapter 20).

Two cases are worth naming because they tend to arrive without a ticket. The first is the provider-side change, where a model identifier stays the same while what sits behind it moves; the defense is the same as for any dependency you do not control, which is to run the eval suite on a schedule against production configuration and not only before your own deploys. The second is the fallback model, which Chapter 14 covers: it activates during an incident, when attention is at its lowest, and it is the model you have tested least.

Trade-offs and costs

Every control in this chapter has a price, and some of them are not worth paying everywhere.

Latency. Schema validation adds microseconds; verifiers that read a service add a network call. Consistency sampling multiplies model calls, and a second model call used to extract or compare claims adds a full round trip to the reply path. A customer waiting for a chat answer will notice. Put the expensive checks on the proposals whose effect is hard to undo, and keep the reply path to deterministic checks where you can.

Spend. Sampling several times costs several times as much for those tickets. If you apply it to every ticket you have bought an expensive way to feel careful. Apply it where disagreement would change what you do.

False refusals. A claim extractor that is too eager refuses correct drafts, and the support agent loops on rewording. Each refusal costs a model call and a step against the bound. A verifier that is too strict turns into a hand-off generator. The metric to watch is the refusal rate by reason; a rate that is high on one reason is a signal to tune the check or the context, not for loosening the gate.

Human cost. Every needs approval verdict lands on Sam's queue. If the extractor routes too many drafts to a person, the queue grows, approvals become reflexive and the control becomes theater (Chapter 15 returns to this). The design has to count the human minutes it creates, since they are part of the cost of the control.

Maintenance. Verifiers and completeness rules are code that tracks policy. When refund policy changes, a verifier that encodes the old policy refuses correct proposals or, worse, accepts bad ones. Someone owns each verifier, and its tests live next to the policy.

When not to use this. For a workflow where the model only fills a field in a form the code controls and the field is checked by a schema, the whole apparatus above is more than you need. A single validation and a bound are enough. And when the output is a draft that a person always reads before it goes anywhere, spend your effort on making the review quick, not on automating claim checks that the reviewer will repeat. I would also not build a claim extractor before you have looked at what your drafts contain; two or three claim types are often most of the risk.


Note: The verdicts in this chapter say what to do with a proposal. They do not say which decisions the model should be allowed to make in the first place. That is a separate and earlier question, and Chapter 4 takes it up.



Common mistakes

Repairing proposals silently. The orchestrator "fixes" a malformed amount by guessing. It is tempting because the run continues. The fix is to refuse with a precise reason and let the model propose again, so that every value that takes effect was proposed and checked, not inferred.

Guarding one route to the customer. The claim check runs on final answers while replies leave through send_customer_reply, or the other way round. It is tempting because the final answer looks like the output. The fix is to list every route that carries text or arguments to a person or a system, and to put the same check on each.

Failing open when a check cannot decide. An extractor that cannot classify a figure lets the draft through. It is tempting because the alternative adds human work. The fix is to send undecidable cases to a person and to count them, so that a growing queue shows the extractor needs work.

Averaging away the tail. A team looks at the mean quality of drafts and misses the rare, costly ones. It is tempting because averages are easy to report. The fix is to measure failure classes separately and weight them by effect severity, which Chapter 3 introduces.

Key takeaways


	The model's proposal is untrusted input, because it is produced probabilistically, shifts with context, can be wrong without sounding wrong, follows instructions only partially and changes when the model does.

	Uncertainty comes in four kinds (format, content, intent and omission), and each has a different cheapest detector, so a design that names the kind picks the right check.

	A model's stated confidence is itself a proposal and cannot be a control signal; it may route a case toward more checking, and it must never be the reason an irreversible effect is allowed.

	The signals worth building on are computed outside the model: schema validation, cross-checks against sources, deterministic verifiers and, selectively, consistency sampling, with its cost counted.

	Temperature and other sampling settings tune evals and reproducibility; they do not make a proposal correct and they do not promise determinism, so any requirement for identical output moves to code.

	Every proposal ends in a verdict chosen by deterministic code (allow, refuse or needs approval), reached by running schema, verifier, argument and claim checks in that order, and every refusal is recorded and counted against the bound; the same claim check sits on every route that carries text to a customer.

	A model change is a deploy: it needs an owner, eval evidence before it ships, a staged rollout, a rollback path and a model identifier on every run.



Knowing that proposals can be wrong in four ways is not yet a vocabulary for what goes wrong in a whole run. Chapter 3 gives that vocabulary: the nine failure classes, how to tell them apart, and how to find out which part of the system, and not which component, was the root cause.




Chapter 3 — A Failure Taxonomy for Agents

Picture the Monday review at Parcelport. Alex, from the platform and AI enablement team, has a list of five things that went wrong with the agents over the past week. A refund went to the wrong order. A reply promised a delivery date that nobody could find in any system. An on-call engineer, Robin, could not reconstruct why ops-agent had run the same log query 11 times. A tool call failed to parse. A run was marked complete although the customer never received the reply.

The list is written in the language of the week: "the agent got confused", "it made something up again", "the model went off the rails", "the tool was flaky". Jordan, from the security team, reads it and asks a fair question: which of these five is the same problem as another, and which control would have caught each? Nobody can answer, because the list describes symptoms in words that carry no design information. Five incidents produce five stories and zero patterns.

This chapter gives the team a shared vocabulary. It belongs to all six parts of the control envelope (Context, Proposal, Gate, Effect, Bound and Record), because a failure can start in any of them. The question it answers is this: when an agent fails, how do you name the failure so that the name points to a detection signal, a preventive control, a limiting control and an owner?

The problem, and why it is hard

Failures in agents are hard to talk about for three reasons, and none of them is about the model.

The first is that the symptoms look alike and the causes differ. A wrong refund might come from a proposal that named the wrong order, from a context that contained the wrong order because of a stale read, from a tool contract that accepted an order belonging to someone else, or from a gate that never checked ownership. The customer sees the same outcome in all four. The fix is different in each, and a team that fixes the wrong layer will see the same incident again with a different ticket number.

The second is that the vocabulary is borrowed from people. "The agent got confused", "it lied", "it ignored the instructions" all describe a person with intentions, which pushes the review toward the question "why did it do that?". That question has no stable answer for a probabilistic component, and Chapter 2 explains why. The useful question is "which control should have held, and why did it not?". That question has an answer in code, in configuration or in a missing piece of design.

The third is that failures compose. A malformed proposal that is retried blindly becomes a cost blowout. A stale address that reaches a tool with a broad token becomes an unauthorized effect. An effect that succeeded but was never recorded becomes an unobserved behavior. A review that stops at the first visible symptom misses the second and third failure, which are usually the ones the design can fix.

A taxonomy is the engineering answer. It is a small, closed set of named classes, each defined so that two reviewers looking at the same incident will usually agree on the name. It is not a theory of everything. It is a tool for making incident reviews, evals and dashboards use the same words, and for pointing each failure at the part of the envelope that owns the remedy. This is an engineering question rather than a prompt question because every class below has at least one control that works by deterministic code, and none of them is closed by adding a sentence to a prompt. A prompt can lower the rate of some classes. It cannot be the control for any of them.

Three questions that classify a failure

Before the classes, the method. Classification asks three questions in a fixed order, and the order matters because each one narrows the next.


	What went wrong in the run? This is the failure class, F1 to F9. It names the observable behavior.

	Where was the root cause? This is the axis of model, context, tool or control. It names the component whose change would have prevented the failure at the lowest cost.

	How far did it reach? This is the severity axis: information, reversible, irreversible, or reaching the outside world. It sets how much control the situation deserved.



The class is a description of behavior, the axis is a diagnosis, and the severity is a priority. Mixing them is the most common reason reviews go in circles.

The root cause axis

Four values cover the causes that matter for design.


	Model. The proposal itself was the problem, and no other component contributed in a way that a reasonable design would have caught. This is rarer than teams expect.

	Context. The model was given material that was wrong, stale, missing, unlabeled or from a source that should not have been trusted. The proposal may have been a sensible response to the context it received.

	Tool. The tool's contract, implementation or behavior allowed or caused the failure: an input accepted that should have been refused, an error shape that hid the outcome, an operation that was not idempotent.

	Control. A check that the design should have had was missing, weak or in the wrong place: no gate on the call, a bound nobody tuned, a record that was never written.



I want to be direct about one sentence that appears in most first-draft incident reviews: "the model made an error". It is true in the way that "the network dropped a packet" is true. It describes the trigger, and the design has to assume the trigger will occur. A model produces wrong proposals at some rate that no one can bring to zero, so a review that ends there has found nothing it can change. The root cause question asks why a wrong proposal was able to matter: why it reached a tool, why nothing noticed, why it cost so much, why nobody could see it.

There is a narrow case where the model axis is the honest answer. If the same context, the same tools and the same controls produced acceptable behavior with one model and a clearly worse rate of the same failure after a model change, the change in the model is a cause. The evidence for that comes from an eval, not from the incident (Chapter 21 covers how). Even then the remediation has two parts: roll back or hold the model change, and add the control that would have made the regression visible or harmless. A review whose only action item is "use a better model" has not yet found a control.

The axis is not always singular. When two components contributed, record both, and rank them by which change is cheaper and holds under more conditions. A gate check that costs a few lines of code and holds for every future proposal usually outranks a context redesign, which in turn usually outranks a model change.

The nine failure classes

The ids and names below are fixed for the whole book. Each class gets a definition, an illustration from Parcelport, the signal that detects it, the control that prevents it, the control that limits the damage when prevention fails, and the chapters that own those controls. Prevention and limitation are different jobs. Prevention lowers the rate or closes the path. Limitation assumes the failure happened and shrinks what it can reach or how long it lasts.

F1: Malformed output

Definition. The proposal does not parse, or parses but does not match the structure the orchestrator expects. It is the class that is easiest to detect and the least dangerous, because nothing has happened yet when it is caught.

Parcelport example. The support agent proposes a call to issue_refund in which amount_minor arrives as a phrase instead of an integer, or in which reason_code is a value outside the enumeration. The ops agent proposes a query_logs call whose time range ends before it begins.

Detection signal. Schema validation failure at the gate, counted per tool and per cause. A rising rate of F1 on one tool often points at a contract that is ambiguous, which makes it a signal about the tool as much as about the model.

Prevention. A tight input schema with closed enumerations and additionalProperties: false, so that the shape of a valid call is narrow (Chapter 6). Structured proposals instead of free text (Chapter 4).

Limitation. A bounded number of repair attempts, with the validation error returned to the model as an observation; after the limit, hand off. Unbounded repair is how F1 turns into F9 (Chapters 5 and 14).

F2: Wrong tool or wrong arguments

Definition. The proposal is well formed and passes the schema, but it selects the wrong tool for the situation, or the right tool with values that do not fit. The structure is correct and the content is wrong.

Parcelport example. issue_refund proposed for an order that appears in the ticket text but is not the order the customer is asking about, or a refund in a currency that differs from the captured payment. For the ops agent, toggle_feature_flag proposed for a flag whose name is close to the one the investigation points at.

Detection signal. Precondition failures at the gate ("order does not belong to the customer of this run"), disagreement between the proposed arguments and values the orchestrator already holds, and sampled review of approved calls. F2 that passes every check is invisible by construction, which is why the golden set in Chapter 21 includes cases built to tempt it.

Prevention. Narrow what the model may choose from: identifiers drawn from the run's own context rather than typed freely, enumerations, and preconditions that compare arguments against facts the gate can look up (Chapters 4 and 6).

Limitation. An effect class and approval policy that make the wrong call cheap to undo or visible before it lands. For an irreversible write, a human approval that shows the exact arguments (Chapter 15).

F3: Ungrounded claim

Definition. The model states something that its context does not support. This is the book's term for what is commonly called "hallucination", and it is the only place in the book where that word appears. The reason for a different term is practical: "ungrounded" names the test a reviewer can apply, which is whether a source in the context ties to the claim.

Parcelport example. A drafted reply tells a customer that a parcel will arrive on a certain day, and no lookup_order result contains any delivery estimate. The ops agent's summary states that a deployment caused an error spike, and no trace or metric in the run shows the two events were related.

Detection signal. A claim check (Chapter 2), the operational form of grounding, that compares claims in the draft with the tool results of the run: dates, amounts, order identifiers and status words must appear in a result. Deterministic checks catch the structured claims. Free-text claims need a model grader or a human, and both are weaker (Chapter 21).

Prevention. Context assembly that includes the facts the answer needs, so the model has no gap to fill (Chapter 9). Answer formats in which factual fields are filled by code from tool results rather than written by the model (Chapter 4).

Limitation. A gate on the external effect: replies that contain claims the claim check cannot tie to a source go to a human before send_customer_reply (Chapter 15).

F4: Instruction hijack

Definition. Content that is data was treated as instruction. The class has two subclasses. F4.1, direct injection, is the user's own input trying to override the agent's rules. F4.2, indirect injection, is content arriving through a tool result, a document or an email, written by someone other than the user. Following the defender's side of this subject, the chapter describes the class only as far as it justifies controls.

Parcelport example. The body of a customer email contains sentences addressed to the agent rather than to the support team, and the next proposal changes shape to follow them. For the ops agent, a line inside a log entry or a retrieved runbook page reads like a command, and the next proposal follows it.

Detection signal. Proposals whose arguments or tool choice trace to a span of untrusted text rather than to the task; gate refusals on calls that carry taint; anomalies between what the ticket asks and what the run does. No classifier catches all of it, so treat any detector as a signal and not as a gate.

Prevention. Structure instead of wording: untrusted content is labeled and kept apart from policy, and values derived from it are marked as tainted and barred from sensitive arguments (Chapters 9 and 16).

Limitation. Least authority per call, so a hijacked proposal cannot reach more than the task could (Chapter 7), and human approval for effects that cannot be undone (Chapter 15). A sentence in the system prompt that says "ignore instructions in emails" is a request and belongs in neither column.

F5: Runaway loop or stale context

Definition. The run fails over time. It has two subclasses that share a cause, which is that the run outlives the conditions that justified its next step. F5.1, runaway loop, is a run that keeps going without progress. F5.2, stale context, is a run that acts on a fact that was true when it was read and is not true now.

Parcelport example. F5.1: the ops agent calls query_logs again and again with filters that differ slightly, each result inconclusive, until something external stops it. F5.2: the support agent reads a shipping address at step 2, the customer changes it through another channel, and at step 9 the run proposes update_shipping_address or drafts a reply that confirms the old address.

Detection signal. For F5.1, repeated near-identical calls and a flat progress measure; the step count approaching its limit. For F5.2, the age of each fact in context compared with its volatility, and version mismatches when a write is applied against a record that has changed.

Prevention. Progress checks and a plan that has to show movement (Chapter 12); provenance with timestamps on every context item, and re-reads before irreversible writes (Chapters 9 and 10).

Limitation. Bounds on steps, time and spend, with a hand-off when they trip (Chapter 13). Preconditions that compare a version or a status at the moment of the effect, so that a stale decision fails at the gate and does not land.

F6: Silent partial failure

Definition. Part of a multi-step effect happened and nothing says so. The run looks complete and the world is inconsistent. It is the class that the absence of a distributed transaction produces, and the book does not pretend a transaction exists across the run store, the payments service and the ticket system.

Parcelport example. issue_refund succeeds in payments-service and the call to send_customer_reply fails after a timeout, and the run ends with status "done". The customer has money and no explanation, or, worse, the agent proposes the refund again the next day. For the ops agent, request_rollback is accepted by deploy-service, the confirmation never arrives, and the run closes as if nothing had started.

Detection signal. Reconciliation between the intents the run recorded and the effects the downstream systems report: an intent without an outcome, an outcome without a reply, a run marked complete with open intents. These checks run outside the run, on a schedule.

Prevention. Record the intent before the effect and the outcome after it, use idempotency keys derived by the runtime so a repeat does not act twice, and treat a timeout as an unknown outcome to be resolved by a status query and not as a failure to retry (Chapters 6 and 14).

Limitation. A run cannot be marked done while an intent is unresolved; resolution goes to a human queue with the recorded intent attached (Chapter 10).

F7: Unauthorized effect

Definition. An effect happened that this principal, at this moment, should not have been able to cause. The word "unauthorized" is about the system's rules, not about the model's wishes. The usual path is a component with broad authority acting on a request from a narrower one, which is the confused deputy.

Parcelport example. A refund above refund_ceiling that proceeded without approval, or an action taken with a token that worked on every customer when the task concerned one. For the ops agent, a feature flag changed in an environment that the on-call engineer's approval did not cover.

Detection signal. Audit comparison of every effect against the authority that was issued for that call: scope, resource, amount, approval identity. Any effect with no matching issued authority is a finding. Attempts that the gate refused are a signal too; a rising refusal rate means proposals are drifting toward territory they should not reach.

Prevention. Authority issued per call and narrower than the delegator's own, ceilings and ownership checks enforced in code at the gate, and credentials held outside the agent (Chapters 7 and 18).

Limitation. Short-lived credentials, a sandbox for anything that executes code, and approval bound to the exact action (Chapters 7, 15, 18 and 19).

F8: Unobserved behavior

Definition. The system did something and left no usable evidence, so nobody can tell what happened or why. It is a failure of the Record part, and it makes every other class more expensive, because a failure you cannot see cannot be classified, counted or fixed.

Parcelport example. A tool call that produced no span, so Robin, on call, cannot say whether the agent read the logs before proposing the fix. A reply that went out with no record of which context produced it.

Detection signal. Coverage checks on the trace pipeline: every model call, gate decision and effect should have a span, and a run whose spans do not account for its recorded effects is itself the finding. Missing evidence has to be looked for deliberately, because it never produces an alert on its own.

Prevention. One trace shape for both agents, written by the orchestrator rather than by each tool, with intent recorded before effect and redaction applied before storage (Chapters 17 and 20).

Limitation. If the record cannot be written, treat it as a bound: the run stops or drops to a mode that has no effects. For effects that cannot be undone, "no evidence" is a reason to refuse, not a reason to continue (Chapters 13 and 20).

F9: Cost or latency blowout

Definition. The run is correct and costs far too much, or takes far too long. The proposal, the gate and the effect all did what they should, and the budget, a customer's patience or a downstream service paid for it.

Parcelport example. A provider slowdown makes model calls time out, and every run retries at once, so a slow dependency becomes a flood of calls through the model gateway. For the support agent, a run that fills its context with every prior ticket for a customer on each step, so the cost per ticket rises with no change in quality.

Detection signal. Cost and latency per run and per project, with a distribution and not only a mean; retry counts; queue depth at the gateway. A run that is slow and a run that is expensive are different signals and need different thresholds.

Prevention. Budgets per run and per project, a context budget that trims by priority, and retry policies that classify the reason for failure before repeating (Chapters 13, 14 and 22).

Limitation. Circuit breakers that stop calls to a failing dependency, and a stated degraded mode that the system enters when a bound trips, such as hand-off only (Chapters 13 and 14).

Telling the classes apart

Classification disputes in a review are usually about the same few boundaries. Settling them in advance saves the time, and the rules below are the ones I would write into the review template.

F2 and F7: wrong tool versus unauthorized effect. F2 describes the proposal: well formed, but wrong for the situation. F7 describes what the system allowed to happen. The same incident can be both, and the pair is informative. If the support agent proposes a refund for an order belonging to another customer and the gate allows it, the proposal was F2 and the effect was F7, and the control that failed is the ownership check at the gate. If the gate refuses the call, only F2 occurred and the system worked. Record every class in the chain, ordered from the proposal to the effect, and put the remedy on the earliest control that would have held for every future proposal of that kind.

F3 and F5.2: ungrounded claim versus stale context. Ask whether the context contained support for the claim at the moment the model produced it. If it never did, the claim is F3. If it did, and the fact has since changed or was read too long ago, the failure is F5.2. The remedies differ: F3 is closed by putting the needed facts into the context or by filling them in by code; F5.2 is closed by freshness checks and by re-reading before an effect.

F6 and F8: partial failure versus unobserved behavior. F6 is about a state of the world: part of an effect landed and the run says otherwise. F8 is about evidence: the effect landed and there is nothing to show it. An F6 you could detect by reading the record is not an F8. An effect with no record at all is both, and the record is the first thing to repair, because without it you cannot know the extent of the F6.

F1 and F2: malformed versus wrong. If a schema validator rejects it, it is F1. If it passes the schema and fails a precondition or a human's judgment, it is F2. Tightening a schema moves some F2 into F1, and that is a good trade, since F1 is cheap to catch.

The following diagram puts the questions in order. Look for the way each question sends the incident to a class, and for the dotted lines, which mark pairs that often occur together in one incident.
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The order of the questions is a convention and not a law. Evidence comes first because every later answer depends on it. The first match is the primary class. The diagram draws the walk ending at that node, but in practice you continue with the remaining questions and record every further match, ordered from the proposal toward the effect. The dotted lines show common pairs: a wrong call that the gate allows, a hijack that reaches a write, and a loop that spends heavily. An incident that falls through to "unclassified" is a finding about the taxonomy, not about the run.

A root cause is a design statement

With the class and the axis in hand, the review produces a record that can be counted. The notation below is illustrative; the point is that every field comes from a closed list.

incident_record
  id:            string
  run_ids:       list of string
  classes:       list of { id: F1..F9, subclass: optional, order: integer }
                 // ordered from proposal toward effect
  root_cause:    list of { axis: model | context | tool | control,
                           rank: integer, evidence: link to trace }
  severity:      information | reversible | irreversible | external
  detected_by:   signal name, or "reported by a person"
                 // the second value is itself a finding
  missing_control: name of the control that should have held
  owner_team:    string          // the team that owns the missing control
  action_items:  list of { change, owner, check }
                 // each item names a control, never "be more careful"

Two fields do most of the work. detected_by records how the failure was found, and when the honest answer is "a customer wrote in", the missing detection signal is a result of the review as much as the failure itself. missing_control forces the review to end on something a team can build. An action item such as "tell the model not to do this" is not accepted in this notation, because it names no control, and the item has to be rewritten until it does.

Take one example in full. The design let a proposal reach issue_refund for an order that was mentioned in a customer's email but belonged to another customer. The record reads: classes F2 then F7, root cause control first (the gate had no ownership precondition) and context second (the email's order identifier entered the proposal directly), severity irreversible, detected by a reconciliation job and not by any signal in the run, missing control "ownership precondition on issue_refund". The action items are an ownership check in the contract (Chapter 6), a rule that order identifiers in arguments must come from tool results and not from message text (Chapter 9), and a reconciliation alert that fires sooner (Chapter 20). Nothing in the list asks the model to behave better, and each item holds on the days the model proposes the wrong order again.

Severity decides how much control a situation deserves

The failure class says what happened. Severity says how much it mattered, and it determines how much control the call should have had before it happened. The book uses four levels. The level names are taken from the effect classes of Parcelport's tools, but the level of an incident is set by the effect that actually happened.




	Severity
	What it means
	Typical tools
	Example failure




	Information
	Nothing changed; a wrong answer or a wasted read
	lookup_order, query_logs, search_docs
	F3 in an internal summary no one acts on



	Reversible
	State changed and a compensating action can restore it
	update_shipping_address, open_pull_request, toggle_feature_flag, request_rollback
	F2 on an address change before carrier hand-off



	Irreversible
	Parcelport cannot undo it
	issue_refund
	F7 on a refund above the ceiling



	External
	It reached a person or system Parcelport does not control
	send_customer_reply
	F3 in a reply already delivered




Because the level follows the effect and not the tool, severity belongs to the instance. A refund of a trivial amount and a refund at the ceiling are the same tool with different reach, and a policy that treats them identically will be either too strict for the first or too loose for the second. Whether a call needs approval is a policy decision at the gate and is not read off the effect class. A reversible write can need approval (request_rollback does), and a small irreversible write can proceed without it.

Control intensity then follows a simple principle: the less a failure can be undone, the earlier and the more deterministically it must be stopped, and the more evidence must exist beforehand. At the information level, detection after the fact is usually enough, and the cost of a prevention gate is not worth paying. At the reversible level, the gate checks preconditions and the record shows an intent, so the compensating action is known. At the irreversible level, preconditions, ceilings, idempotency and, above a threshold, approval bound to the exact call. At the external level, the call is treated as irreversible even though the system can send a correction, because a message cannot be unread.

The illustrative policy below expresses the idea as data, so that intensity is something the gate evaluates and not something a prompt hopes for.

policy minimum_controls   // illustrative notation
  severity information:
    gate: schema check
    record: proposal and result
  severity reversible:
    gate: schema, preconditions, permission
    record: intent before effect, outcome after
    undo: compensating action named in the contract
  severity irreversible:
    gate: schema, preconditions, per-tool ceiling, ownership
    idempotency: key assigned by the runtime
    approval: required above a per-tool threshold set by policy,
              bound to the exact call
    record: intent, outcome, reconciliation entry
  severity external:
    gate: all of the above, plus claim check on content
    approval: required when the check cannot tie a claim to a source
    record: full content as sent

Severity also tells you where to invest eval effort. The golden set should hold more adversarial and boundary cases for F2, F3 and F7 on the irreversible and external rows than for anything on the information row, because that is where a miss is costly (Chapter 21).

One table for the whole book

The table below is the compact form of the nine sections above. It is the same table that the Appendix reproduces for reference. Read it by column when you are planning controls and by row when you are reviewing an incident.




	Class
	Detection
	Prevention
	Limitation
	Chapters




	F1 Malformed output
	Schema failure rate per tool
	Narrow schemas, closed enumerations
	Bounded repair, then hand-off
	2, 5, 6



	F2 Wrong tool or wrong arguments
	Precondition failures, sampled review
	Choose from run facts, ownership preconditions
	Approval for irreversible calls
	4, 5, 6



	F3 Ungrounded claim
	Claim check against tool results
	Needed facts in context, fields filled by code
	Human review before external reply
	2, 9, 21



	F4 Instruction hijack
	Taint on arguments, anomalous steps
	Labeled untrusted content, taint rules
	Least authority, approval
	8, 9, 16



	F5 Runaway loop or stale context
	Repeated calls, fact age, version mismatch
	Progress checks, provenance, re-read
	Bounds, version preconditions
	9, 10, 12, 13



	F6 Silent partial failure
	Reconciliation of intents and outcomes
	Intent first, idempotency, unknown outcome
	No "done" with open intents
	6, 10, 14



	F7 Unauthorized effect
	Audit of effects against issued authority
	Per-call authority, ceilings in code
	Short-lived credentials, sandbox
	7, 15, 18, 19



	F8 Unobserved behavior
	Trace coverage against effects
	One trace shape, intent before effect
	Stop or drop effects when record fails
	17, 20, 21, 23



	F9 Cost or latency blowout
	Cost and latency distributions, retry counts
	Budgets, context budget, classified retries
	Circuit breakers, degraded mode
	13, 14, 22




No row is closed by a single control. Prevention lowers the rate, limitation shrinks the reach, and detection tells you which of the two failed. A design that has an entry in only one column of a row has a gap, and the table makes the gap easy to see.

A shared language for review, eval and operation

The taxonomy earns its keep when incident review, evals and operation use the same ids. Chapter 23 builds the blameless review on the incident record above, so the class, the root cause axis and the missing control are separate fields, and a person's name never appears as a cause.

Chapter 21 can tag each golden-set case with the class it is meant to expose, which gives the suite a coverage view that a total pass rate hides: a suite that is all F3 and nothing on F6 is lopsided. Chapter 20's traces can carry the class as a label on refusals, retries, hand-offs and reconciliation findings, so a rising rate of F2 refusals shows up before anyone files a ticket.

Two reviewers will disagree on a fraction of cases; the tie-breaking rules above and a second tag settle most of them. A case with no tag at all is the thing to refuse, because "other" becomes the place where unexamined failures live. Chapter 24 returns to the table as a pre-launch check: for each class, which detection and which limitation does this agent have?

Trade-offs and costs

A taxonomy is cheap to write and expensive to keep honest. The costs are specific.

Classification takes time. Every incident now needs a review step that produces a record. For a team handling a few incidents a month that is affordable. For a team with many low-severity events a week, it is not, and the sensible answer is to classify by sample for the information and reversible levels and in full for the irreversible and external ones.

The classes overlap, and fixed ids hide that. Nine classes are a simplification of a continuous space. Forcing a messy incident into F2 or F3 can hide the combination that made it interesting. The ordered list of tags helps, and so does being willing to add a subclass such as F4.2, but the book does not add new top-level classes, and a team that does should expect its dashboards to stop matching everyone else's vocabulary.

Detection signals are not free. A claim check costs engineering time and some latency on every reply. Reconciliation jobs need access to several systems and an owner who maintains them. Trace coverage checks need the trace pipeline to be reliable enough to trust its absences. Each signal in the table is a small system, and the choice of which to build first should follow severity: reconciliation for F6 on money, ownership audits for F7, before elaborate F3 detectors on internal summaries.

Taxonomies drift into theater. A dashboard of failure classes that nobody reviews, or a tag field that is always filled with the first value in the dropdown, is a cost with no return. If the monthly review of tags does not lead to at least one change in a control, the process needs shortening or the data needs a different question.

When not to use it in full. An early prototype with one read-only tool and no effects has little use for the severity machinery. Use the nine names as a checklist for what could go wrong, keep the incident record to three lines, and add the rest as tools with effects appear. The moment an agent can move money or write to a customer, the full record earns its place.

Common mistakes


	Ending the review at "the model made an error". It is tempting because the proposal is the visible event and the model is easy to point at. The fix is the root cause question: ask which control would have made that proposal harmless and write the action item against it.

	Tagging by symptom instead of by mechanism. "Wrong refund" is a symptom, and it can be F2, F5.2 or F7. It is tempting because the customer's words become the label. The fix is to walk the questions in order and record every class in the chain.

	Treating F3 as the one class that matters. Ungrounded claims are the most discussed, so teams spend most of their effort on them and leave F6, F7 and F8 without owners. The fix is to count by severity and to look at which rows of the table have an empty cell.

	Using a model to tag incidents with no human check. It scales, and it is tempting once the volume grows. The tags then inherit the unreliability the taxonomy exists to manage. The fix is to let a model suggest tags and a person confirm those at the irreversible and external levels, and to evaluate the suggester like any other model grader (Chapter 21).

	Adding top-level classes for every new surprise. A new failure feels new, so it gets a new id. The fix is to place it as a subclass of the nearest class first, and to add a top-level class only if no control in the existing rows could handle it.

	Letting "prevented by prompt" count as a control in the table. A cell that says "instruct the model not to" feels like progress and costs nothing. The fix is the rule every chapter follows: if the only thing standing between the proposal and the effect is wording, the cell is empty.

	Ignoring detection because prevention exists. A team with a good gate assumes there is nothing left to detect. The fix is to treat refusals as a signal and to run reconciliation anyway; the gate can have a bug, and a missing check cannot refuse anything.



Key takeaways


	A failure class names observable behavior, a root cause axis names the component whose change would have prevented it, and severity names how much control the situation deserved; mixing the three is the main reason reviews go in circles.

	"The model made an error" describes the trigger, which the design must assume, and it is not a root cause; the root cause is the control, context or tool that let a wrong proposal matter.

	The nine classes F1 to F9 are fixed in name and id, with subclasses such as F4.1, F4.2, F5.1 and F5.2 allowed, so that every chapter, review and dashboard in a team uses the same words.

	Each class needs a detection signal, a preventive control and a limiting control, and a row of the taxonomy table with an empty cell marks a gap in the design.

	A single incident usually carries more than one tag, ordered from the proposal to the effect, and the remedy belongs on the earliest control that would hold for every future proposal of that kind.

	Severity (information, reversible, irreversible, external) belongs to the instance and not to the tool, and the less a failure can be undone, the earlier and more deterministically it must be stopped.

	The taxonomy pays for itself only when incident review, evals and operational dashboards share its ids, and a review that produces no new or changed control is a sign the process has turned into theater.



Chapter 4 moves from naming failures to preventing a large share of them by deciding, decision by decision, what the model may choose and what the code must.




Chapter 4 — Determinism Boundaries

Consider a Thursday afternoon at Parcelport, when a customer writes that two of the three items in an order arrived crushed. In the prototype, the support agent's prompt asks the model to work out a fair partial refund, convert it to the order currency if the customer paid in another one, issue it, and write a kind reply. The model returns one proposal that carries an order, an amount, a currency, a reason and the text of the reply. The amount is arithmetic over order lines, a discount and a tax rate, and nothing in the prototype checks it.

Suppose the arithmetic is right on most days. On the day it is not, the refund is too small or too large, and payments-service records it either way, because the service trusts its caller and the caller trusts the model. Nobody ever decided that a probabilistic component should do money arithmetic. The prompt grew one sentence at a time, and each sentence moved one more decision to the model.

This chapter belongs to the Gate part of the control envelope, with one foot in Proposal. The question it answers is the Gate's own: is this proposal allowed to take effect, for this principal, right now? To answer it, you first have to know which decisions in a run the model is allowed to make at all, and which belong to code. The line between the two is what this chapter calls a determinism boundary, and the work is to draw it on purpose, make it narrow, and make it testable.

The problem, and why it is hard

A run is a chain of decisions, and the prototype does not label them. Which order does the customer mean? Is a crushed item covered by the shipping rules? What is the refundable amount? Is that amount within refund_ceiling? Does the reply promise anything the order data does not support? In a single prompt these questions arrive as one request, and the model answers them in one proposal. The answers have very different properties, but the design treats them identically.

That is the failure this chapter is about, and it sits in the Proposal and Gate parts of the envelope. Its typical products are F2 (wrong tool or wrong arguments), when a proposal names the wrong order or an amount that does not fit the situation, F1 (malformed output), when the structure drifts and a downstream parser guesses, and F7 (unauthorized effect), when an amount above the ceiling reaches the payments service because no code compared it to anything. F3 (ungrounded claim) joins them when a reply states a figure that no tool result contains.

The obvious fix is to tell the model to be careful. The prompt gets a sentence: never exceed the ceiling, always use the order currency, double-check the arithmetic. That sentence is a request, not a control, and Chapter 2 explains why the day it is not followed will come. This chapter takes that as given.

There is a second reason the obvious fix fails, and it is less visible. Many decisions are a mixture. "Refund the damaged items" contains a judgment (these two items are the damaged ones, according to what the customer wrote) and a computation (what those two lines add up to, after the discount, in which currency). A model is a reasonable place for the first and a poor place for the second. If both live in one proposal field, you cannot check one without re-deriving the other.

This is why the boundary is an engineering question and not a prompt question. A prompt can ask for behavior on one side of the line. Only code can make the line exist.

Drawing the line: five criteria

I would not draw the boundary by task ("the model handles refunds") or by feel ("this one seems risky"). I would draw it per decision, using five questions. None of them is new, and each one has a direction: it leans a decision toward code or toward the model.




	Criterion
	The question
	Leans toward code when
	Leans toward the model when




	Reversibility
	Can a wrong answer be undone, and by whom?
	The effect is an irreversible write or an external side effect
	The result is a draft a human or a later step can discard



	Verifiability
	Can code check the answer against a source of truth?
	A rule, a table or a service holds the correct value
	No source exists; the answer is a judgment



	Frequency
	How often is the decision made, and with what variety?
	It repeats with the same shape, so a rule can be written once
	The inputs are open-ended and a rule would never cover them



	Tolerance
	How wrong may the answer be before someone is hurt?
	The tolerance is zero or a hard limit (money, thresholds)
	The tolerance is wide (tone, phrasing, ordering of candidates)



	Explainability
	Must someone later explain exactly why this value was chosen?
	A reviewer will ask "why this amount?" and the answer must be a rule
	A reason in plain words is enough




Reversibility is the criterion I would weigh first, because it is the one that cannot be recovered afterward. If two criteria disagree, the effect class from the tool table in this book decides the tie: an irreversible write or an external side effect pulls the decision into code even when the model would usually be right. The cost of a wrong answer, not the frequency of a right one, sets the boundary.

The other four criteria shape what the code looks like. Verifiability tells you whether a deterministic check can exist at all. Frequency tells you whether a rule is worth writing. Tolerance tells you how strict the check must be. Explainability tells you whether the answer needs to come out of a function you can read, since a model's stated reason is a proposal about its own output and not a record of how the output was formed.

A decision inventory for one ticket

Apply the questions to the refund ticket from the opening. The point of the exercise is the inventory itself: every decision on the page gets an owner, and the owner is written down.




	Decision
	Owner
	Why




	Which order the customer means
	Model proposes from a list, code verifies ownership
	Open-ended language, but the answer must be one of the customer's own orders



	Whether the customer reports damage, non-delivery or something else
	Model
	A judgment over free text; the output is a value from a closed set



	Whether this reason is covered by shipping and returns rules
	Code
	A rule exists and a table holds it



	Which order lines are affected
	Model proposes line ids, code checks they exist and are unrefunded
	Judgment about text, checkable against the order



	The refund amount
	Code
	Money; verifiable from the order; zero tolerance



	The currency
	Code
	Comes from the order, never from a proposal



	Whether the amount is within refund_ceiling
	Code
	A threshold; irreversible write



	Whether a human must approve
	Code (policy at the gate)
	Approval is a policy outcome, not a model opinion



	The wording of the reply
	Model, within a checked frame
	Wide tolerance, but F3 applies to claims inside it



	Whether to escalate
	Model proposes, code can also force it
	Judgment, with a deterministic floor




Two things stand out. First, the model keeps the decisions that involve language, and that is a lot of the work. Second, the decisions it loses are all ones where a wrong answer costs money or cannot be explained, and most of them were never "decisions" at all: they were lookups and arithmetic that the prompt had handed to the wrong component.

Pattern 1: the model proposes, code disposes

The central pattern is a sentence: the model proposes, code disposes. Whatever the model returns is a proposal, which means untrusted input, and it is handled by code that checks it before anything changes. The orchestrator is the only place where an effect starts, and it starts one only on a verdict from the gate.

Here is the disposal step for a tool call, written in the book's pseudocode as the branch of gate.check that handles tool calls. Its verdicts are the three the gate returns: "allow", "refuse" and "needs_approval". Notice the order. Structure comes first, then the choice of tool, then the arguments, then membership in the choice set (Pattern 2 builds it), then facts read from services, then policy.

function checkToolCall(run, proposal):               // the tool-call branch of gate.check
    parsed = parseProposal(proposal)                // F1 is caught here
    if parsed.failed:
        return { kind: "refuse", reason: "unparseable", fields: parsed.errors }
    call = parsed.call
    if call.tool not in toolsOffered(run):
        return { kind: "refuse", reason: "not_in_choice_set" }
    errors = schemaCheck(call.tool, call.arguments)
    if errors is not empty:
        return { kind: "refuse", reason: "invalid_arguments", fields: errors }
    if not inChoiceSet(buildChoiceSet(run), call):  // membership, not only shape
        return { kind: "refuse", reason: "not_in_choice_set" }
    facts = loadFacts(run, call)                    // read from services, not from the model
    failed = firstFailedPrecondition(call, facts)
    if failed is not null:
        return { kind: "refuse", reason: "precondition_failed", field: failed.name }
    if requiresApproval(call, facts, policyVersion()):
        return { kind: "needs_approval", request: buildRequest(call, facts) }
    return { kind: "allow", call: call }

This block is a partial view of the gate in Chapter 5: it leaves out permission and the other checks that chapter orders, and it uses Chapter 5's reason names. Three details carry the weight. The facts come from loadFacts, which reads orders-service and payments-service itself. If a check compares an argument to a value the model also supplied, the check has verified nothing. And requiresApproval takes a policy version, so the same verdict can be reproduced later (more on that below).

Structured output and schema validation

A schema is the cheapest control in this chapter, and it answers the first question: is this proposal even shaped like something the tool accepts? A proposal that fails the check is F1, and it never reaches a service. A proposal that passes is only well formed. That is a much weaker statement than "correct" or "allowed", and the rest of the chapter exists because of the gap.

I would keep schema validation strict and boring. Reject unknown fields, reject missing ones, reject values of the wrong type, and do not repair. A validator that quietly coerces a string to a number, trims a field or fills in a default has made a decision on the model's behalf, and it has made it in a place no one reviews. If a repair is worth making, make it a visible, tested step with its own record, or let the proposal be refused and re-proposed.

Chapter 5 covers how the model is asked to produce structured output, and Chapter 6 covers the tool contract that the schema belongs to. What matters here is the position: the schema check runs after the model and before everything else, in code, whatever the prompt said.

Pattern 2: narrow the range of choice

The second pattern reduces how much the model is free to say. Every free-text field is a field where a wrong value can be well formed, so the best way to shrink F2 is to replace open fields with choices the orchestrator supplies.

There are three common narrowings. An enum replaces a free string with a closed set, such as the reason_code values in the issue_refund contract. An identifier list replaces a value the model might recall or invent with one it must pick from a list the orchestrator read for this customer. A template replaces a block of prose with a frame whose slots are filled by code and whose open parts are the only thing the model writes.

function buildChoiceSet(run):
    orders = orders.listForCustomer(run.customer_id)     // read by the runtime, not the model
    return {
        order_ids:       idsOf(orders),                  // the model picks one of these
        line_ids:        linesByOrder(orders),           // keyed by order id
        reason_codes:    ["damaged", "not_delivered", "wrong_item", "goodwill"],
        reply_templates: templatesFor(run.language)
    }

The choice set goes into the context as a labeled list, and the gate then verifies membership with the inChoiceSet step in checkToolCall: an order_id outside order_ids is refused with the reason not_in_choice_set. Note what this does for the confused deputy problem. A proposal naming another customer's order is not a judgment the model got wrong; it is a value that code can see is not in the set, and the refusal does not depend on the model noticing anything.

Narrowing is not free, and it has a limit. A closed set must contain the situations that actually occur, or the model will pick the nearest wrong value. The usual escape is an explicit other value that routes to escalate_to_human, and it needs watching: an other that most proposals choose is a sign that the set does not describe the work, and not a sign that customers are unusual. The same holds for templates, which cover the common reply well and the unusual one badly. For the unusual one I would let the model draft free text and let a human read it before it leaves, which is a Chapter 15 decision.

Pattern 3: computation belongs to code

Money, dates and thresholds share one property: there is a correct answer, and code can compute it. When the model is asked for such a value, there are two ways to go wrong. It can return a wrong value, and the design can accept it because nothing recomputes it. The fix for both is the same: do not ask.

The strongest form removes the field. Instead of proposing an amount, the model proposes which order lines are affected and why. The orchestrator then derives the amount.

function computeRefund(order, line_ids, reason_code, policy):
    total_minor = 0
    for each line_id in line_ids:
        line = order.lineById(line_id)
        if line is null or line.refunded:
            raise InvalidLineSelection             // refused; the model sees a reason code
        total_minor = total_minor + line.paid_minor   // as stored by orders-service, minor units
    if reason_code == "goodwill":
        total_minor = min(total_minor, policy.goodwill_cap_minor)
    return { amount_minor: total_minor, currency: order.currency }   // never from the proposal

Where a contract still has the model supply an amount, as the canonical issue_refund contract in this book does, code treats that amount as a claim to compare: recompute the amount, and refuse the call if they differ. I find the version without the field easier to defend. It has one fewer value the model can get wrong, and a reviewer who asks "why this amount?" gets a function to read instead of a proposal to trust.


Warning: A refund amount that came from the model and went to payments-service with no recomputation is an irreversible write resting on a probabilistic value. If you change only one thing after reading this chapter, make the amount a value that code derives or recomputes.



The same reasoning covers the other values in the opening scenario. The currency belongs to the order, so a proposal that carries a different currency is refused and does not trigger a conversion. A date or a deadline ("the parcel was due three days ago") is computed from timestamps in the order data. A threshold, such as the ceiling, is read from the policy and compared with an integer. None of these needs a model to be involved, and each one is a place where the model's involvement could only add a way to be wrong.

There is a price. Partial or discretionary refunds that no rule describes ("refund a third, the customer waited long") do not fit a derived amount. For those, I would offer the model a short menu of amounts the policy allows, say a handful of fixed fractions of the paid price, and send everything outside the menu to a human. This turns an open number into a choice, which is Pattern 2 applied to money.

Pattern 4: deterministic preconditions and postconditions

A precondition is a fact that must hold before an effect starts, and the gate checks it. A postcondition is a fact that must hold after, and the orchestrator checks that too. Together they surround the effect with code on both sides.

Preconditions for issue_refund come from its contract: the order belongs to this run's customer, the payment is captured, the amount does not exceed the refundable balance, a refund above refund_ceiling needs approval, and no earlier refund for the same key has the outcome "unknown", which the gate checks by querying the status first and refusing until it is known. Chapter 6 writes these down as part of the contract, and Chapter 7 covers the permissions they depend on. What belongs here is the principle: each precondition is a deterministic function of facts the gate read, never of anything the proposal asserts about itself.

Postconditions are easier to skip and more often missing. An effect call returning "ok" is one piece of evidence, and a timeout returning nothing is another. Neither says what payments-service holds. The postcondition is to read the state back.

function applyRefund(run, call):
    refund_intent = refundIntents.firstFor(run.ticket_id, call.order_id)   // runtime-assigned; a new one only after a recorded human decision
    key = hash(run.ticket_id, call.order_id, refund_intent.id)   // refund_intent_id of the contract; nothing the model supplied
    record(run, "intent", { call: call, key: key })       // first: a crash leaves a trace
    try:
        result = effect.apply(run, call, idempotencyKey: key)   // the key reaches payments
        record(run, "effect", result)                     // a separate system; this write can fail too
    on Timeout:
        record(run, "effect_unknown", key)                // payments may or may not hold the write
    status = payments.refundStatus(key)                   // read back instead of trusting the reply
    if status.state == "completed":
        return status
    record(run, "postcondition_failed", status)
    return handOff(run, "refund outcome not confirmed")   // a human reconciles; no retry here

Look at what the block does not do. It does not wrap the payments write and the record in one transaction, because they are two systems, and no transaction spans them. It writes the intent first, so that a crash between the effect and the record leaves evidence. And it reads the status back, so that a silent partial failure (F6) shows up as a failed postcondition and not as a run marked complete. The detection of the remaining gap, an intent with no matching effect, is a reconciliation job over the record, which Chapter 10 and Chapter 20 build on.

The key deserves a second look, because it is what keeps a timeout from becoming a second refund. It is built only from identifiers the runtime assigned: the ticket, the order and the refund intent. The run, the step, the amount and the reason code are not in it. Suppose the call times out and the model, in a later step, proposes the refund again with another amount. The key is the same, so the tool returns the first result instead of acting twice. And per the issue_refund contract, the gate refuses any further refund for that key while its outcome is "unknown", until the status query says what happened. A second, legitimate refund for other lines of the same order is a new refund intent, and that is issued only after a human decision recorded in the approval service.

The shape of the whole path

The diagram below shows the refund path with the boundary drawn in. Look for where the model's work ends: it ends at the proposal, and every box after it is code. Look also at the refusal paths, because they are the part a prompt cannot provide.

[image: Diagram]

Making the boundary testable

A boundary you cannot test is a belief. The advantage of drawing it in code is that the gate is a function: given a proposal, the facts it reads and the policy version, it returns a verdict. Nothing in that function is probabilistic, so nothing in its test needs a model.

I would test the gate with a table of proposals, written by hand and grown from incidents. Each row is a proposal, a set of facts and the expected verdict with its reason code. The rows worth having first are the ones that map to failure classes: a proposal with a missing field (F1), an order id outside the choice set (F2), a line already refunded (F2), an amount one minor unit above the ceiling (F7), a currency that differs from the order (F2), a duplicate of an earlier refund intent, and a proposal for a tool that this run was not offered. None of these needs a payload that looks like an attack, and none needs a model. They are inputs to a function.

This also gives you a measure the model cannot give. Evals (Chapter 21) tell you how often the model proposes something the gate refuses. The gate's own tests tell you that the gate refuses it. The two are separate questions, and a team that has only the first cannot say whether a bad proposal would have reached payments-service.

Telling the model why it was refused

When the gate refuses a proposal, the refusal returns to the context as an observation, and the model proposes again. This is useful, because a refusal for not_in_choice_set often leads to a correct second proposal. It is also a loop, and a loop needs a bound.

function proposeWithFeedback(run, maxAttempts):          // say, maxAttempts = 2
    attempts = 0
    while attempts < maxAttempts:
        bound.check(run)
        proposal = model.propose(assembleContext(run))
        record(run, "proposal", proposal)                // refused proposals are kept too
        verdict = gate.check(run, proposal)
        record(run, "verdict", verdict)
        if verdict.kind != "refuse":
            return verdict
        addObservation(run, refusalNotice(verdict))      // reason code and field names only
        attempts = attempts + 1
    return handOff(run, "proposals refused")             // degraded mode, a human takes over

Three choices in the block are deliberate. The feedback is a reason code and field names, drawn from a fixed list, and not free text assembled from internal state. The number of re-proposals is small and counts against the run's bounds (Chapter 12 and Chapter 13 cover those). And exhausting the attempts hands the run to a human instead of lowering the bar. A gate that eventually accepts the third try, to end the loop, has stopped being a gate.

One more caution. Feedback should not let the model probe a limit. A refusal for a menu amount that exceeds the refundable balance can say precondition_failed with the field name amount_minor and stop there; adding the balance itself gives the next proposal a number to sit just under. A refund above refund_ceiling is not a refusal at all but needs_approval, and the person who sees that number is Sam.

Replay and what to record

A tempting idea is to reproduce a run by feeding it the same input again. For the code around the model this works, for the model it does not. The same context does not guarantee the same proposal, so replaying a call to the model is a new sample, not a reproduction. Chapter 2 gives the reason, and the consequence for this chapter is about what to keep.

What you record decides what you can reconstruct later. The model's output is not reproducible, so it has to be stored: the exact proposal, as returned. The gate is reproducible only if its inputs are stored too, which means the facts it read and the policy version it applied. The effect is stored with its result and its postcondition. From these you can answer, for any run, the question that matters: was this effect allowed by the rules in force, given what the system knew?

record gate_decision
  run_id, step_id, timestamp
  proposal:        exact proposal as returned by the model
  facts:           reference to the facts the gate read (order, payment, balance)
  policy_version:  version of the policy and choice set in force
  verdict:         allow | refuse | needs_approval, with reason code
  approver:        none, or the person and time, bound to this exact call
  effect:          reference to the effect result and the postcondition read

With this record, a reviewer can replay the gate: take the stored proposal, the stored facts and the stored policy version, run the gate again, and get the stored verdict. If the verdict differs, the gate or the policy changed in a way someone should know about. That is a deterministic regression, and it is far cheaper to find than a change in model behavior. Chapter 10 covers the run store these records live in, Chapter 20 covers the trace shape, and Chapter 21 uses recorded proposals as inputs to evals.

The ops agent: where the rollback boundary sits

The support agent shows the boundary on money. The ops agent shows it on a decision that is more diagnostic and less numeric: should a recent deployment be rolled back? request_rollback is a reversible write, since a later deployment can restore the previous version, and policy requires approval for it. That makes it a good place to see all three owners at work.

Imagine Robin on call, and an alert about errors after a deployment. The ops agent reads logs, metrics and a trace, and the model proposes a diagnosis: the regression began with the latest deployment of a service, and a rollback would end it. That diagnosis is a judgment over messy evidence, which is the work the model is for. What happens next is not left to it.




	Step
	Who
	Deterministic?




	Propose a diagnosis and a rollback of one named deployment
	Model
	No, a proposal



	Check that the named deployment exists, is the latest for that service, and has a previous version to restore
	Code, reading deploy-service
	Yes



	Check that no rollback or flag change for it is already in flight
	Code
	Yes



	Read the error-rate metric before and after the deployment time and compare with a policy threshold
	Code, reading the metrics store
	Yes



	Attach this evidence to the approval request, computed by code, next to the model's explanation
	Orchestrator
	Yes



	Approve or decline
	Robin
	A human decision, bound to the exact call



	Start the rollback and read back the deployment state
	Code
	Yes




The step that matters most is the fourth. The model may say the error rate "doubled after the deploy", and that sentence is a claim, possibly an ungrounded one (F3). The gate does not argue with it. Code reads the metric itself, applies a threshold from policy (say, the post-deployment rate exceeds the pre-deployment baseline by a configured margin over a configured window), and puts the numbers in front of Robin. If the data does not meet the threshold, the proposal is refused before Robin is interrupted. If it does, Robin sees evidence that came from the metrics store and not from the model's prose.

function checkRollback(run, call):
    dep = deploys.describe(call.deployment_id)               // read from deploy-service
    if dep is null or not dep.isLatestForService:
        return { kind: "refuse", reason: "precondition_failed", field: "latest_deployment" }
    if dep.previousVersion is null:
        return { kind: "refuse", reason: "precondition_failed", field: "previous_version" }
    if deploys.inFlightChangeFor(dep.service):
        return { kind: "refuse", reason: "precondition_failed", field: "change_in_flight" }
    ev = metrics.compareWindows(dep.service, before: dep.startedAt, window: policy.window)
    if ev.regressionMargin < policy.rollbackMargin:          // thresholds are policy, not prompt
        return { kind: "refuse", reason: "precondition_failed", field: "evidence" }
    return { kind: "needs_approval", request: rollbackRequest(call, dep, ev) }

This block is also a partial view of the gate in Chapter 5, with the failed precondition named in field. Look at the verdicts. The block never returns allow, because policy requires approval for this tool whatever the evidence says. A function that could return allow here would encode a decision that belongs to Robin. The division is the one this chapter has argued for: the model proposes the diagnosis, code checks the thresholds, and a human approves. Chapter 15 covers what makes that approval real instead of ceremonial.

Trade-offs and costs

A boundary has a price, and the price is paid in specific places.

Rigidity and false refusals. Code does not interpret. A gate that refuses a refund because a line was already marked refunded will also refuse the rare ticket where that mark was wrong. Each refusal is a hand-off, and each hand-off lands on Sam or a support lead. A boundary drawn too tightly sends work to humans that the model could have done, and the first sign is a queue, not an error.

More code, and more to keep true. Choice sets, policy tables, computation functions and gate tests are software with owners. The thresholds in them are business decisions that change, and the code and the business can drift apart quietly. Someone has to own each number: Sam for the refund ceiling, Robin and the platform team for rollback margins, the security team (Jordan) for questions about what the gate must refuse. If no one owns a threshold, it becomes a limit nobody tuned.

A boundary encodes today. You draw it around what the model does badly now. Models change, and a decision you moved into code because the model was poor at it may later be one the model handles well. Moving it back is a design decision with its own checks, not a configuration flip, and a model change is a deploy that should be treated as one.

Latency and steps. Reading facts, computing, and reading back state add calls to services, and a refusal with feedback adds a model call. The gate adds a few service reads per proposal: that is cheap next to a model call, but it is not free, and each service it reads must be available when the gate runs. A gate that cannot read its facts must refuse or hand off, and that behavior has to be chosen on purpose.

When not to use it. Do not build a boundary around a decision whose result a human reads and discards, such as a draft summary or a ranking of candidate runbooks. Do not build one for exploratory, read-only investigation where the cost of a wrong answer is a wasted step that a bound already limits. Rules in code earn their cost when the decision is repeated, verifiable and costly when wrong. Where none of those holds, a lighter control is better, and sometimes the right control is a person reading the output.

Theater. A schema that every proposal passes is a checkbox. A policy threshold set so high that no proposal reaches it, or so low that every proposal needs approval and is approved within seconds, protects nothing. Measure how often each check refuses and what happens next, because a check that never fires and a check that always fires have the same property: they carry no information.

Common mistakes


	Letting the model do arithmetic and checking it with the model. A second model call to verify the first shares the first one's blind spots, and it adds cost. Compute in code, or recompute in code and compare.

	Validators that repair silently. Coercing types, clamping an amount to the ceiling or filling a missing currency turns a refused proposal into an accepted one that nobody proposed. Refuse, record, and let the proposal be made again.

	Taking identifiers from the model's memory. An order id typed from the model's recall of an earlier ticket is a value that was never read from the current customer's data. Give it a list from the current run and check membership.

	Unbounded feedback. Returning every refusal to the model, with detailed reasons, and letting it try again indefinitely creates a loop that probes the limit. Bound the attempts, send reason codes, and hand off when they run out.

	Drawing the boundary once. Policies, tools and models change, and a line drawn for last quarter's behavior can sit in the wrong place. Review the decision inventory when a tool is added, a model changes, or a refusal pattern shifts.



Key takeaways


	A determinism boundary is a line, drawn per decision, between what the model may propose and what code must decide, and the design is easier to review when you draw it deliberately and write it down.

	Weigh reversibility first, then verifiability, frequency, tolerance and explainability; an irreversible write or an external side effect pulls a decision into code even when the model is usually right.

	The model proposes and code disposes: every proposal is parsed, checked against a schema, checked against facts that code read itself, and judged by policy before an effect begins.

	Narrow what the model can say with enums, identifier lists and templates, and treat an other value that most proposals choose as a sign that the set needs work.

	Money, dates and thresholds are computed by code; where a proposal carries such a value, the gate recomputes it and refuses a mismatch, and the design with the fewest values to get wrong leaves the field out.

	The gate is a function of a proposal, facts and a policy version, so it can be tested without a model, and refusals returned to the model should be coded, few and bounded.

	Replaying the model is a new sample and not a reproduction, so record the proposal, the facts, the policy version and the decision, which together let you replay the gate and answer whether an effect was allowed.



Chapter 5 turns to the proposal itself: how a tool call is asked for, shaped and received, so that what reaches the gate is something the gate can check.




Part II

Tools and Authority




Chapter 5 — Tool Calling

Imagine Parcelport on a Monday morning. A customer writes that a parcel is heading to an old address, and asks for it to be changed. In the prototype, the support agent's loop reads the model's output, looks for something shaped like a tool name and a bag of arguments, and calls the matching function with whatever the bag contains. If the name matches nothing, the loop skips the turn. If an argument is missing, the glue code passes an empty value. If the tool returns an order record, all of it goes back into the prompt, including the free-text note the customer typed when they placed the order.

Suppose that on this Monday the model proposes update_shipping_address with the right order and the new address, but under a field name the glue code does not recognize. The address field arrives empty, the service accepts the empty value because nobody told it not to, and the loop reports success. Nothing in the design said what a valid call looked like, so nothing could say that this one was not.

This chapter belongs to the Proposal and Effect parts of the control envelope. From the Proposal side it answers the question of what the model proposed and whether it is handled as untrusted input until proven otherwise. From the Effect side it answers how an approved call reaches the world, and what comes back. The subject is the mechanics of tool calling: how a call is asked for, parsed, validated, carried out, recorded and returned, and how tools are shaped so that this path stays short and checkable.

The problem, and why it is hard

A tool is the only way a run touches the world (Chapter 1), so the tool call is where a model's text becomes something with consequences. The path between those two points is long and has more joints than it appears to. The model is shown a description of the available tools. It returns text that is supposed to name one and supply arguments. Something parses that text, something checks the result, something runs it, something notes that it ran, and the outcome goes back into the context for the next step. Each joint is a place where the design can quietly assume the model behaved.

The failures that come from a loose path are specific. A proposal that does not parse, a missing field, a wrong type or an extra field is F1 (malformed output). A well-formed call to a tool that does not suit the ticket, or with values that do not fit the order, is F2 (wrong tool or wrong arguments). A write that succeeded in one system while the next step failed, with the run marked complete, is F6 (silent partial failure). A tool result that carries someone else's text into the context is the entry point for F4 (instruction hijack), which Chapter 16 develops. And a call that left no record of what was proposed, what was allowed and what happened is F8 (unobserved behavior).

The obvious approach is to describe the tools well and trust the output. A good description does lower the rate of bad proposals, and I would write good descriptions. But a description is a request, and the proposal that ignores it is the one that matters. Chapter 2 gives the reasons the model will sometimes be wrong with full confidence. For tool calling, the consequence is plain: every call must pass through code that knows the shape of a valid call, and that code must not depend on the model's cooperation.

There is a second difficulty, and it is quieter. The path is full of small decisions that look like plumbing and are really policy. What happens to an unknown tool name? Is a missing field defaulted or refused? How large may a result be? Does a timeout mean the call failed, or that nobody knows? Each of these is answered by someone, even when nobody chose the answer. In the prototype above the answers were "skip", "default" and "success". They were never reviewed because they were never written down as decisions.

That is why this is an engineering question. Only code can fix what happens when the description is not followed, and only code can make sure that every proposed call gets exactly one outcome that is both recorded and shown to the model.

The tool call path

I would organize the path as seven stations, in this order: propose, parse, validate, authorize, execute, record and return. The first is the model's. The rest belong to the orchestrator and the gate, and none of them is probabilistic. The diagram below shows the path for one call. Look for the places where a call can leave early, all of them ending in a refusal that returns to the context, and for the one place where the answer is "unknown" and not "failed".

[image: Diagram]

The path is the canonical step of the loop with the tool-call branch opened up. The names are the ones used since Chapter 1: gate.check returns "allow", "refuse" or "needs_approval", suspend hands the run to a human, and effect.apply is the only function that changes anything. What this chapter adds is what happens on either side of them.

Propose and parse

The model is shown a list of tools, each with a name, a description and an input schema, and it returns a proposal. How that proposal is carried is a property of the provider and the adapter. Some providers return structured tool calls in a dedicated field, others return text that the adapter must extract a call from, and the formats differ and change. I would keep all of that inside one small adapter and make its output the same abstract proposal every time: { kind: "tool_call", tool: name, arguments: record }. Nothing downstream should know which provider produced it, because the design has to hold when the model is replaced.

The parser has one job: turn raw output into a proposal or say that it cannot. It does not guess.

function parseProposal(rawOutput, offeredTools):
    candidate = adapter.extract(rawOutput)               // provider-specific code lives only here
    if candidate is not a record with "tool" and "arguments":
        raise MalformedProposal(reason: "unparseable")
    if candidate.tool not in names(offeredTools):
        // unknown to Parcelport, or real but not offered to this run
        raise MalformedProposal(reason: "not_in_choice_set")
    if candidate.arguments is not a record:
        raise MalformedProposal(reason: "invalid_arguments")
    return { kind: "tool_call", tool: candidate.tool, arguments: candidate.arguments }

parseProposal is the tail of model.propose; the abstract function hides it. A MalformedProposal becomes a "refuse" verdict with the same reason code. The step records a bounded excerpt of the raw output (redacted first, since a raw output can contain whatever the ticket contained; Chapter 17 covers redaction) and the model sees a short notice. Two points deserve attention. The unknown name is checked against the tools offered to this run, not against every tool Parcelport has, so a tool the run was never given cannot be reached by naming it. And the parser never repairs. A proposal with the tool name in the wrong case, or the arguments wrapped in an extra layer, is not quietly straightened out. Chapter 4 makes the case for strictness; the cost of a refusal is one model call, and the cost of a guessed repair is a decision no one reviews.

A word on counting. A name that matches no tool at all is a structural failure, and I would count it as F1. A name that matches a real tool the run was not offered is closer to F2, because the proposal is well formed and the choice is wrong. The distinction matters for the record, since the two point at different fixes: the first at how the tools are described, the second at how the offered set is built.

Validate against the contract

Validation checks the arguments against the tool's input schema: required fields present, no unknown fields, values of the right type and within the stated enumeration. It lives inside gate.check, in front of the checks that read facts, because a call that is not well formed cannot be evaluated against anything.

function gate.check(run, proposal):                       // tool-call branch, in the order the checks run
    contract = contractFor(proposal.tool)
    if not validSchema(contract.inputSchema, proposal.arguments):
        return { kind: "refuse", reason: "invalid_arguments" }
    if not inChoiceSet(run, proposal):                          // identifiers were offered to this run (Chapter 4)
        return { kind: "refuse", reason: "not_in_choice_set" }
    if not argumentsTieToRunResults(run, proposal, contract):   // ids come from the run (Chapter 2)
        return { kind: "refuse", reason: "ungrounded_arguments" }
    if argumentFromUntrustedContent(run, proposal):             // taint (Chapter 16)
        return { kind: "refuse", reason: "argument_origin" }
    facts = readFacts(run, contract)                      // from services, never from the proposal
    if facts.unavailable:                                 // cannot verify: refuse, retryable
        return { kind: "refuse", reason: "upstream_unavailable" }
    if not permitted(run.principal, contract, facts):     // includes order ownership (Chapter 7)
        return { kind: "refuse", reason: "not_permitted" }
    if not preconditionsHold(contract, facts, proposal.arguments):
        return { kind: "refuse", reason: "precondition_failed" }
    if outcomeStillUnknown(contract, facts, proposal):    // writes only (Chapter 6)
        return { kind: "refuse", reason: "outcome_unknown" }
    claim = checkClaims(run, proposal, contract)          // calls that reach a person (Chapter 2)
    if claim.failed:
        return { kind: "refuse", reason: claim.reason }   // ungrounded_claim, mismatch or omission
    if requiresApproval(contract, facts, proposal.arguments):
        return { kind: "needs_approval", request: buildRequest(run, proposal) }
    return { kind: "allow", call: bindCall(run, proposal, contract) }  // runtime adds key and call id; the tool gateway adds the credential

Every tool passes through this function, reads included. For a read the gate is thin: the schema, the allowlist (not_in_choice_set, from the parser for the tool name and from the choice-set check for identifiers) and the ownership check inside permitted do the work, and there is no approval and no idempotency key. A read contract may still carry preconditions.

The order is a design choice. Schema first, because it needs no facts. Permission before preconditions, because a precondition check reads data, and I would not read an order for a principal who may not touch it. Argument binding and the taint check come right after the schema and choice-set checks because they read only the run, not a service. Approval last, because asking a human about a call that would have been refused anyway wastes the one scarce resource in the path. The block is a sketch: the contract that supplies inputSchema and preconditions is Chapter 6's subject, the permission test is Chapter 7's, and the approval request is Chapter 15's. What belongs here is the position of each check and the fact that bindCall is where the runtime attaches things the model never supplies: the idempotency key and a call identifier of the orchestrator's own making, with the credential for this one call to follow from the tool gateway when the effect runs. The verdict reasons used across the book are listed in the Appendix; a locked run (Chapter 16) carries run_locked as a reason, usually on needs_approval and, for tools whose rule says so, on a refusal. A planned run (Chapter 12) adds a task scope and a plan class check right after the permission test, refusing with outside_task_scope or off_plan.

Authorize, execute, record, return

Past the gate, the execution tail has to be correct under failure. The intent is recorded before the effect, so that a crash between the two still leaves a trace. A timeout is not a failure. The effect and its result are recorded after, and what returns to the model is a shaped observation, not the raw result.

function executeCall(run, call):
    record(run, "intent", call)                           // before the effect, so a crash leaves evidence
    try:
        result = effect.apply(run, call)                  // orchestrator starts it; the tool gateway adds the credential,
                                                          // calls the service and returns the result; deadline from the contract
    on Timeout:
        result = { status: "outcome_unknown" }            // not "failed": see below
        scheduleStatusQuery(run, call)                    // the status query resolves it
    on UpstreamError as e:
        result = { status: "failed", code: e.code, retryable: e.retryable }
    record(run, "effect", result)                         // a second system; this write can fail too
    return addObservation(run, shapeObservation(call, result))

The run store and the effect's target are separate systems, and no single transaction covers both. So the block shows an order, not a guarantee. If the process dies after effect.apply and before the second record, the record holds an intent with no outcome. A recovery sweep that finds such intents and asks the target service what happened is what closes the gap; without it the gap is F6. For a read, that sweep has nothing to do and the intent can be skipped, so the pattern is worth its cost for writes and external side effects.

Handling an invalid proposal

A refusal for a malformed proposal returns to the model, and the model proposes again. Chapter 4 has the loop for this and its bound: a small number of re-proposals, counted against the run, handing the run to a human when they run out. I will not repeat it. What this chapter adds is how to decide which refusals earn a correction turn.




	What went wrong
	Class
	Correction turn?
	Why




	Output has no extractable call
	F1
	Yes, once
	Cheap, and the notice carries no information worth withholding



	Tool name matches nothing
	F1
	Yes
	The notice can list the offered tool names



	Tool real, but not offered to this run
	F2
	Yes, and count it
	The proposal may come from a tool list that differs from the offered set



	Missing field, extra field, wrong type
	F1
	Yes
	The notice names the fields, and the fix is mechanical



	Valid shape, order not in this ticket
	F2
	Careful
	The notice must not hand over the facts that would make the next guess better



	Precondition failed or not permitted
	F2 (an F7 the gate prevented)
	Rarely
	A second try is a new request for the same effect; a hand-off or a plain explanation is usually the answer



	Above the ceiling
	not a refusal
	No
	The verdict is "needs_approval", and a human decides




The pattern in the table is that a correction turn is for faults whose fix is in the notice. If the model is told that order_id is missing, it can supply it. If it is told that the order does not belong to this customer, the useful next step is not another guess at an order. The first kind is worth one or two attempts. The second kind belongs to the state of the world and the policy, and the right response is usually to change what the agent says to the customer or to hand over.

Each correction turn is a model call, so it carries cost and latency, and a run that burns its allowance on malformed output is moving toward F9 (cost or latency blowout). I would watch the rate of correction turns per tool as a measurement of the tool's design, and not as a fact about the model. A tool whose schema draws many corrections is usually a tool whose name or arguments are confusing, and the fix is in the tool.

On repair, I take a stricter line than many frameworks do. Normalizing a trailing space or an uppercase enum value looks harmless. But each normalization is a decision made in code no one reads, and it widens what the gate accepts without anyone having approved the wider set. If an alternate spelling is worth accepting, put it in the schema, where review sees it and tests cover it.

Designing the tool set

The tools are part of the control system, and their design decides how many ways a proposal can go wrong. Four choices carry most of the weight.

Few tools, each with one job

The support agent has seven tools (lookup_order, get_customer_profile, search_docs, update_shipping_address, issue_refund, send_customer_reply and escalate_to_human), and I would resist adding an eighth without a reason. Every tool in the offered set is context the model reads on every step, a choice it can get wrong, and a contract someone has to write, test and keep current. Before adding a tool I would ask whether the capability is a different effect with different preconditions, or only a variation of an existing one. Variations belong in arguments with a closed enumeration. Different effects belong in separate tools.

Focus matters as much as count. A tool does one thing, and its name says which. The model picks among tools using their names and descriptions, so a name like update_shipping_address carries more than modify_order, and it ties directly to a single effect class, a single set of preconditions and a single permission.

The tool that does anything

The pattern to avoid is the broad tool. Consider an illustrative manage_order tool that takes an action (change_address, refund, cancel, reship) and a free details record. It is tempting, because the model sees one tool and the team writes one integration. The costs show up at the gate.


	One tool has one effect class, so it takes the worst of its actions: irreversible write. Every call to it, including the harmless ones, is gated as if it moved money.

	The input schema for details cannot be tight, because its shape depends on the action. The strictness that makes F1 cheap to catch is gone.

	Preconditions depend on the action, so the gate must contain a second dispatch hidden inside the tool. The contract no longer describes what the tool does.

	Permissions cannot be narrowed per action. A credential that allows manage_order allows all of it.

	Records and traces get coarser. "The agent called manage_order" says almost nothing; "the agent called issue_refund" says what happened.



None of this prevents the tool from working. It makes the working tool unreviewable. The same cost applies to an escape hatch such as a general query or shell tool offered to the support agent: the more a tool can do, the less a gate can say about a particular call.

Reads and writes are different tools

I would not put a read and a write in the same tool, and I would keep them separate even when they touch the same service. lookup_order reads from orders-service and update_shipping_address writes to shipping-service; the first changes nothing and the second changes state and is available only before the parcel is with a carrier. Separate tools can be given different effect classes, different permissions (a read scope and a write scope), different timeouts and different retry rules. A read can run in parallel and be retried freely; a write cannot. A design that merges them loses all of that at the point where it matters.

The split pays for itself in a second way. If the set of tools offered to a run changes as the run progresses, for example write tools only appear once the order is looked up and confirmed to belong to the ticket's customer, the model has fewer wrong choices in front of it. That is a narrowing of the choice set in the sense of Chapter 4, and it is cheap to build when the tools are already split by effect.

Fewer arguments, and none that carry authority

Every argument the model supplies is a place for F2. So I would remove the ones the runtime already knows. The model does not supply a customer identifier, a ticket identifier or the caller's identity: those come from the run, and the gate checks the order against them. The argument list shrinks to what only the model can provide, such as the order and the new address, and a field that would let a proposal name a different principal does not exist. Chapter 7 develops why this matters (a field that names whose authority to use is an invitation to a confused deputy), and Chapter 3 names the related rule that order identifiers in arguments should come from tool results and not from message text (Chapter 9 builds it).

Descriptions deserve a note of their own. A good description says what the tool does, what it needs and when not to use it, and it is worth writing. But "only call this after the order has been looked up" is a request. If the order of calls matters, that is a precondition in the contract, enforced by the gate. The description can mention it so the model proposes sensibly; the control is the check.

A read tool, in the contract form used throughout the book, shows how little there is to a good small tool. Chapter 6 develops the notation field by field and builds out the write tools; this one is here to show the shape.

tool lookup_order
  description: "Read one order: its lines and delivery status. Changes nothing."
  input schema:                       // fields the model supplies
    type: object, additionalProperties: false
    required: [order_id]
    properties:
      order_id: { type: string }
  effect class: read
  preconditions:                      // checked by the gate, not the model
    - order belongs to the customer of this run   // checked by checkAuthority (Chapter 7),
                                                  // returns not_permitted
  idempotency: // not applicable: a read changes nothing, so there is no key
  permissions: scope "orders:read", delegated for this ticket's customer
  timeouts: call 3s, deadline 8s      // illustrative
  error shape: { code, message, retryable, details }
    // code in [invalid_arguments, precondition_failed, not_permitted,
    //   upstream_unavailable]

Even a read has an ownership precondition. A lookup of the wrong customer's order is not a harmless mistake; it puts that customer's PII into this run's context, and from there it can reach a reply.

What returns to the context

When the call finishes, the result goes back to the model as an observation, and this is the half of tool calling that most designs neglect. The result is the next step's input. Its size, its shape, its language and its trustworthiness decide how the next proposal looks.

Size

A tool result that is allowed to be any size will eventually be large enough to push out something the model needed, to raise the cost of every later step, and to carry more of other people's text than the task required. I would give every tool an output limit in its adapter, return only the fields the tool is meant to return, and mark truncation explicitly. A silently clipped result is a result that looks complete, and the model will answer as if it were. Chapter 9 owns the budget of the context as a whole; here the rule is that the tool bounds its own output.

Shape

The same function shapes every observation, so that the model and the record see one format.

function shapeObservation(call, result):
    body = project(result, outputFields(call.tool))        // only the fields the tool is meant to return
    body = redact(body, sensitiveFields(call.tool))        // Chapter 17
    if size(body) > outputLimit(call.tool):                // say, 2,000 characters
        body = truncate(body, outputLimit(call.tool))
        body.truncated = true                              // the model is told, in the observation
    return { call_id: call.id, tool: call.tool, status: result.status,
             origin: "tool_result", trust: "untrusted", body: body }

Three things are in this block on purpose. The projection means a service that adds a field tomorrow does not change what the model sees until someone chooses it. The redaction happens before the observation enters the context and before the record is written, so PII is removed earlier than it would be at the log. And the origin and trust labels are provenance (Chapter 9): the context assembler can tell tool data from instructions, which a later control depends on.

The record should hold both the raw result digest and the shaped observation. If on-call needs to reconstruct what the model saw at step 6, the shaped observation is the answer, and without it F8 is one of the likely outcomes.

Error language

An error is information for the next proposal. Its text is authored by Parcelport and picked from a fixed list, never passed through from an upstream service, and it carries retryable honestly. Chapter 6 gives the error shape and Chapter 4 the caution about refusals that turn into probes.

observation { call_id: "call-0007", tool: "update_shipping_address",
              status: "refused", origin: "gate", trust: "system",
              body: { code: "precondition_failed", retryable: false,
                      message: "The parcel has been handed to a carrier; the address can no longer be changed." } }

The refusal comes from the gate and is marked as such, a different origin from a tool's data. A refusal like this is also a good moment to look at the tool set: the model can only react sensibly by explaining the situation or calling escalate_to_human. If neither is available, the design has put the model in a corner, and the corner is the design's problem.

The result is untrusted input too

Everything in the observation that was written by someone else is data from a source Parcelport does not control. An order record can carry a note typed by a customer. A carrier status can carry a remark. A page returned by search_docs can contain text that was edited by someone other than its reader. None of it was written to be read as an instruction, and some of it will read like one. This is the door through which F4 enters; Chapter 16 is its home, and Chapter 8 covers the same problem for tools served by third parties.

At the level of tool calling the controls are modest and mostly structural. Return only the fields the task needs, so that free-text fields appear only when they are needed. Label every observation with its origin. Keep the observation out of anything that acts as policy. And never let a value that came from untrusted text drive a sensitive call without a check, which is the idea of taint. The gate does not read the model's reasoning about why a call is justified, and it does not read the content of an observation to decide whether to trust it. It checks the call against the contract and the facts. That is how the same design holds on the day a note in an order contains something that reads like an order.


Note: Labeling a field as untrusted does not stop the model from being influenced by it. The label is for the control code, which can use it to decide what may flow where. The protection is the gate in front of every effect, which holds whatever the model was influenced by.



Several calls, slow calls and partial success

More than one call at a time

Some providers let a model return several tool calls in one response, others return one at a time. Whether yours does is a property of the adapter, and the design should work either way. When there are several, I would use two rules. Reads may run concurrently, since they change nothing and two reads do not depend on each other's side effects. Writes do not run concurrently, and I would allow at most one write per step. The reason is that a later call in the same batch was proposed against a context the first write is about to change. The address was read at the start; a second call that relies on it is the F5 (runaway loop or stale context) pattern in miniature.

For the ops agent this is natural. query_logs, get_metrics and get_trace for the same time window can run together, and the results are better for it. request_rollback never shares a step with anything else, because it needs approval and what follows depends on its outcome.

function runBatch(run, proposals):                        // several calls proposed in one response
    ordered = inProposalOrder(proposals)
    firstWrite = first([p in ordered if isWrite(p.tool)])
    toRun = [p in ordered if not isWrite(p.tool) or p == firstWrite]
    outcomes = runConcurrentlyUntil(stepDeadline(run), toRun, handleOne)  // handleOne: gate, intent, effect
    for each p in ordered:                                // one observation per proposed call, in order
        if p not in toRun:
            addObservation(run, deferred(p, "one_write_per_step"))   // answered, not dropped
        else if outcomes[p] is missing and isWrite(p.tool):
            record(run, "effect", { call: p.id, status: "outcome_unknown" })
            scheduleStatusQuery(run, p)                   // the write may have been applied
            addObservation(run, outcomeUnknown(p))
        else if outcomes[p] is missing:
            addObservation(run, timedOut(p))              // a read: retryable
        else:
            addObservation(run, outcomes[p])              // also for needs_approval: keeps one observation per call in a batch; runStep alone only suspends
    record(run, "batch", summarize(ordered, outcomes))
    if any outcome is "needs_approval": suspend(run, approvalRequestOf(outcomes))

The invariant in this block is that every proposed call gets exactly one observation. A call that is dropped without an answer leaves the context with a proposal that has no result, and the next proposal is built on a picture with a hole in it. A deferred write is a refusal like any other, and the model may propose it again in the next step against the context that now includes the first write's outcome. If the single write needs approval, suspend runs after the concurrent reads return, as the last line of the block shows, so the step does not wait on the human with the reads still open. A write that is still in flight when the step deadline passes is not a timed-out read: it gets the unknown outcome, an effect record and a status query. For that reason the step deadline must never be shorter than a write's contract deadline.

The costs are real. Serializing writes means a run with two independent writes takes two steps, and a team that measures steps per ticket will see it. I accept that cost, because the alternative is reasoning about interleaved effects on shared state.

Timeouts

There are three clocks in a path like this. Each call has its own timeout, set in the contract. The step has a deadline, so that a batch of concurrent reads cannot hold the step open for the slowest one. And the run has its own bounds (Chapter 13). The numbers are illustrative: say, 3 seconds for a read call and 10 for a write, with a step deadline of 30. They are properties of your services, and they should be tuned by watching them.

A timeout means different things for different effect classes. For a read, a timeout is a retryable failure, and Chapter 14 covers how many retries it deserves. For a write or an external side effect it is nothing of the kind.


Warning: A timeout on a write is not a failure; it is an unknown outcome. The service may have acted, and retrying may act twice. Treat the outcome as unknown, query the service for the status of that call, and retry only on an answer. The idempotency key (Chapter 6) makes a repeat return the first result, but the status query is what tells you which of the two worlds you are in.



The observation the model receives in this case says that the outcome is unknown and that the status is being checked. It does not say "failed", because a model told that a refund failed may propose it again. The outcome_unknown code is in the issue_refund contract for this reason.

Partial success

Partial success arrives at three scales, and each needs its own answer. Inside a batch, one of three reads times out. The two results return and the third is reported as timed out, as the block above does; the agent does not proceed as if the missing result were empty. Inside one tool, a call that touches two systems may succeed on one; the tool's result must say so in a field, and the contract states which parts can fail separately. Across steps, a refund can be recorded in payments-service and the following send_customer_reply can time out.

The last of these is the classic F6, and the design answer is to make the gap visible and bounded. The run is not marked done while any call has outcome unknown. The order of writes is chosen deliberately (money first, then the message that refers to it, since a reply that promises a refund that did not happen is worse than a refund with a late reply), each is recorded as an intent and an effect, and the state of each call sits in the run store (Chapter 10). The diagram shows the states a single call passes through. Look at OutcomeUnknown: it resolves through a status query, and if the query cannot answer, the call returns to the model still labeled unknown, never relabeled as a failure.
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A call that stays unresolved ends in a hand-off, not in silence: a person looks, and a reconciliation job (Chapters 10 and 20) catches the cases that did not surface in the run. That is also why I would count a finished run with unresolved calls as an incident-grade signal and not as a statistic.

Trade-offs and costs

Every station on the path costs something, and some of the costs are paid by people.

The strict parser and validator cost model calls. Each refused proposal is a round trip with its latency and spend, and a team that tightens schemas will see correction turns rise before it sees fewer bad calls reach the gate. The benefit is that the gate sees structure it can check. Watch the correction rate per tool as a quality signal on the tool, and revisit descriptions when it is high.

Recording intent before every write adds a write to the run store and a recovery sweep to operate. For writes and external side effects I think it is worth it. For reads it is overhead, and I would skip the intent record there and keep the effect record. The sweep is a job someone owns and someone is paged for, and it needs a runbook. A sweep nobody monitors is theater.

Splitting tools raises the tool count, which costs context and selection accuracy, while merging them lowers the count and costs the gate its leverage. I do not know the right number for your agent; it depends on how different your effects are, and here is how to tell: if two actions would need different preconditions, permissions or timeouts, they are two tools.

Truncating and projecting results lowers cost and exposure, and it also removes information the model might have used. Some tasks do need the long note or the full record. Make that a decision per tool and per field, with a reason recorded, and not an accident of whatever the service returns.

Serializing writes, handling timeouts as unknown outcomes and running status queries all add steps, latency and code. Where it does not pay: a purely read-only agent, a prototype whose tools cannot change anything and a task where a wrong write is cheap to undo and visible at once. Even there, I would keep the parser and the schema check, because they cost almost nothing, and I would write down which controls were skipped and why, so the decision is visible when the agent gains its first write tool.

Common mistakes


	Treating the tool name as trusted. It is tempting because the name came from a model that was shown the list. Check the name against the offered set of this run, and refuse anything else.

	Defaulting missing arguments. It is tempting because the call then "just works". A default turns F1 into F2; refuse, and let the schema declare any default.

	Passing upstream error text through. It is tempting because the upstream message is already written and detailed. It may carry internal detail and untrusted text; map errors to coded messages Parcelport wrote.

	Returning whole records. It is tempting because the tool then needs no per-task thought. Project to the fields the task needs and mark truncation.

	Reading a timeout as a failure on a write. It is tempting because a timeout looks like a failure and a retry looks safe. It produces the second refund; treat it as an unknown outcome and query the status.

	Letting reads and writes share a tool. It is tempting because one tool means a shorter list. The tool takes the worst effect class; split by effect.

	Dropping a proposed call without an answer. It is tempting because a skipped call seems to cost nothing. Every proposed call gets exactly one observation, including deferred ones.

	Writing the order of calls into a description. It is tempting because it is a one-line change and mostly works. It lowers the rate of calls out of order and does not prevent them; make it a precondition.

	Letting the model supply identity. It is tempting because the tool needs a customer and the model has one in context. A customer_id argument makes the proposal self-authorizing; take identity from the run.



Key takeaways


	Tool calling is the path along which a proposal becomes an effect, and its stations (propose, parse, validate, authorize, execute, record, return) are deterministic code everywhere except the first.

	Parse and validate strictly and never repair silently; an unknown name is checked against the tools offered to this run, and a refusal costs one model call, which is cheaper than a guess nobody reviews.

	A correction turn is worth it for faults whose fix is in the notice, and not for refusals where the notice would hand the model the facts to probe a limit.

	Prefer few tools with one effect each, keep reads and writes apart, and remove from the arguments everything the runtime already knows, especially identity.

	The observation is the next step's input: project it, bound it, mark truncation, write errors in Parcelport's own words, and label its origin, because everything someone else wrote in it is untrusted data.

	Reads may run together, but allow one write per step, give every proposed call exactly one observation, and treat a timeout on a write as an unknown outcome to be resolved by a status query.

	Record the intent before an effect and the outcome after it, and run a sweep for intents without outcomes, since there is no transaction across the run store and the service.



Chapter 6 takes up what the validation and gate stations check against: the tool contract, which writes down the schema, the preconditions, the effect class, the idempotency key and the error shape that this chapter has been calling on.




Chapter 6 — Tool Contracts

Consider Parcelport during a slow afternoon at payments-service. A customer writes that a parcel arrived damaged, and the support agent proposes a refund. The tool behind it is described by one sentence ("Refunds an order") and a schema with an order id, an amount and a currency. The call goes out, payments-service applies the refund, and the reply never comes back. The orchestrator sees a timeout.

The timeout lands in the context as an observation. In the next step the model proposes the refund again, with the amount rounded and a different reason. The schema accepts both proposals, since both are well formed. The prompt says "refund an order only once", the tool description says the same, and nothing in code reads either sentence. Suppose payments-service applies the second call as well. Nobody wrote a bad line; the tool never said anything about itself that code could check.

This chapter belongs to the Gate part of the control envelope, with a foot in Effect. From the Gate it answers the question "is this proposal allowed to take effect, for this principal, right now?" From Effect it answers "how does an approved action reach the world, what limits it, and what can undo it?" The answer to both is the same document: a tool contract that says what the call may do, under which conditions, how often, and what comes back when it does not work. So the question for this chapter is what a tool would have to say about itself, in a form code can check, for the second refund never to reach the money.

The problem, and why it is hard

A schema answers one question: is this a well-formed argument list? That is the question behind F1 (malformed output), and it matters. But a refund proposal can match its schema exactly and still be F2 (wrong tool or wrong arguments): an order that belongs to another customer, a refund above what is left to refund, a currency that differs from the payment. It can be F7 (unauthorized effect) when the amount is above refund_ceiling and no human has approved it. And it can be F6 (silent partial failure) when a retry produces a second effect and the record shows one.

None of these is visible in the shape of the arguments. They depend on facts the proposal cannot carry: who the customer of this run is, what payments-service holds, whether an earlier call with the same intent is still unresolved. A schema describes values. A contract describes the call in its world.

The obvious fix is to put the rules in the description. "Never refund more than the order total. Only refund captured payments. Do not call twice." The appeal is real, since the description lowers the rate of bad proposals, but a sentence there is a request, not a control. Any rule worth writing there must also exist as code that runs after the model has answered.

The second obvious fix is to let the tool enforce everything. Tools should defend themselves, and the owning service is the final authority on its own state. But a service sees one call at a time. It does not know that this call is the third proposal of a run, that the ticket belongs to a customer other than the order's owner, or that the previous call's outcome is still unknown. The gate does, because it sits where the run, the principal and the facts meet.

That is why this is an engineering question and not a prompt question. The contract has to be written once, in a form the gate, the tool gateway, the orchestrator and the record can all read, and tested like any other interface. The rest of the chapter builds that form.

What a contract contains

A tool contract is the written, machine-checkable description of a tool. It has nine fields, always in the same order, and the notation is the one used throughout this book.




	Field
	Read by
	What it controls




	name, description
	the model, reviewers
	Which proposals the model makes; a hint, never a check



	input schema
	the model and the gate
	The shape of the arguments the model supplies (F1)



	effect class
	the gate, policy, the orchestrator
	The minimum set of controls for the call



	preconditions
	the gate
	Whether the world allows this call now (F2, F7)



	idempotency
	the orchestrator, the tool
	That a repeated call acts once (F6)



	permissions
	the gate, the tool gateway
	The scope and the principal the call runs under



	timeouts
	the orchestrator, the tool gateway
	When to stop waiting, and what to do then



	error shape
	the tool, the gate, the orchestrator
	What comes back, and in which closed vocabulary




The table has eight rows because name and description share one; they are separate fields in the notation. The diagram below shows who consumes what. Look at how little of the contract reaches the model: the name, the description and the input schema, plus the coded errors that come back as observations. Everything else stays on the control side, because the model neither needs it to propose nor should be able to argue with it.
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The practical consequence is that the model-visible definition is generated from the contract, not written beside it. If the schema the model sees and the schema the gate enforces live in two files, they will drift, and the drift shows up as a steady supply of proposals that pass the schema the model was shown and fail at the gate.

What the contract tells the record

A contract also decides what evidence a call leaves. For each call, the record can carry the tool name, the contract version, the effect class, the verdict and its reason code, the idempotency key, the scope the call ran under, the time taken against the timeout, and the error code if there was one. Every item is a field the contract already defines, so a trace of a call is reconstructible without anyone remembering to log it. Chapter 20 owns the trace shape; the point here is that a contract with no recorded fields is how a tool call ends up as F8 (unobserved behavior), where on-call cannot tell what was asked, what was allowed, or what happened.

The canonical contract: issue_refund

The contract below is the one this book uses everywhere, and Chapter 4 has already quoted parts of it. Read it once whole, then field by field.

tool issue_refund
  description: "Refund part or all of a captured payment for one order."
  input schema:                       // fields the model supplies
    type: object, additionalProperties: false
    required: [order_id, amount_minor, currency, reason_code]
    properties:
      order_id:     { type: string }
      amount_minor: { type: integer, minimum: 1 }   // minor units
      currency:     { type: string, minLength: 3, maxLength: 3 }
      reason_code:  { enum: [damaged, not_delivered, wrong_item, goodwill] }
  effect class: irreversible write
  preconditions:                      // checked by the gate, not the model
    - order belongs to the customer of this run
    - payment status is "captured"
    - amount_minor <= refundable_balance(order_id)
    - amount_minor <= refund_ceiling, else needs_approval
    - no earlier refund for this key has outcome "unknown"; the gate
      queries its status first and refuses until it is known
  idempotency: key = hash(ticket_id, order_id, refund_intent_id)
    // every part is assigned by the runtime, none by the model:
    // ticket_id comes from the run; refund_intent_id is the first
    // intent for this ticket and order, and a new one is issued only
    // after an explicit human decision recorded in the approval service.
    // Not in the key: run_id, step_id and every field the model supplies
    // (amount_minor, reason_code). If a timeout leaves the outcome
    // unknown and the model proposes the refund again, in a new step,
    // with another amount or another reason, the key is the same and
    // the call returns the first result (duplicate_replayed).
  permissions: scope "refunds:create", delegated for this ticket only
  timeouts: call 10s, deadline 30s    // illustrative; after a timeout
    // check the refund status before any retry
  error shape: { code, message, retryable, details }
    // code in [invalid_arguments, precondition_failed, approval_required,
    //   not_permitted, duplicate_replayed, upstream_unavailable,
    //   outcome_unknown]

The input schema lists only what the model supplies, and additionalProperties: false closes the door on anything else. Notice what is absent: no customer id, no payment reference, no idempotency key, no ticket id. Every value the runtime can know on its own is left out of the schema, because a field the model fills in is a field that can be wrong. Chapter 4 goes one step further and argues for removing amount_minor too, with code computing it from order lines. The canonical contract keeps the field because many real refund flows start from an amount, and when it stays, the gate treats it as a claim to check.

The preconditions are facts the gate reads for itself, in an order I will come back to. Two things are worth saying about the list as written. The ceiling is not a refusal but a verdict: above refund_ceiling the gate returns needs approval, and a person (Sam, for refunds) decides. And the canonical list leaves the currency check implicit in the refundable balance. In a contract of your own I would write it out as a precondition, currency equals the order currency, because the F2 example of a refund in the wrong currency is cheap to prevent when it is a line a test can find.

The permissions line names a scope and a delegation. The scope is narrow (create refunds), and the delegation is tied to this ticket. Chapter 7 covers how the credential is narrowed and issued; here it matters that the contract names the scope, so that a tool with no stated scope fails review before it ships.

The timeouts include a sentence that is easy to read past: after a timeout, check the refund status before any retry. A timeout is not a failure: the caller stopped waiting, and the write may or may not have happened, so the contract says to ask the owner of the state.


Note: The numbers in contracts (10s, 30s, the ceiling) are illustrative. Your values depend on how long payments-service takes under load and on how much a late answer costs a waiting customer.



Effect classes and what each requires

The effect class is the single field that sets a floor for the others. There are four: read, reversible write, irreversible write and external side effect. Whether a call needs human approval is decided by policy at the gate, not by the class, so a reversible write can need approval (request_rollback) and an irreversible write below the ceiling may not. What the class sets is the minimum set of controls the contract must show.




	Effect class
	Parcelport example
	Minimum controls in the contract




	read
	lookup_order
	Input schema, permissions scope, timeout; an output limit (Chapter 5); a precondition only about who may see the data or whether its source is admitted



	reversible write
	update_shipping_address
	The above, plus preconditions, an idempotency key, and a named way back



	irreversible write
	issue_refund
	The above, plus an unknown-outcome rule, a status read-back, and a policy for approval



	external side effect
	send_customer_reply
	The above, plus idempotency (a repeated send reaches a person twice), content checks and recorded intent




Controls accumulate as you go down the table, and I use that to review contracts quickly. A write tool with no idempotency key is incomplete as drawn. A read precondition is about who may see the data or whether its source is admitted, such as the ownership check on lookup_order or the admitted-and-pinned check on search_docs (Chapter 8), and it is not a sign of a wrong class. A read with a precondition about a state the call itself changes, or one that changes something, suggests the class is wrong, or the tool does more than it says.

Classifying a tool is a judgment about what the call can do, and three cases deserve care. First, the class belongs to the tool, not to a particular call. A single update_order tool that sometimes edits a note and sometimes cancels a shipment has no honest class, and the fix is to split it, along the lines of the read and write separation in Chapter 5. Second, "reversible" has a window and a cost. update_shipping_address is a reversible write only while shipping-service still allows the address to change; once a carrier has the parcel, it is no longer reversible in practice. The class says what the tool can normally be undone by, and the preconditions must say when. Third, an external side effect is not undone by anything you hold. A reply that has left for the customer cannot be unsent, so the contract's weight goes to what happens before the send.

The ordering of effects matters across tools too. A refund followed by a reply is two calls on two systems, and the gap between them is where F6 lives: a refund recorded in payments-service and no reply sent, with the run marked complete. No contract closes that gap alone. What the contract can do is make each call's state queryable, which is what lets a reconciliation job over the record (Chapters 10 and 20) find the refund with no reply.

Preconditions: deterministic checks on facts the gate read

A precondition is a function of facts, not a statement the proposal makes about itself. The proposal says "this order is mine", and the gate does not believe it; it reads the order and compares the owner with the customer of the run. This is the same line Chapter 4 draws between a claim and a fact, written here as the contract's fifth field.

The order in which the gate evaluates preconditions is a design decision with consequences. The block below checks issue_refund in a sequence I would defend: schema first, then authority over the order, then what is known about this key, and only then the money. This block is a partial view of the gate in Chapter 5, for one tool, and it keeps that chapter's reason names. (The constructors refuse, allow and needsApproval return the verdict records that runStep reads, with the kinds "refuse", "allow" and "needs_approval".)

function checkIssueRefund(run, call):
    args = call.arguments
    if not valid(contract.inputSchema, args):
        return refuse("invalid_arguments")
    authority = checkAuthority(run, call)            // Chapter 7 owns ownership and delegation
    if authority.kind == "refuse":
        return authority                             // its reason stays as is: not_permitted, or retryable upstream_unavailable
    order = orders.read(args.order_id)               // the gate reads the facts itself
    key = refundKey(run, order.id)                   // runtime-assigned parts only
    status = payments.refundStatus(key)              // asked before deciding, never assumed
    if status.state == "unresolved":
        return refuse("outcome_unknown")             // until the owner says what happened
    if status.state == "completed":
        return allow(approvedCallFor(key), key)      // approvedCallFor: the call as first approved, with its approval; the tool replays
                                                     // the first result and acts on nothing. The raw call would reach
                                                     // the tool gateway unapproved and meet approval_required.
                                                     // A completed key is answered before the approval's age is read
    if payments.paymentStatus(order.id) != "captured":
        return refuse("precondition_failed", field: "payment_status")
    if args.amount_minor > payments.refundableBalance(order.id):
        return refuse("precondition_failed", field: "amount_minor")
    if authority.kind == "needs_approval":           // the ceiling, evaluated by policy in Chapter 7
        return needsApproval(bindTo(call, key))      // Sam decides; the approval names this exact call
    return allow(authority.call, key)                // the call carries the authority its credential is scoped to

Three details in the order are worth a closer look. The ownership precondition in the contract ("order belongs to the customer of this run") has one owner, checkAuthority in Chapter 7. The gate passes its decision on as a decision, not as a yes or no: a refusal keeps its own reason, so not_permitted stays a denial and upstream_unavailable stays retryable, and an unreachable orders-service is never rewritten as a permanent refusal. This chapter does not define a second ownership rule. The key status is read before the balance, because a replay of a completed refund would otherwise be refused as "not enough balance left", the refund having already used it, and the model would see a failure for a call that did exactly what it should. On a replay the gate returns the call as it was first approved, not the raw proposal, because the tool gateway refuses an unapproved write with approval_required, and a replay must not look like a bypassed approval. approvedCallFor(key) is the lookup of that first call and the approval recorded with it. The approval may have expired by the time a completed refund is retried, so whoever checks the approval, the tool gateway or the owning service, has to let a key that already completed through to the tool, which returns the stored first result (duplicate_replayed), before it looks at the approval's age; an expiry alarm on a completed key would make a legitimate replay look like a defect. The ceiling verdict is acted on last, after the conditions above, so that a call that would be refused on facts never reaches a human.

Two gaps remain, and neither is a bug in the block. The first is time. The gate read the facts at check time, and the write happens a moment later; the state can change in between. A gate precondition is therefore advisory about a moving fact, and the owning service must enforce the same rule atomically at write time. The gate exists to give a coded, early refusal and to keep known-bad proposals away from the service, while the service remains the authority. The second gap is that the gate's reads cost calls: each precondition that needs a read adds latency and a dependency, which I count in the trade-offs below.

Idempotency: who makes the key

An idempotency key lets a tool recognize a repeated call and return the first result instead of acting twice. The question that matters is who makes the key, because the answer decides whether it protects anything.

If the model supplies the key, the protection is gone. A model that proposes the refund again can propose a new key as easily as the old one, and nothing says it will repeat the first. If the key is built from the run or the step, a repeat proposed in a later step gets a different key and acts again, which is the exact case in the opening. If the key includes the amount or the reason code, a repeat with "another amount or another reason" gets a different key, and that variation is precisely what a timeout followed by a fresh proposal produces. So the canonical contract builds the key only from identifiers the runtime assigns: the ticket, the order, and a refund intent.

The sequence below follows the opening scenario through the contract. Look at the two branches after the repeated proposal, and at the fact that neither of them reaches a second write.
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A refund intent is the runtime's record that a refund for this ticket and order has been started. The first proposal creates it, and every later proposal for the same ticket and order maps to it. A second, legitimate refund for other lines of the same order is a new intent, and it is issued only after a human decision recorded in the approval service. That is the friction the design buys, and it is deliberate: a second refund on the same order is the case where you want a person to look.

The duplicate_replayed result deserves attention. It is reported through the error shape so that nobody mistakes it for a fresh success, even though nothing failed, and its details carry the first result: the amount actually refunded and the state. This is useful beyond safety. The model's next reply to the customer can state the amount that was refunded, grounded in a tool result, instead of the amount it proposed second (an F3 risk, an ungrounded claim, if the reply quoted the wrong one).


Warning: An irreversible write that the agent can reach without an idempotency key, or with a key the model controls, can move money twice. Where the owning service cannot honor a key, I would not hand that tool to the agent as an irreversible write until it can. A deduplicating wrapper in front of the service keeps its own table of keys, and two stores that can disagree are a new place for F6 to hide.



The tool owns the other half of the bargain. It must retain keys for at least as long as a re-proposal or a retry can plausibly arrive, and it must return the first result for the same key even if the arguments differ. How long that is depends on how long runs can last, which Chapter 10 treats, and how long a human approval can sit, which Chapter 15 treats. I do not know the right retention for your system. It depends on those two numbers, and a key that expires before the longest run ends offers false comfort.

Two more contracts

Contracts for the other tools are shorter, because most of their fields follow the same pattern. Two are worth writing out, since each shows a different pressure.

update_shipping_address

This is a reversible write with a fact that moves. The address on a shipment can change until a carrier has the parcel, and an address read at step 2 can be stale by step 9 (F5, runaway loop or stale context). So the contract uses a conditional write.

tool update_shipping_address
  description: "Change the delivery address of an order whose shipment no carrier has received."
  input schema:
    type: object, additionalProperties: false
    required: [order_id, new_address]
    properties:
      order_id:    { type: string }
      new_address:
        type: object, additionalProperties: false
        required: [line_1, city, postal_code, country_code]
        properties: { line_1, line_2, city, postal_code, country_code: strings }
  effect class: reversible write      // way back: write the previous address,
    // only while shipping-service still accepts changes
  preconditions:
    - order belongs to the customer of this run   // Chapter 7 checkAuthority
    - shipment state is "not handed to carrier"
    - new_address passes field-level validation
  idempotency: key = hash(ticket_id, order_id, address_change_intent_id)
    // runtime-assigned; a new intent is issued only after an explicit
    // human decision. expected_version comes from the gate, which reads
    // it from shipping-service; the model never supplies it, so the
    // write applies only if the shipment is unchanged since the check
  permissions: scope "shipping:update_address", delegated for this ticket only
  timeouts: call 5s, deadline 15s     // illustrative
  error shape: { code, message, retryable, details }
    // code in [invalid_arguments, precondition_failed, not_permitted,
    //   duplicate_replayed, upstream_unavailable, outcome_unknown]
    // approval_required is absent: not applicable unless policy adds it

Two points. First, the expected_version makes the gate's read and the service's write one conditional operation, which is the answer to the time gap described earlier. A write that finds the shipment changed returns precondition_failed, and the run re-reads before proposing again. Second, the new address comes from the ticket, which is untrusted text. Whether a given address change should need approval, or a confirmation through a channel the customer profile already holds, is a policy question that Chapter 7 and Chapter 16 handle. The contract's job is to make the call checkable, so that policy has something to attach to.

request_rollback

For the ops agent, the contract is shorter in fields and heavier in consequence. This is a reversible write by the book's classification, since a later deployment can restore the previous version, and policy always requires approval for it.

tool request_rollback
  description: "Ask deploy-service to roll a deployment back to its previous version."
  input schema:
    type: object, additionalProperties: false
    required: [deployment_id, summary]
    properties:
      deployment_id: { type: string }
      summary:       { type: string, maxLength: 500 }   // shown to Robin; illustrative limit
  effect class: reversible write      // a later deployment can restore the previous version
  preconditions:
    - deployment is the active one for its service
    - a previous version exists to roll back to
    - no rollback is already in progress for this deployment
  idempotency: key = hash(alert_id, rollback_intent_id)
    // runtime-assigned: alert_id comes from the run's trigger; a second
    // rollback for the same alert is a new intent, issued only after a
    // human decision. deployment_id is model-supplied, so it is checked
    // by the preconditions and kept out of the key
  permissions: scope "deploy:rollback"; approval by on-call required by policy
    // the deploy credential is used by deploy-service, never held by the agent
  timeouts: call 10s, deadline 60s    // illustrative; the call is accepted, not completed
  error shape: { code, message, retryable, details }
    // code in [invalid_arguments, precondition_failed, approval_required,
    //   not_permitted, duplicate_replayed, upstream_unavailable, outcome_unknown]

Notice that summary is model-written text that a human reads before approving. It is untrusted, bounded in length, and displayed as data in the approval request, which is Chapter 15's subject. Notice also the timeout comment. The call returns when the request is accepted, not when the rollback is done, so the postcondition is a read of the deployment's state, through the tools that read it. The effect started is not the effect finished, and the contract has to say which of the two its timeout measures.

The approval that Robin gives is bound to the exact call: the tool, the arguments and the key. A call that reaches deploy-service without a valid approval for those values returns approval_required. That code and the gate's verdict "needs approval" are different things, and the difference gets its own section below.

The error contract

The error shape is { code, message, retryable, details }, and the design goal is narrow: a message the model can act on, which does not hand the model control. A context that contains "refunds above 50 need approval" hands the next proposal a number to stay under. A context that contains "this refund needs a decision from a person" tells it what to expect and nothing more. So the error shape is a closed vocabulary with fixed text.




	Code
	Raised by
	Retryable
	The model sees
	The orchestrator does




	invalid_arguments
	the gate
	no
	Names of the fields that failed
	Bounded re-proposal (Chapters 4 and 12)



	precondition_failed
	the gate or the tool
	no
	Which precondition, by name; no values
	Observation, or hand-off when repeated



	approval_required
	the tool gateway
	no
	Nothing beyond "not approved"
	Treat as a defect or a stale approval; back to the approval path (Chapter 15)



	not_permitted
	the gate or the tool gateway
	no
	A generic "not permitted for this task"
	Record; hand off if repeated



	duplicate_replayed
	the tool
	no
	The first result, marked as a replay
	Continue from the first result



	upstream_unavailable
	the tool or its service
	yes
	"Temporarily unavailable"
	Retry per policy with the same key, under a breaker (Chapter 13)



	outcome_unknown
	the gate or the tool
	until status is known
	"Outcome not yet known"
	Query status; reconcile; hand off if unresolved



	result_invalid
	the tool gateway
	no
	Nothing beyond "result not usable"
	Discard the result, record, hand off if repeated; added for tools from outside servers (Chapter 8)




Four rules hold the table together. The message is a template chosen by the code, not text assembled from internal state, because an error message built from an upstream service's reply can carry customer data or stack traces into the context. The details are an allowlist of fields per code, so a precondition_failed names the precondition and omits the balance, the ceiling and the owner. The retryable flag is for the orchestrator. It is not an invitation to the model; a retry runs under the retry policy with the same key, and the model is not asked to repeat anything. And the code set is closed: the seven codes of the canonical contract, plus result_invalid, which a contract adds only for tools from outside servers. When a tool returns a code the orchestrator does not know, the conservative default is to refuse and hand off, not to guess.

The difference between the verdict "needs approval" and the error approval_required is the one this book keeps drawing. The verdict is what the gate returns when a proposal is waiting for a human, and the run suspends. The error is what the tool gateway returns when a call arrives at a tool without a valid approval, which in a healthy run means something between the gate and the tool went wrong: the call changed after approval, the approval expired, or the path was bypassed. I would alert on it.

The message for outcome_unknown can tell the model that the outcome is not yet known, which helps it write an honest reply, but that sentence is a courtesy. The control is the refusal at the gate.

What the model cannot see

Part of every tool's behavior lives in places the model never reads: the ceiling, the scopes, the key construction, the policy version and the timeouts. I would keep it that way, and say so in the contract's structure.

The ceiling lives in policy, not in the contract; Chapter 7 shows the policy and its version, which is recorded with every verdict.

The description can say that large refunds need a person's decision, because that sets expectations and lowers the number of proposals the gate has to send to Sam. It does not state the limit. A limit in the description is a target, and a limit in the description that differs from the one in the policy, after the next change, is a trap with two sources of truth.

I use one habit to keep descriptions honest. Every sentence in a description that states a rule must name a precondition in the contract that enforces it, and a gate test that exercises it. The check can be mechanical: a review step that lists the rule-like sentences and the preconditions side by side, and fails when one has no partner. Sentences with no partner are the dangerous ones, because they look like controls and are only requests.

The same reasoning applies to tools that arrive from outside. A description written by a third-party server is untrusted input, and the contract the gate uses has to be written on your side. Chapter 8 returns to this.

Versioning and contract tests

A contract changes, and a change to a contract is a change to behavior. I treat the contract as a versioned artifact with an identifier such as issue_refund@3, recorded with every proposal and verdict, so that a later question ("was this allowed under the contract of that day?") has an answer. The registry stores each version, and the gate evaluates against the current one.

Not every change weighs the same. Adding an optional field to the input schema is the mildest, though it shifts what the model proposes and deserves an eval run (Chapter 21). Tightening a precondition refuses proposals the gate used to allow, so the refusal rate moves and the loop sees more observations. Loosening a precondition or raising the ceiling is a policy decision, and the owner of that policy signs it. Changing the effect class is a security review item, which is where Jordan's questions come in. And changing the composition of the idempotency key is the dangerous one: a key built differently from yesterday's no longer matches yesterday's in-flight calls, so a repeat of a call that started before the deploy acts twice. Treat that as a migration, with the gate checking both key forms for a period.

Runs that last long meet versions mid-flight. A run resumed from a checkpoint (Chapter 10) may hold tool definitions from before a change. The gate always evaluates against the current contract, and the orchestrator re-reads the model-visible definitions when it resumes, so a proposal built on a stale schema is refused with invalid_arguments and not applied.

Contract tests come in three layers, and none needs a model.


	Contract checks. A lint over every contract: all nine fields present or marked not applicable with a reason, an effect class from the closed list, an idempotency key on every write, a timeout on every call, error codes from the closed set, and a key made only of runtime-assigned parts.

	Gate tests. A table of proposals and facts with the expected verdict and code, as Chapter 4 describes. For each precondition: one row that passes, one that fails, and the boundary (the ceiling exactly, and one minor unit above it). The ordering above gets its own row: a replay of a completed refund must come back as a replay, not as a balance failure.

	Tool conformance. Run by the team that owns the service. The same key twice yields one effect and the first result. The same key with a different amount yields the first result. A timeout injected after the write yields outcome_unknown, and the status query then returns the truth. The error shape matches the contract.



The third layer matters because the gate allows a replay and trusts the tool to act on nothing. If the tool implements that wrongly, the gate has no way to know. Ownership follows the layers: the platform team (Alex) owns the lint and the gate tests, the service team owns conformance, and the security team reviews the effect class and the permissions on any change.

Trade-offs and costs

A contract costs authoring time for every tool, and the cost is mostly spent on the writes, where the thinking is hard: what the precondition is, what the key is built from, what the way back is. For a read tool the contract is short.

The gate's reads have a price. Each precondition that reads a fact adds a call and a dependency; say the refund check makes three reads, and each adds latency to a step and a way for the step to fail. If orders-service is slow, the gate is slow. I would cache only facts that cannot go stale within a step, and read the rest fresh, accepting the latency. A gate that reads stale facts has traded one failure class for another.

Stricter preconditions mean more refusals, and refusals are steps. Each re-proposal costs a model call and counts against the run's bounds (Chapters 12 and 13). A contract that is correct but refuses, say, a third of legitimate proposals sends tickets to humans, and Sam notices before any dashboard does. Tune by reading refused proposals, not by loosening the check.

The idempotency design has human costs. Refund intents need bookkeeping, keys need storage and retention, and a legitimate second refund on the same order needs a person's decision. If those decisions are approved within seconds every time, they are theater, and the right move is to examine the policy, not to remove the requirement.

When not to write the full contract: a prototype that reads documentation, an internal read tool with a small blast radius and no PII, or a tool a developer runs by hand. A short form (schema, effect class, timeout, error shape) is enough there, and the read still passes through the thin gate. I would still not skip the effect class or the permissions scope for anything that writes, and I would not let a short contract stay on a tool that later gained a write.

Where a contract is not enough: it cannot make a service idempotent, it cannot make a precondition race-free, and it cannot make a human reviewer careful. It states the intent in checkable form, and the controls it names must exist elsewhere in code.

Common mistakes


	Putting the rule in the description only. It is the cheapest place to write it, and the model usually follows it. Fix: every rule-like sentence names a precondition and a gate test, and the ceiling is a policy, not a sentence.

	Letting the model supply the key, or building it from run and step ids. It is tempting because both are at hand and look unique. Fix: derive the key only from identifiers the runtime assigns, and test that a repeat with other arguments in a later step gets the same key.

	Putting the amount or the reason code in the key. It is tempting because the amount feels like part of the request. A varied repeat then looks like a new request. Fix: keep the key to ticket, order and intent.

	Giving one tool a variable effect class. One tool with a mode argument looks tidy. Fix: split it, and name each class honestly.

	Returning free-text errors with internal detail. A rich message helps debugging on day one. Fix: a closed code set, a fixed message per code, and an allowlist of details.

	Retrying a timeout without asking the owner. It is tempting because a generic retry wrapper already exists. Fix: the contract says to check status first, and the gate refuses while the outcome is unresolved.

	Keeping the contract in two places. The prompt author and the gate author work separately. Fix: one source, with the model-visible definition generated from it.

	Treating needs approval as a property of the class. It is simple to state and easy to audit. Fix: policy decides, per tool, per amount, per environment.



Key takeaways


	A schema says whether arguments are well formed, and a contract says whether the call is allowed to happen in the world as it is now; the nine fields, in a fixed order, make that checkable.

	A rule in a tool description is a request that lowers the rate of bad proposals, and the same rule must exist as a precondition the gate enforces and a test that fails when it stops holding.

	The effect class sets the floor of controls (reads need a scope and an output limit, writes need preconditions and an idempotency key, irreversible writes need an unknown-outcome rule), while policy, not class, decides approval.

	The idempotency key is derived by the runtime from identifiers it assigns, never from the model, the run or the step, so a repeat proposed in a later step with any arguments returns the first result and a second refund needs a recorded human decision.

	Preconditions are functions of facts the gate read itself, evaluated in a deliberate order, and the owning service enforces the same rules atomically, because the gate's read can be stale by the time of the write.

	Errors come from a closed code set with fixed messages and allowlisted details, retryable speaks to the orchestrator and not the model, and approval_required from the tool gateway is not the gate's needs approval verdict.

	Contracts are versioned artifacts with gate tests and tool conformance tests that need no model, and changing the key construction is a migration, not an edit.



Chapter 7 takes up the field every contract names and none defines: who the agent acts for, what authority it holds on their behalf, and how a call comes to carry a credential no wider than the task.




Chapter 7 — Permissions and Delegated Authority

Consider Parcelport on a quiet Wednesday. A customer, cus-0042, writes to support: the parcel for order ord-7f3k2m91 arrived damaged, please refund it. The support agent looks up the order, sees that it is captured and delivered, and proposes a refund. The proposal is well formed, the amount is under the refundable balance, and the payment is captured.

Chapters 4 to 6 already ask whose order it is, twice: the choice set offers the model only the customer's own orders (Chapter 4), and the contract carries an ownership precondition (Chapters 5 and 6). Both are good checks, and both borrow two answers they cannot produce themselves: who "this customer" is, and what the credential behind the call can reach. Suppose ord-7f3k2m91 belongs to cus-0107, a relative who ordered with a separate account, the customer typed the number from a forwarded confirmation, and the customer identity in the run was assembled from the email thread. Nobody in this story is acting in bad faith. Each check passes against the answer it was given, the agent holds one broad token that works on every order and every customer, and orders-service and payments-service have no reason to object. The refund lands in the wrong account, and the record shows an agent acting within its permissions, because its permissions were everything.

This chapter belongs to the Gate part of the control envelope, and it touches Effect where the tool gateway attaches the credential for a call. The Gate's question is whether this proposal is allowed to take effect, for this principal, right now. Chapter 4 drew the line between what the model may choose and what code decides, and Chapter 6 writes the contract the call must satisfy. This chapter does not add a third copy of the ownership check. Its contribution is what those checks stand on: a delegation that says on whose behalf the run acts, an intersection that bounds the authority of one call, a credential that makes the boundary hold in the service as well, and a single owner for the ownership decision, checkAuthority, which refuses with one code, not_permitted.

The problem, and why it is hard

The prototype in Chapter 1 gives each agent one API token that works on every tool and every customer. That token is not a decision anyone made. It is what remains after a prototype worked and nobody went back. Its effect is that the services behind the tools cannot tell the difference between a call that serves the customer in the ticket and a call that serves anyone else, because the credential says the same thing in both cases.

This is the Gate part failing in a particular way, and the failure class is F7 (unauthorized effect): an effect happened that this principal, at this moment, should not have been able to cause. Notice what makes it different from F2 (wrong tool or wrong arguments). In F2 the proposal is wrong for the situation. In F7 the proposal may be perfectly reasonable for some situation, and the system lets it reach an effect in this one. The same refund would be correct for cus-0107's own ticket. The defect is not in the proposal. It is in the distance between what the agent can reach and what this task should reach.

The standard name for the shape is the confused deputy: a component that uses its own authority to do what a less-privileged party asked. A support agent holding every customer's authority, acting on the text of one customer's email, is a deputy with a very large badge and a very weak way of checking who is asking.

Agents sharpen the problem in three ways. First, the arguments that name the resource (an order id, a customer id) are supplied by the model, and the model's context contains text from outside Parcelport. A customer can name any order in an email. A document can name any order too, which is how F4 (instruction hijack) turns into F7: if the only thing between a hijacked proposal and a refund is the model's tendency not to propose it, the hijack succeeds exactly as often as the model fails. Second, an agent's behavior is not enumerated in advance. A conventional service has a fixed set of code paths, and a review can check each against its permissions. An agent chooses among its tools at run time, so the permissions must hold for combinations nobody listed. Third, the model does not reliably carry a sense of "this customer, not that one" from one step to the next. That is a property of the context, and Chapter 9 covers how it drifts.

The obvious fix is a sentence in the prompt: only act on orders that belong to the customer in the ticket. It will lower the rate of cross-customer proposals, and I would still write it, because a lower rate means fewer refusals to read later. It is a request, though. The sentence does not make the token narrower. When the model proposes the wrong order, the token still works. Authority is a property of the credential and of the code that decides whether to use it, so this is an engineering question about where authority lives, how it is narrowed, and who checks it.


Note: Reads are not exempt. A lookup_order call that returns another customer's name and delivery address into the context has already moved PII, before any reply is written. Chapter 17 covers minimizing it; the point here is that the customer boundary applies to read tools too.



Whose authority is it?

Start by separating three things the prototype merges into one token. I find it easiest to name them as principals, because that forces the question "who is this call being made as?"




	Principal
	What it is
	What it contributes




	The agent's identity
	A service identity for support-agent or ops-agent. Not a person, not a customer login
	The most the agent may ever do: the tools it is offered and the scopes those tools may use



	The delegator
	The party the run acts for: the customer in the ticket, or the on-call engineer who started an investigation
	The boundary of what the task may touch: this customer's orders, this service's logs



	The task
	One run on one ticket or one incident
	A narrower scope still: this ticket, these resources, an expiry




Delegated authority is authority a principal holds on behalf of another, always narrower than the delegator's own and tied to a task. The phrase has two halves. "Narrower than the delegator's own" says the agent can never do something the customer could not do. A customer cannot read another customer's order, so an agent acting for that customer cannot either. "Tied to a task" says the delegation ends: a ticket is closed, a run finishes, an incident is resolved, and the authority goes with it.

The effective authority for any single call is the intersection of the three. A call needs all three to allow it. The agent's identity may be allowed to refund, but not on an order outside the delegation. The delegation may cover the customer's orders, but not tools the agent was never given. The task may cover this ticket, but not once the ticket is closed. Reducing authority to an intersection has a useful property for a design review: adding a new permission to any one of the three never widens the others.

The next diagram shows the shape. Look at the arrows into the intersection and at what leaves it: not a role, but the authority for one call, which then becomes a short-lived credential.

[image: Diagram]

Where the delegator's identity comes from

The question to ask first is where cus-0042 in a run came from. If the answer is "the model read it in the email", the design has handed the whole boundary to the model. The identity of the delegator is assigned by the orchestrator when the run is created, from what the ticket system recorded about the authenticated requester, and it is stored in the run. After that, nothing the model proposes can edit it.

This is a place to be honest about limits. The delegation is only as good as the link between a ticket and a customer. If the ticket system associates a ticket with a customer by matching a sender address, then that match is the real control, and it deserves the same scrutiny as the gate. I do not know how your ticket system links tickets to customers, and you should find out before trusting the rest of this chapter. A boundary that is airtight below a weak identity link is a weak boundary.

For ops-agent the delegator is an engineer. Imagine Robin starts an investigation of a delayed deployment. The delegation says: on behalf of Robin, for this incident, read access to the log store, the metrics store and the trace store for the services named in the incident, for a bounded period. It does not say "Robin's full access". Robin may be able to do far more, and the agent holds a slice of it.

The delegation as a record

A delegation is data, created by the orchestrator, readable by the gate, written to the record. Here it is in an illustrative notation (the field names and scope names are made up for this chapter, except refunds:create, which comes from the canonical issue_refund contract):

delegation del-0xa1                    // illustrative record
  agent:         support-agent         // service identity
  on behalf of:  cus-0042              // set by the runtime from the ticket
  task:          ticket tkt-0193
  expires:       ticket closed, or 24h // illustrative
  grants:
    orders:read              where order.customer == cus-0042
    customers:read           where profile.customer == cus-0042
    shipping:update_address  where shipment.customer == cus-0042
    refunds:create           where order.customer == cus-0042
    replies:send             where ticket == tkt-0193
  not granted: every other tool, every other customer

Two properties matter. Each grant names a resource condition, not only an action. And the record is created before the first step and does not change when the model proposes something: if a refund above the ceiling is approved, the approval is a separate, new, narrow authority for one exact call (Chapter 15), not an edit to this record.

Least authority, three ways

Least authority is the rule that a principal holds the smallest authority that lets the task finish. It is a familiar idea, and I would apply it along three axes, because each one catches something the others miss.




	Axis
	The question
	Example at Parcelport




	Per tool
	Which actions may this agent take at all?
	support-agent has seven tools, ops-agent eight, and neither holds the other's



	Per resource
	On which objects?
	orders:read only where the order belongs to this run's customer



	Per run
	For how long, for which task?
	Authority ends with the ticket or the incident, and credentials expire in minutes




Per tool is the cheapest and the one teams already do. Per resource is where the confused deputy is caught, and it is the one the prototype lacks. Per run is the one that turns a leak into an incident of limited size: a credential that outlives the run is a credential someone can find later.

Narrowing the tool instead of checking the argument

Chapter 4 argued for narrowing the range of choice, and it applies directly here. If get_customer_profile takes a customer_id argument, the gate must check that argument against the run's customer on every call, and one missed code path is an F7. If the tool takes no such argument and the orchestrator fills in the run's customer itself, the model has nothing to get wrong. I would choose the tool without the argument wherever the model never has a legitimate reason to name a different customer. For get_customer_profile it never does.

Tools that must take a resource identifier (lookup_order takes an order id, because the customer may have several) cannot drop the argument. Those get the ownership check below. The rule of thumb: remove the argument if you can, verify it if you cannot.

Short-lived credentials

The delegation is a statement. A credential is what a service accepts. The two should line up: a service should only ever see a credential that already says what the delegation allows. The design I would reach for is that the agent holds no service tokens at all. The tool gateway, which at Parcelport sits with the policy engine, issues a credential for one call, scoped to one service, one action and one resource, valid for a short time (say, a couple of minutes), and bound to the exact call it was issued for.

Chapter 18 covers how those credentials are created and held. What this chapter needs from them is a consequence for design: when the credential is narrow, the service enforces the boundary a second time. If a defect in the gate lets a cross-customer refund through, payments-service receives a credential scoped to the other customer's resource and can refuse it. The gate and the credential are two independent checks with different failure modes, and that is the point of having both.

The gate and authority

Now put it in the gate. Chapter 4's tool-call branch checks the model's proposal against a choice set and refuses with not_in_choice_set, and the contracts of Chapters 5 and 6 list "the order belongs to the customer of this run" as a precondition. The choice set is an earlier, separate layer: it narrows what the model is offered, it is checked against what the model proposed, and its refusal keeps its own code. I would not implement the ownership sentence twice more, though. The ownership decision has one owner, checkAuthority below, and one code, not_permitted, and the contract's precondition is satisfied by calling it. A proposal can fail the choice set and never reach this function, and that is fine. What matters is that when an order outside the delegation does reach the gate, the verdict about ownership comes from here, with one observation text and one count in the record. It also runs before preconditions that read more data, because there is no reason to read an order the principal may not see.

function checkAuthority(run, call):
    delegation = run.delegation                       // assigned at run creation
    if delegation.expired or delegation.revoked:
        return { kind: "refuse", reason: "not_permitted" }    // an expired delegation is no authority
    authority = intersect(grantsFor(run.agent, call.tool),
                          delegation.grantsFor(call.tool),
                          run.taskScope)
    if authority is empty:
        return { kind: "refuse", reason: "not_permitted" }
    for each ref in resourceRefs(call):               // order id, shipment id
        owner = ownerOf(ref)                          // read from the owning service
        if owner is unknown:
            return { kind: "refuse", reason: "upstream_unavailable" }   // cannot verify: refuse, retryable
        if owner != delegation.on_behalf_of:
            return { kind: "refuse", reason: "not_permitted" }
    return evaluatePolicies(run, call, authority)     // ceiling, window, environment

The block is correct under the failure it is about. The reasons come from the gate's vocabulary in Chapter 5 (the Appendix lists it), not from a vocabulary of this chapter's own, and checkAuthority is a partial view of the gate in Chapter 5: it is the permitted step, and an approval outcome it returns is acted on last, after the preconditions (Chapter 6). When the owner lookup fails, the call is refused with upstream_unavailable, which is retryable: an unreachable orders-service must not turn into permission, and it must not turn into a permanent denial either, so the retry runs under the retry policy (Chapter 14) and not at the model's request. When the delegation has expired because the ticket was closed while the run was suspended, the call is refused with not_permitted. When the model proposes an order that is not the customer's, the call is refused the same way, without the model ever being asked whether it is sure.

The refusal text matters. The observation returned to the model should say that the order is not available for this ticket, and nothing more. It should not confirm that the order exists, and it should not include any field of it. A refusal that echoes the other customer's data is a read that happened by another route.

Authority is re-checked after waiting

A suspended run may sit in a queue for minutes or hours before Sam approves it. In the meantime the ticket may have been reassigned, the delegation revoked, or the order refunded by someone else. If the orchestrator resumes the run and applies the call on the strength of the earlier verdict, it acts on stale context (F5, runaway loop or stale context). I would re-run checkAuthority and the preconditions when the run resumes, and treat an approval as one input to that second check, never a replacement for it. The approval says a human accepted the exact call. It does not say the world is still as it was.

The shape of one call

The sequence below shows the whole path for the refund in the opening. Look at where the ownership read sits and at the two branches that end without an effect: the refusal and the declined approval.

[image: Diagram]

Policies: decisions outside the model

A policy is a rule the gate evaluates against a proposed call. It is written as data or code, never as prose in a prompt, and it is evaluated on every call. Before the examples, a word about why they are policies and not constants in the tool: a policy changes on a different schedule from the tool's code. A ceiling changes when finance changes it, a change window when the release process changes, and nobody should need to redeploy an agent to do either. Policies are data with a version, the version is recorded with the verdict (Chapter 4's replay argument), and a change to a policy is reviewed like a change to code.

The notation below is illustrative. No real product's configuration syntax is meant, and the numbers are hypothetical.

policy refund_ceiling                  // illustrative notation
  applies to:  issue_refund
  rule:        amount_minor <= ceiling_minor_for(currency)   // say, a hypothetical value in minor units per currency
  otherwise:   needs_approval, approver: support lead

policy change_window
  applies to:  toggle_feature_flag, request_rollback
  rule:        now within the change window of the target service
  otherwise:   needs_approval, approver: on-call SRE, request marked "outside window"

policy environment
  applies to:  every write tool of ops-agent
  rule:        call.environment == run.environment
  otherwise:   refuse
  also:        production writes always needs_approval, approver: on-call SRE

Each policy answers a different question. The ceiling is about amount, and it is the policy most often confused with a prompt instruction. The change window is about time. The environment policy is about where: a run started against a staging environment must not be able to name a production target in an argument and have it accepted. Whose data is a fourth question, and it has no policy here on purpose: it is checkAuthority, written once, and a policy that restated it would be a second copy with its own way to drift. All three policies read facts from the run and from services. None reads anything the proposal says about itself.

Combining policies

When several policies apply to one call, the combination rule must be stated and fixed. The one I would use is deny by default and stricter wins. If any policy refuses, the call is refused. Otherwise, if any policy says needs approval, the call needs approval. Otherwise the call is allowed, and only because at least one grant matched. A call that no policy mentions and no grant covers is refused, which is how a new tool ends up with no authority until someone writes it down.

function evaluatePolicies(run, call, authority):
    facts = loadFacts(run, call)                      // read once, not once per policy
    outcomes = []
    for each policy in policiesFor(call.tool, policyVersion()):
        outcomes.append(policy.evaluate(run, call, facts))
    refusals  = [o for o in outcomes if o.kind == "refuse"]
    approvals = [o for o in outcomes if o.kind == "needs_approval"]
    if refusals is not empty:
        return { kind: "refuse", reason: "not_permitted", policy: refusals[0].policy }
    if approvals is not empty:
        return { kind: "needs_approval", request: buildRequest(call, approvals) }
    return { kind: "allow", call: withAuthority(call, authority) }

Look at what evaluatePolicies returns on allow: the call carries the authority that justified it. That authority is what the credential will be scoped to. The gate that decides and the credential that enforces thus agree by construction, since both come from the same record.

What the policy layer does not do

A policy engine decides whether a call is within authority. It does not decide whether the call is wise. A refund of the right amount for the right customer, for a reason the customer invented, passes every policy above. That is a question for the contract's preconditions (Chapter 6), for evidence checks (Chapter 4), and for a human where the stakes call for one (Chapter 15). I would resist the pull to keep adding policies until the engine covers everything. A policy engine that grows into a business rules system becomes a second application nobody owns.


Warning: If a security or money-moving property of a tool exists only as a sentence in the tool's description or in the system prompt, it is not a control. The description is a request to the model. The ceiling, the customer boundary and the approval requirement must exist in code the gate runs, and a test must fail when one of them is removed.



Issuing the credential

After the verdict is "allow", the orchestrator starts effect.apply, and the tool gateway creates the credential at the last moment, for that call only, calls the service and returns the result through itself. The following block is the tool gateway's side of effect.apply. Notice the order of operations, because the credential service (an illustrative component behind the tool gateway; in Parcelport's reference system it is the gateway that issues the credential) and the target service are separate systems, and nothing makes the two atomic.

function applyWithCredential(run, call):          // the tool gateway's side of effect.apply
    try:
        credential = credentials.issue(
            service: serviceFor(call.tool),
            scope: call.authority.scope,
            resource: call.authority.resource,
            ttl: shortTtl(),                      // say, a couple of minutes
            bound_to: hash(call))
    on CredentialUnavailable:
        record(run, "effect_not_started", "credential_unavailable")
        return { code: "upstream_unavailable", retryable: true }
    record(run, "credential_issued", { id: credential.id, scope: call.authority.scope })
    result = executeTool(call, credential)        // the service validates the credential itself
    return result                                 // intent and effect are recorded by runStep

Walk through the failure cases. If issuing the credential fails, nothing has happened and the call can be retried under Chapter 14's rules. If the tool call fails or times out after the credential was issued, there is nothing to revoke: the credential expires by itself, which is why the lifetime is short. If executeTool times out and the outcome is unknown, the contract decides what comes next, and for issue_refund that means checking the refund status before any retry. The record holds the credential id, never the credential value, so a reader of the trace can see what was issued without being able to use it.

Notice what is missing: a revocation step that must succeed for the design to be correct. A design that needs a cleanup call to reach another system in order to be correct is a design that fails on the day that call fails.

The ops agent: read wide, write narrow

The ops agent turns the same pattern the other way around. Its job is to look at much more than the support agent does: logs, metrics, traces, internal documents. An investigation that cannot see the log line it needs is a bad investigation. So the right shape of authority is wide reads, narrow writes, and approved changes to production.




	Tool
	Authority shape
	Why




	query_logs
	Read, bounded time range, scoped to the services in the incident
	Breadth is useful, but unbounded breadth reads every service's logs for no reason



	get_metrics
	Read, scoped to the incident's services
	Same reasoning, lower risk



	get_trace
	Read by trace id
	A trace can contain data from many runs; Chapter 20 and Chapter 17 cover what it should hold



	search_docs
	Read through the MCP docs server
	Read-only by construction (Chapter 8)



	run_diagnostic
	No credentials at all
	The sandbox is the boundary (Chapter 19)



	open_pull_request
	Write to the code host, one repository, a branch prefix the agent owns, no merge
	A human merges, so the write is a proposal to a person



	toggle_feature_flag
	The agent holds no credential; approval required
	deploy-service acts, with the deploy credential, after Robin approves



	request_rollback
	The agent holds no credential; approval required
	Same, and policy requires approval whatever the evidence says




Two observations. First, the deploy credential is used by deploy-service on the ops agent's behalf, and the agent never holds it. The path to production runs through approval and through a service that owns the credential, and the agent cannot widen it by proposing something creative. Second, run_diagnostic is the cleanest example of least authority: it needs no credential because the sandbox has none to give. The less a tool needs, the less it can lose.

Wide reads are not free. Logs contain things they should not (a customer identifier in a request line, an error that echoes a field), and a log line is also text that can carry instructions. A read-wide agent therefore needs the data-handling controls of Chapter 17 and the injection controls of Chapter 16 more than a narrow one, since more material reaches its context. Authority tells you what the agent may open. It does not make what it opens safe to read.

Handing work to a human

Some proposals are within what the agent may attempt but beyond what it may do alone. The pattern is the third verdict, "needs_approval", and this chapter's contribution is a distinction I find useful: the gate must separate "beyond authority, but a human could grant it" from "beyond authority, and no human should grant it through this path."

The refund above refund_ceiling is the first kind. Sam, the support lead, holds the authority to approve it, and a signed approval for that exact call becomes a narrow, one-time authority on top of the delegation. The cross-customer refund is the second kind. There is no approver for it. Sam would not approve a refund to one customer's account for another customer's order without a different process, and an approval screen that offers a button for it would be inviting a reflex click. That call is refused. It is not escalated to a human with a request to approve a thing no one should approve.

I would write the rule as a short test of the gate's design. For each refusal reason in the gate, ask whether any person exists with the standing to override it through the approval service. If yes, the reason is probably a needs_approval and the approver is named. If not, it is a refusal and nobody is asked. A gate that sends everything to a human has made the human the control and the queue the gate.

Chapter 15 covers what makes an approval real. Here the point is only that an approval is a delegation from a human to one call, narrower than the approver's own authority, as any delegation should be.

Reviewing the authority model

An authority model degrades unless someone looks at it. The usual direction of drift is wider: a scope is added to unblock a ticket, and nobody takes it out. Four habits keep the model honest, and each costs time on a team that is already busy.

An authority inventory. One table, owned by the platform team, with a row for each agent, tool and service: which scope it holds, which resource condition applies, which credential lifetime, which policy covers it. It is the first thing Jordan on the security team would ask for in a review, and writing it exposes tools that have no row. A tool without a row has no documented authority and should have no authority.

Tests that cross the boundary. The gate is a function, so test it as one. For each tool, the golden set (Chapter 21) should include cases that cross a customer's boundary, a delegation that has expired, an owner lookup that fails, a call slightly above the ceiling and a call outside the change window, each with the expected verdict. The test that matters most is the one that removes a policy and expects a failure. A suite that still passes after the ownership check in checkAuthority is deleted proves nothing about the boundary.

Evidence of use. The record should show, for each call, the delegation, the policy version, the verdict and the credential id. From that you can ask which grants were never used (a candidate for removal), which refusal reasons occur, and how often. A gate that never refuses anything is not evidence of good behavior. It is a reason to look: it may mean the model proposes only valid calls, or that the checks do not run. Refusals for not_permitted are signals about proposals, and a rise in them deserves attention before it deserves a fix.

A review rhythm tied to change. Review the inventory when a tool is added, when a scope is added, when a policy changes and when an agent gets a new service. A periodic review (say, quarterly) catches what those triggers miss. Both cost the team's attention, and I would rather spend a small amount often than discover a broad grant during an incident (Chapter 23).

One distinction is worth checking in every review. Both the gate and the owning service should refuse an approval-gated call that lacks a valid approval, the service returning approval_required even if the gate is bypassed. The first is the decision and the second is the enforcement; they are two checks, and I would keep both so that a defect in one does not remove the other. If the policy engine and the tool gateway are one component, as they are at Parcelport, the second check must live in the owning service or in a gateway that is separate from the engine, or it is the same check twice.

Trade-offs and costs

It costs an extra read on every call. The ownership check reads the owning service before the effect. That is latency on each call and a dependency that must be available: if orders-service is down, calls that need an owner are refused. I think refusing is right, and it means a gate that is reliable is also a gate that fails closed, which on-call must be told about.

It costs a new system to keep available. The credential service sits in the path of every effect. If it is unavailable, the agent cannot act. For a read-only support question that may be an acceptable degraded mode (answers without tools, per Chapter 14), and for a refund it is a stop. Alex's team owns that availability, and it needs an owner, an alert and a stated degraded mode.

It costs policy upkeep. A policy has an owner and a review, and a ceiling nobody tuned is theater. When finance changes the ceiling and the policy does not follow, the gate enforces yesterday's rule with full confidence. Treat each policy as a thing a named person answers for.

It costs friction for people. Per-resource authority will refuse cases that a broad token would have served: the relative's order in the opening. Support will have to handle them with a human process, and the refusal message to the customer needs to be written with care. Some of those refusals are the control working. If the count is high, the delegation model may not match how customers actually shop, and that is a product question the team should hear.

It breaks at the identity link. Everything here rests on the delegation being correct. If the ticket-to-customer link is weak, per-resource checks verify the wrong thing precisely. No later control repairs that.

When not to use all of it. A single-purpose, internal agent with one read tool and no writes does not need a credential service and a full policy engine. A thin gate (schema, allowlist, ownership), a static, narrow, read-only token and a documented scope are proportionate, and building the full apparatus for it is its own cost. The pattern earns its price when the agent can move money, reach another party's data, or change production. Chapter 1's principle of least agency applies to the control system too: size it to the risk.

Common mistakes

Letting the model supply the principal. An argument such as customer_id on a tool makes the model's output the boundary. It is tempting because the tool then works for any customer with no extra plumbing. Remove the argument where there is no legitimate reason to vary it, and take the customer from the run.

One token per agent, "for now". It is tempting because the prototype needs to work today. It stays because nothing breaks, and the first sign of trouble is an F7. The fix is to issue a credential per call. It is more work in week one and much less in the week an incident review asks what the agent could reach.

Checking authority once, at the start. A run that checks at step one and acts at step nine has a window of stale authority, especially across a suspension for approval. It is tempting because step one is where the request is easiest to inspect. Check at the gate on every call and again on resume.

Treating approval as authority to do anything. An approval covers one exact call. It is tempting because one signed approval is easy to store and reuse. If it can be reused for a different amount, a different order or a later retry, it has widened the delegation rather than narrowed it. Bind it to the call (Chapter 15).

Sending every refusal to a human. It feels cautious. It trains approvers to click, and it asks them to approve things nobody should. Split refusals that have an approver from refusals that do not.

Echoing details in refusals. It is tempting because a helpful error saves a round trip, but an error that says "that order belongs to another customer" tells the model, and through it anyone steering the model, that the order exists. Keep the observation minimal and put the detail in the record.

A policy engine that nobody tests. It is tempting because the policy looks like configuration, not code. A change with no test that fails on removal is a change nobody can review. Give every policy a test that fails when the rule is removed.

Key takeaways


	Authority belongs to the credential and to the code that decides to use it, and the prompt only lowers the rate of proposals that ask for more than the task should have.

	Effective authority for a call is the intersection of the agent's identity, the delegation from the customer or engineer, and the task's scope, which means the agent can never do what its delegator could not.

	The identity of the delegator is assigned by the orchestrator from the ticket's authenticated link and stored in the run, and the model's output never sets it.

	Apply least authority per tool, per resource and per run: the per-resource check is what catches the confused deputy, and short-lived credentials limit what a leak is worth.

	Make the decision on every call in a policy engine outside the model, with deny by default and the stricter outcome winning, and record the policy version and the credential id with each verdict.

	Use needs_approval only where a human with the standing to grant exists, refuse the rest, and re-check authority when a suspended run resumes.

	Give the ops agent wide, bounded reads and narrow, approved writes, with deploy credentials held by deploy-service and never by the agent, and review the authority inventory whenever a tool, scope or policy changes.



Everything so far assumed the tools belong to Parcelport and the gate sees their contracts. Chapter 8 takes on the case where a tool, its description and its output come from a server somebody else runs.




Chapter 8 — MCP: Tools Across a Trust Boundary

Imagine Parcelport's platform team on a quiet Thursday morning. The ops agent has been useful with its docs search, and an engineer proposes a second integration: a third-party server that offers runbook helpers, incident templates and a few lookup tools. The server speaks the Model Context Protocol, so connecting it takes one entry in the orchestrator's configuration. By the afternoon the ops agent has a longer list of tools. Nobody has read their descriptions closely, because nobody had to: the protocol delivered them and the model could already use them.

Suppose that a week later the vendor ships an update. One tool's description is reworded, and a new tool appears that can write to the vendor's own ticketing product. Nothing in Parcelport's code changed. The tool list the model sees did. Robin, the on-call SRE, notices only when the run trace shows a call to a tool nobody remembers approving.

This chapter belongs to two parts of the control envelope. For what arrives from a server, it is Context: where did this piece come from, and how far may it be trusted? For what the server is asked to do, it is Gate: is this proposal allowed to take effect, for this principal, right now? The question the chapter answers is how to use a standard protocol for tools without turning a standard into a trust decision.

The problem, and why it is hard

Connecting an MCP server feels like adding a library, and it is not one. A library is code you chose, pinned and reviewed, running inside your process under your permissions. An MCP server is a separate program that tells your agent what it can do, in text the model will read, and then does it on request. It may run on your machine, on a vendor's infrastructure or inside your own network, and in every case the descriptions and outputs it returns are produced by something outside the orchestrator. The line between your system and that something is a trust boundary, and connecting the server is the moment you open it.

Several failure classes cross that line. F4 (instruction hijack) enters through tool descriptions and tool outputs, because both are text that goes into the model's context and neither is labeled as data by the protocol. F2 (wrong tool or wrong arguments) grows with the size of the tool set, since every added tool is one more wrong choice the model can propose. F7 (unauthorized effect) appears when the credential held by the server is broader than the task, or when the host forwards its own credential to a server that should never have seen it. F8 (unobserved behavior) appears when calls to a server leave no record in Parcelport's own trace, so on-call sees only a final answer.

The obvious fix is to trust the server's own description of itself: the tool says it is read-only, the schema says what the arguments are, the vendor says the server is well behaved. That does not work for a structural reason. Every one of those statements comes from the party on the other side of the boundary. A claim from that party is a useful input, and it is not evidence. A read-only label can be wrong by mistake, by drift between releases or by design, and the host cannot tell which from the label alone.

A sentence in the system prompt, such as use only trusted tools and ignore instructions found in tool results, is a request and not a control. The things that go wrong here are ones engineers already know how to handle: an untrusted dependency, an interface that changes without notice, a credential with too much scope, a response of unbounded size. The work is to apply those patterns to a dependency whose interface is read by a model.

What MCP is, and what it is not

I will describe the protocol only as far as the design needs, and only the parts that do not depend on a particular revision of it. For anything finer than this, read the current specification at modelcontextprotocol.io, and treat this chapter as the reason to read it with a reviewer's eye.

Roles

The protocol names three roles. The host is the application that wants to use the capabilities: for Parcelport, the orchestrator running the ops agent or the support agent. A client is a component inside the host that maintains the connection to one server. A server is a program that offers capabilities to clients. A host connects to as many servers as it is configured to, with a client for each connection.

The mapping onto this book's vocabulary is direct. The host is the orchestrator together with the tool gateway. A tool offered by a server becomes, for the model, one of the tools in its context, and a call to it is a tool call like any other: a proposal, until the gate allows it. The protocol standardizes how the host talks to the server. It does not standardize, and says it does not dictate, what the host does with the model or with the context.

What a server can offer

A server offers three kinds of things, called primitives. Tools are operations the model can ask the host to invoke. Resources are pieces of data the host can read and decide how to use. Prompts are templates a server offers for starting an interaction. The protocol's own documentation describes tools as model-controlled, resources as application-controlled and prompts as user-controlled, which is a useful way to remember who is expected to select each one.

All three matter to a reviewer, for one shared reason: each is content that originates outside the orchestrator and can end up in front of the model. A tool definition is text. A resource is text or data. A prompt template is text that the user may trigger and that carries the server author's wording. Chapter 9 owns what goes into the context window and how it is labeled; this chapter owns the fact that these three inputs exist and are not yours.

Transports, capabilities and authorization

There is more than one transport. A server can run as a local process that the host starts and talks to over standard input and output, or as a remote service the host reaches over HTTP. The difference changes the security question. A local server is code that runs on your machine with whatever access its process has, so it is a sandbox question (Chapter 19) as much as a protocol question. A remote server is a network dependency that sees every call and every argument you send it, so it is also a data-disclosure question (Chapter 17).

Client and server also exchange information about what each side supports, so that neither attempts operations the other cannot handle. This is capability negotiation. It tells you what a server says it can do, which is useful for compatibility and carries no information about whether you should let it.

Authorization is a concept of the protocol and is described as optional. The documentation recommends it when a server touches user-specific data or when you need to audit who did what, and it builds on OAuth conventions for remote servers. For local servers the documentation points to credentials taken from the environment or from libraries embedded in the server. The practical reading for this chapter: the protocol gives you a way for a server to know who is calling and to scope what they may do. Whether that is turned on, and what the scopes mean, is configuration that someone at Parcelport owns.


Note: A server can also offer the host a way to change its tool list while a connection is open, and a host can choose to be told about it. Treat this as a fact of the environment rather than a feature to enable by default: a tool list that can change is a tool list that must be checked each time it does.



The topology below shows what to look at: one host, several servers, and the dashed line where the trust boundary sits. Everything on the right of it is outside the orchestrator's control.
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Solid lines are Parcelport's own control flow; dashed lines are the connections that cross the boundary. Both servers send definitions and results back toward the loop, which is why the loop's input from them is untrusted regardless of which side of the company the server sits on.

What the protocol solves, and what it leaves to you

MCP solves an integration problem. Without a standard, every pairing of agent and tool provider needs its own connector, and each connector carries its own conventions for listing, calling and describing tools. With it, one client implementation can talk to many servers, and a server written once can serve many hosts. That is real value, and the book does not argue against it.

It does not solve trust. The table lists, for each thing that crosses the boundary, what the protocol gives and what stays with you.




	What crosses, or what you need
	What the protocol gives
	Treat it as, and what remains yours




	The server itself
	A way to connect
	A claim of identity; an allowlist of servers, owned by someone



	Tool name, description, input schema
	A list of what the server offers
	Untrusted text the model will read; an allowlist of tools and a pinned definition



	Tool hints, such as a read-only label
	Optional annotations
	A claim; the specification says to consider such hints untrusted unless they come from a trusted server, so assign the effect class yourself



	A call
	A call mechanism
	A proposal; the gate: contract, policy, approval



	Tool result, resource contents
	A result format
	Untrusted data, unbounded until you bound it; size limits, shape checks, provenance, taint (Chapter 16)



	Prompt templates
	A way to offer them
	Untrusted text chosen by someone else



	Notice that the tool list changed
	A notification
	A signal to re-check, not to accept



	Arguments of a call
	Nothing
	Data you disclose; it may include PII (Chapter 17)



	Credential
	Authorization conventions
	The most sensitive thing on the list; issue it narrowly per call



	What happened
	Nothing
	Your own record of every call




The central design move follows from the table. The host treats everything a server says about itself as an input to a decision and never as the decision. Two rows deserve a longer look.

Definitions are inputs to the model

A tool's name, description and schema are not documentation for the host. They are context for the model, and they shape which proposals it makes. If a description says when the tool is the right one to use, the model's choice among tools is partly governed by the server author's text. When that text changes, the behavior of your agent changes, with no change in your code, your prompt or your model.

This is the supply-chain shape of the problem, and it is why the opening scenario matters. A server that was reviewed on Thursday is a different dependency on the following Thursday if its definitions moved. The controls are the same ones you would use for any dependency whose releases you do not control: decide what you accept, pin what you reviewed, detect drift, and put a person in the path of the change.

Outputs are untrusted even from a trusted server

An output can carry text that was never written by the server's author. A docs server serves documents, and documents contain whatever their authors put in them. A search tool returns snippets of pages that someone else wrote. A lookup tool returns fields that a customer typed. The server is honest and the content is still data from outside, with the F4 risk that Chapter 16 develops. Read-only limits what the server can do. It does not limit what its output can say.

The rest of the chapter sets out, in order, the controls that sit on the host side of the boundary.

Pattern: the host-side control surface

The pattern is a single idea with five parts: the host decides which servers exist, which of their tools the model may see, what each tool means, what each call may do and what each result may become. All five sit on the Parcelport side of the line, and none depends on the server being well behaved.

A server allowlist, owned by someone

The first control is a list of the servers the orchestrator may connect to, kept as data, with an owner for each entry and a reason. A server that is not on the list is not connected, whatever the configuration of a single agent says. This is a plain allowlist, and it is boring on purpose: adding a server becomes a reviewed change with a name attached to it, not a line in a developer's local setup.

The notation below is illustrative, not a real product's configuration syntax.

policy mcp_servers:                      // illustrative notation
  docs:
    transport: local network             // inside Parcelport
    owner: platform team
    effect ceiling: read                 // no tool may exceed this
    credential: none                     // read-only, no tokens issued
    max result: 8 KB                     // illustrative
    agents: [ops-agent, support-agent]
  vendor_runbooks:
    transport: remote
    owner: platform team, reviewed by security team
    effect ceiling: read
    credential: scope "runbooks:read", issued per call
    agents: [ops-agent]
    max result: 16 KB                    // illustrative

Two fields do most of the work. The effect ceiling states the highest effect class any tool from this server may have, and a tool that claims more is not admitted. The agent list narrows the blast radius: the support agent never sees the vendor server at all.

A tool allowlist and pinning

Allowing a server does not mean allowing everything on it. The second control is a list of the tools the host admits from each server, together with a pin: a fingerprint of the definition that was reviewed, computed by the host from the name, the description and the input schema as received. When the server later presents a different definition under the same name, the fingerprint no longer matches and the tool is not exposed until someone reviews the change.

Pinning detects change. It does not detect malice, and a reviewer can approve a bad definition. What it removes is the silent route: no reword, no added argument and no new tool can reach the model without passing a human check that leaves a record. That is a modest guarantee and it is the right size for the problem.

function admitTools(server):
    listed = server.client.listTools()               // untrusted input
    admitted = []
    for each definition in listed:
        entry = registry.lookup(server.id, definition.name)
        if entry == none:
            record(server.run, "tool_not_allowlisted", definition.name)
            continue                                 // the model never sees it
        if fingerprint(definition) != entry.pinned_fingerprint:
            quarantine(server.id, definition.name)
            record(server.run, "definition_changed", definition.name)
            continue                                 // wait for a reviewer
        admitted.add(entry.contract)                 // host-owned text, see below
    return admitted

Note the last line. What goes into the model's context is not the server's description. It is the description in the host's own contract for that tool, which brings us to the third part.

A host-owned contract for every MCP tool

An MCP tool is a tool, and a tool has a contract (Chapter 6). The temptation is to let the server's schema stand in for it, since the server already provides one. The schema covers the shape of the arguments and nothing else. It says nothing about effect class, preconditions, permissions, timeouts or the error shape, and those are the fields that make a call gateable.

I would write the contract inside Parcelport, treat the server's schema as an input to it, and show the model the contract's description rather than the server's. The effect class is assigned by Parcelport, in the same table as the native tools, and a server's own hint is at most a reason to look harder. Here is the contract for search_docs, which the MCP docs server provides, in the notation Chapter 6 uses.

tool search_docs
  description: "Search Parcelport's internal runbooks, policies and shipping
    rules. Returns short passages with a document id."   // written by Parcelport
  input schema:
    type: object, additionalProperties: false
    required: [query]
    properties:
      query: { type: string, maxLength: 300 }           // illustrative limit
      limit: { type: integer, minimum: 1, maximum: 10 }
  effect class: read
  preconditions:
    - server "docs" is admitted and its definition matches the pin
    - agent identity is ops-agent or support-agent
  idempotency: // not applicable: a read changes nothing
  permissions: no credential; allowed for both agents
  timeouts: call 5s, deadline 15s      // illustrative
  error shape: { code, message, retryable, details }
    // code in [invalid_arguments, not_permitted, upstream_unavailable,
    //   result_invalid]  (result_invalid is the one addition to Chapter 6's table)

The contract is stricter than a server schema would be. It caps the query length, bounds the number of results, names the error codes and states what must hold before the call. A server whose schema allowed more would still be called with no more than the contract permits. If the server changes its schema, the pin catches it. If the server's schema is looser than the contract, the contract wins.

The gate for an MCP call

An MCP tool call goes through the same gate as every other, in the same loop. There is no separate path for "external" tools; the whole point of the host-owned contract is that the gate does not need to know where a tool lives. What the gate adds for this source is two checks: that the tool is admitted and still matches its pin, and that the server itself is in good standing.

function checkMcpCall(run, proposal):                // a branch of gate.check
    entry = registry.admitted(proposal.tool)
    if entry == none:
        return { kind: "refuse", reason: "not_in_choice_set" }   // not admitted, so never offered to this run
    if not conformsTo(proposal.arguments, entry.contract.input_schema):
        return { kind: "refuse", reason: "invalid_arguments" }
    if registry.isQuarantined(entry.server_id, proposal.tool):
        return { kind: "refuse", reason: "not_permitted" }       // record: definition_changed
    if breaker.isOpen(entry.server_id):
        return { kind: "refuse", reason: "upstream_unavailable" } // retryable
    // policy decides: ceilings, agent identity, tenant, approval
    verdict = policy.evaluate(run.agent_identity, entry.contract, proposal.arguments)
    return verdict               // "allow", "refuse" or "needs_approval"

The function is a partial view of the gate in Chapter 5. It returns one of the three verdicts from the canonical loop, and its refusals use the reason names of that gate (not_in_choice_set, not_permitted, invalid_arguments, upstream_unavailable; the Appendix lists them); definition_changed and tool_not_allowlisted are record events, not codes the model sees. runStep does not change: a refusal goes back to the model as an observation, an approval request suspends the run, and for an allowed call the orchestrator starts effect.apply, which is where the next part lives. The breaker.isOpen line points at Chapter 13 and is here because a failing remote server is a dependency like any other.

Effect: a narrow credential and a bounded result

When the gate allows a call, the orchestrator starts effect.apply, and the tool gateway invokes the server through its client and returns the result through itself. Two things happen on either side of that call.

Before it, the credential. The credential given to a server is issued per call by the tool gateway, scoped to what the tool needs, and short-lived (Chapter 7 develops authority and Chapter 18 develops secrets). The host does not forward the credential it uses for its own purposes, or the user's, to the server. The protocol's authorization guidance names token passthrough as a pattern to avoid, and the reasoning is the confused deputy from Chapter 7: a token meant for one party should not be accepted by or sent to another. For a read-only docs server inside Parcelport the answer is no credential at all, which is the best answer there is.

After it, the result. Whatever the server returns is bounded and checked before it becomes an observation.

function applyMcpCall(run, call):                   // the tool gateway's side of effect.apply
    entry = registry.admitted(call.tool)
    credential = toolGateway.issue(run, entry.contract, call)   // per call
    raw = entry.client.invoke(call.tool, call.arguments,
                              credential: credential,
                              deadline: entry.contract.timeouts.deadline)
    // every failure below leaves a record and a typed error, never a guess
    if not matchesShape(raw, entry.result_shape):
        raise ResultInvalid                          // checked before any trimming
    note = "none"
    if size(raw) > entry.max_result:
        raw = dropExcessItems(raw, entry.max_result) // keeps the shape valid
        note = "truncated"
        if size(raw) > entry.max_result:
            raise ResultInvalid                      // one item alone is too large
    return { content: raw, note: note,
             provenance: { source: "mcp", server: entry.server_id,
                           tool: call.tool, pin: entry.pinned_fingerprint },
             trust: "untrusted" }                // taint travels with the value

The block does not solve injection. It does the part that belongs to this chapter: size is bounded before the context grows, the shape is checked before the content is used, and the result carries its provenance and a taint mark, so that the context assembler (Chapter 9) and the injection controls (Chapter 16) have something to act on. A timeout or a transport failure raises a typed error that Chapter 14's retry rules handle, and the call must not be treated as having failed cleanly when the tool could have changed something. For read tools that distinction costs nothing. For a write tool on a server, it is the same idempotency problem as issue_refund in Chapter 6.


Warning: Never place the host's own credentials, the user's token or any secret in the text the model sees when describing or calling an MCP tool, and never accept a server's request for broader credentials as the price of a feature. A credential that reaches the wrong server is a loss of the ability to say who could do what.



Prefer read-only servers, and keep the tool set small

The cheapest control in this chapter is choosing servers whose tools cannot change anything. A read-only server can still mislead the model, but it cannot cause F7 on its own, and its worst failures are F3 (ungrounded claim) and F4, which have other controls. Where a server offers both reads and writes, I would admit only the reads, using the tool allowlist. A narrow read-only credential is worth issuing as well, but it is not a substitute: the remote server enforces it, so it relies on that server's honesty and is not a host-side control.

Treat this as a design preference and verify it. A server describing itself as read-only is giving you a claim. The check is on your side: the effect ceiling in the server policy, an allowlist that never admits the write tools, a credential that grants only read scopes for Parcelport's own resources, and for your own servers the code itself. Only the first two and the code stop a write; a credential scope is enforced by the party that receives the credential, so with a third-party server it is a request that the other side honors, not a host-side control.

The size of the tool set is a control too. Every tool the model sees costs context and enlarges the space of wrong choices, so F2 grows with the number of tools. Say a server exposes thirty tools when the agent needs three; that is a design problem, whatever its protocol compliance. The allowlist is where you cut it: expose the tools a task needs, to the agent that needs them. Chapter 4's rule about narrowing the range of choice applies here without change.

Observation

Every call to an MCP server gets a record in Parcelport's own run store and trace pipeline: the server, the tool, the pin that was in force, the argument shape, the verdict, the size of the result, the latency and any truncation or rejection. The server's logs are the server's. If a call to a third party matters in an incident, the only evidence you can count on is the evidence you wrote on your side of the line. This is the Record part of the envelope, and Chapter 20 gives the trace shape.

The record also feeds the allowlist. A tool that is never called after a month is a candidate for removal, and a tool that is refused often is either mis-described or mis-scoped.

Parcelport: the docs server and a changed definition

Return to the opening. Parcelport has two MCP servers in play. The first is the internal docs server, the read-only server over runbooks, policies and shipping rules, which is the source of search_docs for both agents. The second is the vendor's runbook helper. Here is how the controls play out for each.

The docs server is on the allowlist with an effect ceiling of read and no credential. Parcelport admits one tool from it, search_docs, with a host-owned contract and a pin. At the time of writing, Contextator is one example of a documentation server whose MCP tools are all read-only, so nothing a client asks of it can change state; other tools take similar approaches. That property is what makes this the easiest server to admit, and it is also why its output still gets a size cap, a shape check and a taint mark. A document can contain instructions that its author never intended for an agent, and the control for that is Chapter 16's, not the server's.

The vendor server starts from the opposite end. Its entry is limited to the ops agent, with an effect ceiling of read and a credential scope of runbooks:read, issued per call. When the vendor ships its update, admitTools lists the definitions, finds that one fingerprint no longer matches the pin and quarantines that tool. The new tool that can write to the vendor's ticketing product has no allowlist entry, so the model never sees it. Robin's trace shows one definition_changed record and one tool_not_allowlisted record, and a message to the platform team's review queue. The ops agent keeps working with the other tools.

Now consider what happens if the quarantine had not been there. The model might have proposed the new tool; the gate would have refused it as not_in_choice_set, and the run would have recovered. The layers that sit on Parcelport's side are the allowlist, which removes the tool from sight, the gate, which refuses it if the allowlist is bypassed, and the effect ceiling, which makes the review reject it. None of them needs the model to behave, and none of them depends on the vendor. The runbooks:read credential is a different kind of layer. It limits what that token can reach among Parcelport's own resources and says nothing about what the vendor's server does inside its own systems with the new write tool, so it is not counted as a barrier against that write.

Here is the sequence for a normal, allowed call, with the refusal paths marked. Look for where the host stays in control at each hop.

[image: Diagram]

The model's path through this sequence is the same as for a native tool, which is the aim. A model does not need to know that one tool lives across a boundary. The gate does.

Writing your own MCP server

Sooner or later a Parcelport team will write a server of its own, for example one that exposes shipping status to several agents. Writing it moves you to the other side of the boundary, and a server is then the gate for its own tools, because the host in front of it may be misconfigured, may be someone else's, or may not exist yet. Give every tool the contract from Chapter 6, validate inputs yourself, identify the caller and check scopes per tool rather than once per connection, with the narrowest downstream credential the tool needs (Chapter 7). Four disciplines are specific to this side.


	Rate limits. A model can repeat a call quickly, and a loop can repeat it for a long time. Limit by caller and by tool, and return a typed error that the host can map to a refusal, so that a runaway client costs you a refused call rather than an outage.

	Output limits. Bound result size and number of items at the server, and return structured fields in preference to free text where you can. Anything that came from an end user stays marked as such. If a server returns text it did not write, it is a pass-through for someone else's words, and it should say so.

	Observation. Log every call with the caller identity, the tool and the outcome, in your own system, since the host's trace is not yours to rely on.

	Stability. A definition that changes breaks every host that pinned it. Version your tools, announce changes and avoid rewording descriptions casually, since a description is part of the interface.



function handleCall(request):                        // server side
    caller = authenticate(request)                   // no anonymous calls
    tool = tools.lookup(request.tool)
    if tool == none:
        return error("invalid_arguments", "unknown tool")
    if not caller.scopes.contains(tool.required_scope):
        return error("not_permitted", "scope missing")
    if not conformsTo(request.arguments, tool.input_schema):
        return error("invalid_arguments", "schema mismatch")
    if limiter.exceeded(caller.id, tool.name):       // per caller, per tool
        return error("upstream_unavailable", "retry later")  // retryable: true, per Chapter 6's table
    result = tool.run(caller, request.arguments)     // downstream credential
    audit(caller.id, tool.name, outcome(result))     // the server's own record
    return capSize(result, tool.max_result)

This block is the server's mirror of the host's gate, and it does not replace it. If you write both server and host, resist the thought that one of the two checks is redundant. They fail under different conditions.

Trade-offs and costs

Every control above has a price, and some of them are heavy enough that I would not apply all of them to every case.

Review and ownership. An allowlist and pins turn each new server and each definition change into a reviewed event. The cost is time for the platform team, a queue, and an owner for every entry. A change to a vendor's tool description now takes a human decision before it reaches production. If nobody owns that queue, the control decays into one that is always approved or ignored, which is a theater of control that is worse than having none, because it looks like an assurance. Decide who reviews and how quickly before you turn pinning on.

Friction for developers. A developer who wants to try a new server must wait for an entry, or use a development environment where the allowlist is wider and nothing reaches production data. I would offer that environment, and keep the line between the two clear, since the usual way these controls erode is through a local configuration that quietly becomes the real one.

Writing contracts. A host-owned contract for each tool costs real engineering time, and it has to be kept in step with the server. The alternative is to let server text stand in for it, which is cheaper until the server changes. For a server with two read tools the contract is a short file. For a server with, say, sixty tools the cost is a signal that you are admitting too many.

Latency and availability. Each call crosses a process or a network. The gate, the credential issue and the result checks add time, and a remote server adds a dependency whose outages become your outages. A breaker (Chapter 13) and a fallback (Chapter 14) bound the effect; they do not make it zero.

Where the pin stops helping. Pinning guards the definition, not the behavior. A server can keep its definition identical and change what its tool does. Nothing in this chapter detects that, and I do not know of a host-side control that does, short of observing the effect itself. The record makes such drift visible after the fact. A narrow credential limits only what that credential can reach on Parcelport's side; what a third-party server does inside its own systems is governed by the server and the vendor, not by a scope the host issues.

When not to use this much. For a read-only server inside your own network, written and operated by your own team, a full pinning workflow is more machinery than the risk justifies. I would still keep the server allowlist, the host-owned contract, the result bounds and the record, and I would pin definitions in the build pipeline rather than through a human review queue. Conversely, if a server's tools can move money, send messages or change production, no amount of convenience justifies skipping review, and the effect belongs behind approval (Chapter 15) whatever the server's reputation.

What this does not cover. A host that is itself compromised, a server that behaves differently for different callers, and a poisoned document that is accurate in every field are all outside what an allowlist and a pin can see. The chapter reduces the blast radius of a server and makes its behavior visible. It does not make a server safe.

Common mistakes


	Trusting the label. It is tempting because the server's author knows the tool best, so the read-only hint ends up in the effect class. The fix is to assign effect classes in Parcelport's own tool table and enforce an effect ceiling per server.

	Passing through the server's description. It is tempting because it saves writing a contract, so the model sees the server's tool text. The fix is to show the host-owned contract and use the server's definition only for the pin comparison.

	Connecting by configuration. It is tempting because a config line is the fastest way to try a server, and a developer's local setup can reach production. The fix is to connect only servers on the central allowlist.

	Forwarding credentials. It is tempting because the token already works, so the host's or a user's token goes to the server. The fix is to issue a credential for that server, that call and that tool.

	Exposing every tool. It is tempting because the server's list is the default. Say a server lists forty tools and the model sees all forty. The fix is to allowlist per agent, sized to the task.

	Treating read-only as safe. It is tempting because nothing can be changed. A read-only server cannot change state, yet its output is still outside data that can carry instructions. The fix is to bound it, mark its provenance and taint it, with Chapter 16 behind that.

	Skipping the host-side record, or reviewing once. It is tempting because the server keeps logs and the review passed. The server's logs and the first review are not yours to rely on later; record every call in your own trace and let the pin turn the first review into a check on every connection.



Key takeaways


	Connecting an MCP server opens a trust boundary: its definitions, results and hints come from outside the orchestrator and are inputs to a decision, not the decision.

	MCP standardizes how a host talks to a server and leaves trust, authority and verification to you.

	The host owns the contract for every MCP tool, including its description, effect class and error shape, and the model is shown that contract rather than the server's text.

	A server allowlist, a tool allowlist and a pinned definition make a server's changes visible and put a reviewer in their path, and none of them detects a change in behavior behind an unchanged definition.

	An MCP tool call goes through the same gate as any other, with the credential issued per call and scoped narrowly, and the result bounded in size, checked in shape and marked untrusted before it reaches the context.

	Prefer read-only servers and small tool sets, and remember that read-only limits what a server can do, not what its output can say.

	If you write a server, apply the same contract, authority and rate-limit disciplines on your side, because a server is the gate for its own tools.



Servers are one source of material for the model's context, and the context has other sources: tickets, retrieved passages, earlier steps and memory. Chapter 9 turns to how the orchestrator assembles all of it, labels where each piece came from and decides what the model gets to see.




Part III

Context, State and Memory




Chapter 9 — Context Management

Consider a long ticket thread at Parcelport. A customer writes in about a parcel that never arrived and asks for a refund. The thread is already long: four earlier messages, a forwarded carrier notice, and a reply from a colleague on the support team. The support agent's first step has to put something in front of the model, and the prototype's answer is the one most prototypes have. It takes the system prompt, appends the whole thread, appends every tool result so far, appends the three top hits from a documentation search, and sends the lot.

Suppose the search returned two versions of the same returns policy, one superseded and one current, in the same snippet format and with no dates. Suppose the customer profile came back with every field the service holds. Suppose the forwarded notice contains a sentence that reads like an instruction. Nothing in the assembled text says which of these is Parcelport's own rule, which is a customer's claim, and which is a document that was true last spring. The model receives one block of text and produces one fluent reply. The reply cites the old policy, and nobody can tell afterward what the model was actually shown.

This chapter belongs to the Context part of the control envelope, and it answers that part's first question: what does the model see, where did each piece come from, and how far may it be trusted? The answer this chapter argues for is that context is not a string someone writes. It is the output of deterministic code that chooses sources, orders them, labels them, bounds them and records them.

The problem, and why it is hard

A model call has no memory of its own. Whatever the model "knows" about this ticket, this customer and this policy is what the orchestrator put into the context for that one call. That makes assembly the most leveraged piece of code in the agent: every other control depends on it. The gate checks the proposal against facts, but a proposal built on a wrong context is already wrong when it arrives. Context is where a grounded answer and an ungrounded one part ways, since the model can only be grounded in what it was given.

Several failure classes start here. F3 (ungrounded claim) grows when the context lacks the fact the answer needs, or holds two conflicting versions of it, because the model fills the gap with a plausible sentence. F4 (instruction hijack) grows when text from outside Parcelport sits in the same undifferentiated block as the rules, since nothing marks it as data. F5 (runaway loop or stale context) appears over time: a fact read at step 2 is still in the context at step 9, long after the system of record changed. F9 (cost or latency blowout) appears when the context grows at every step and every later call pays for everything that came before. And F8 (unobserved behavior) appears when nobody can say, during an incident review, what the model saw.

The obvious approach does not work for four reasons. The first is that the context is finite. The context window is the amount of material a model can take in one call; it is a bounded resource, and a loop that appends without a policy will meet the bound at the worst moment, in the middle of a long ticket. The second is that more context is not better context. Material that is irrelevant, stale or conflicting does not sit quietly; it competes with the material that matters, and the model has no reliable way to say which was which. The third is that the sources differ in trust, and a block of text erases the difference. The fourth is that the usual remedy, a paragraph in the system prompt telling the model to prefer recent documents and ignore instructions found in emails, is a request. It lowers the rate of the failure and holds on the days it holds.

That last point is why this is an engineering question. Which source gets how many tokens, in what order, with what label, and what happens when something does not fit are decisions that code can make the same way every time, test, and record. The model's part is to read what it was given. Everything before that is ordinary engineering.

Context is assembled, not accumulated

The prototype accumulates: each step appends to a growing transcript. The target design assembles: each step builds the context fresh from sources, under a policy, as a function of the run's state. The difference sounds small and changes what is possible. A transcript can only grow, and an assembler can drop, replace, reorder and refresh. A transcript is whatever happened; an assembled context is what the design decided the model should see for this call.

The canonical step in Chapter 1 begins with assembleContext(run). This chapter opens that function. It has five jobs, and the rest of the chapter takes them in turn: select items from sources, label each with provenance and trust, fit them into a budget by priority, order them so structure carries meaning, and write down what was chosen.

Sources and trust levels

The first design decision is the list of sources, and for each one, how far it may be trusted. Trust here is not a feeling about the source. It answers a concrete question: may text from this source be treated as an instruction, or only as data? For the support agent the list is short.




	Source
	Authored by
	Trust
	Typical failure if mislabeled




	System instruction
	The platform team, versioned
	Instruction
	F4, if user text is allowed to share its slot



	Policy digest
	Policy owner, generated from the policy data
	Instruction-grade description
	F3, if the digest drifts from what the gate enforces



	Customer message and ticket text
	The customer, or whoever wrote to them
	Untrusted data
	F4



	Tool results
	Parcelport services, but with free-text fields
	Untrusted data
	F4, F5



	Retrieval results
	Internal documents, of mixed age
	Untrusted data, with a version
	F3, F5



	Memory
	Earlier runs (Chapter 11)
	Untrusted data until validated
	F4, F5



	Orchestrator notes
	Code: refusals, summaries, state facts
	Derived, inherits the lowest trust of its inputs
	F3




Two rows deserve a comment. The policy digest is a description of what the gate enforces, not the enforcement; the refund ceiling in the digest helps the model avoid proposing what will be refused, and the gate checks the ceiling whether the digest says so or not. So the digest can be wrong without becoming an F7 (unauthorized effect), and it should still be generated from the same data the gate reads, never maintained by hand next to it.

The tool results row is the one teams argue about. A result from orders-service is Parcelport's own data, so why untrusted? Because trust attaches to fields, not to services. The order's status is a controlled value; the delivery note a customer typed at checkout is free text that passed through the service unchanged. Chapter 5 shapes observations so that each carries its origin and a trust label, and a result that mixes both kinds is labeled by its least trusted field. When in doubt, the label is the lower one.

There is a version of this table in which a row says "trusted". I would be careful with that word. The system instruction and the policy digest are instruction-grade because Parcelport authored them under change control, not because the model is guaranteed to obey them. Chapter 2 covers why the model's compliance cannot be assumed, and Chapter 16 builds the controls that hold when it does not.

Provenance on every item

The unit of assembly is a context item. Each one carries enough metadata that the assembler can budget it, the gate can reason about it and a reviewer can trace it. The notation below is illustrative, in the style of the contracts in Chapter 6.

record ContextItem
  id:           string      // assigned by the orchestrator, unique in the run
  source:       enum [system, policy, user, tool_result, retrieval, memory, note]
  origin:       string      // ticket id, tool call id, document id, memory id
  trust:        enum [instruction, untrusted]
  as_of:        timestamp   // when the fact was true or read, never "now"
  version:      string      // document or policy version; empty when none exists
  derived_from: list of id  // non-empty for summaries and notes
  priority:     integer     // from the assembly policy, not the model
  cost:         integer     // measured by the orchestrator, in tokens
  body:         string

The fields the model is likely to need are rendered into the context beside the body: source, as-of date and version. The rest stay in the orchestrator. That split matters for the line I keep drawing between a label and a control. A rendered label such as "untrusted ticket text" helps the model treat a passage as data, and it is a request like any other. What makes the label a control is that the trust field travels with the value in code. When the model later proposes an update_shipping_address whose address string appears only in an untrusted item, the gate can see that, and Chapter 16 describes what it does about it. The rendered label is courtesy to the model; the field is the control.

One rule follows from the fields and is worth stating on its own: an order id in a tool call's arguments must come from a tool result or from run state, never from message text. The gate checks the id's origin, and an id that appears only in an untrusted ticket item is refused or sent for approval, whatever the model proposed.

Order and structure

Position and delimiting are part of assembly, and they have no prompt-engineering magic in them. Three rules are enough. Instruction-grade items come first and are rendered in a section of their own. Untrusted items are rendered in clearly delimited blocks, each with its provenance line, so that a reader of the trace sees the same structure the model did. And the task goes last, stated by the orchestrator from the run's state, not drawn from the customer's text.

I would not claim more for delimiters than that. A fence around untrusted text is a convention that usually lowers the rate of mistakes, and an attacker can write text that looks like a fence. The assembler uses structure to help the model and to keep the record legible. The control that stops a hijacked proposal is not in the layout; it is in the taint rules at the gate.

A short pseudocode block shows the shape of the assembler with the budget abstracted away for now.

function assembleContext(run):
    items = []
    items += instructionItems(run.agent, run.policy_version)       // system and policy digest
    items += stateFacts(run)                                       // Chapter 10: facts from the run store
    items += ticketItems(run.ticket_id, run.conversation_cursor)   // customer text, untrusted
    items += toolObservations(run, keep: observationPolicy(run))   // already shaped, Chapter 5
    items += retrieveForTask(run)                                  // may return nothing, see below
    items += memoryItems(run)                                      // Chapter 11, scoped and labeled
    items += currentTask(run)                                      // pinned: the task as the orchestrator states it from run state
    for each item in items:
        require item.origin and item.as_of                         // an item without provenance is a bug
    chosen, dropped = fitToBudget(items, budgetFor(run))
    context = render(chosen, order: ["instruction", "state", "untrusted", "task"])
    record(run, "context_assembled", manifest(chosen, dropped))    // see the section on recording
    return context

The line require item.origin and item.as_of is the cheapest control in the chapter. A source adapter that cannot say where an item came from, or when, fails at assembly time in a test, not in an incident review.

The budget: context is a bounded resource

The context window is finite and every token in it has a price: money, latency, and room taken from something else. The assembler therefore needs a policy for what happens when the candidates do not fit, and the policy has to exist before the first ticket that is too long, because that ticket is the one that finds out.

I would write the budget as per-source allowances plus a pinned core, and not as a single total. A single total lets the largest source crowd out the rest; a long email thread then displaces the policy digest, and the run behaves differently on long tickets than short ones for no reason anyone can see. Numbers below are illustrative.

policy context_budget support-agent      // illustrative notation
  pinned:  system, policy digest, state facts, current task    // never dropped
  allowance:
    user:        40%     // of what remains after pinned items
    tool_result: 30%
    retrieval:   20%
    memory:      10%
  when over:
    order: drop oldest observation digests, then lowest-ranked
           retrieval items, then oldest conversation turns
           (replaced by a derived summary, never silently)
  if pinned alone exceeds the budget: raise ContextBudgetExceeded

The last line is the one I care about. If the pinned core does not fit, the design has no safe way to shorten it, and the run should stop and hand off instead of dropping a policy line to make room. A silent drop is the failure that looks like success.

Truncation, summarization and what each loses

When something must shrink, there are two honest options and one tempting one. Truncation cuts: it keeps a prefix, a suffix or the highest-ranked items and discards the rest, and it should say so. The assembler marks a truncated item the same way the tool adapter does in Chapter 5, so the model is told that the text is partial. Summarization replaces text with shorter text, and its cost is subtler: it is a model call (or a rule), it can be wrong, and it destroys information in a way that leaves no visible hole. The tempting option is to do neither deliberately and let a limit elsewhere clip the context wherever it happens to fall.

Summarization needs four rules, because it is a transformation that produces a new, derived item with its own failure modes.


	A summary is a derived item. It carries derived_from pointing at its sources, an as_of timestamp, and a trust level that is the lowest of its inputs. A summary of customer text is customer text. This is how a hijack attempt stays labeled after it was compressed into a neutral-sounding sentence.

	Never summarize what a decision depends on. Order ids, amounts, currencies, approval states, idempotency keys and the identity of the customer are facts the gate and the orchestrator hold in the run store (Chapter 10). They are injected as structured state facts on every step, not carried as prose in a summary where a paraphrase can change a digit.

	The original stays. The full text remains in the run store or the ticket system; only the context carries the short form. Summarization then loses nothing permanently, and a reviewer can compare the two.

	A summary is a proposal. If a model writes it, it can be an ungrounded claim like any other output (F3), so it deserves the same suspicion as any proposal, and the facts above stay outside it for that reason.



Growth over a long run

Context grows because runs do. Each step adds an observation; each turn adds customer text; the retrieved passages of step 3 are still there at step 12. Say a run of 15 steps and a thread of eight turns: unbounded accumulation makes the last step's call several times heavier than the first, and the extra weight is mostly material that stopped mattering.

The assembler handles growth with a policy for how each kind of item ages. Tool observations are replaced by a one-line digest after they have been used, say two steps later, and the full result stays retrievable from the run store by id. Retrieved passages are dropped unless the next step cites them. Conversation turns older than a window are summarized under the rules above, except that turns carrying a decision, such as a customer agreeing to a refund amount, are kept verbatim and flagged by code. The current ticket's first message is pinned, because it states the original request.

The same pattern fits the ops agent, whose investigations are where growth bites hardest: a query_logs result is large, the next call narrows the filter, and the previous result is rarely needed again. There, the run's findings live in state (Chapter 10) and the context carries the findings, not the raw logs. Chapter 12 covers the loop that decides what to do next; this chapter's concern is that the loop does not pay for its own history.

Retrieval: what comes back, and what does not

Retrieval is fetching material from a store to put into the context. For the support agent, the usual case is search_docs: the customer asks about a returns window or a carrier restriction, and the answer lives in a document. Retrieval is where most F3 and F5 failures enter, because it is a deterministic-looking step that returns a ranked list of whatever the store holds, relevant or not.

Hybrid search

Search over text fails in two opposite ways. Keyword matching finds the exact term and misses the document that describes the same thing in different words; semantic matching, which compares meaning through embeddings, finds the neighbor and can miss the exact code or phrase the customer quoted. Hybrid search runs both and fuses their rankings, which usually gives better recall than either, at the price of two indexes to build and keep fresh. I would choose it for a support corpus because customers write in both registers: they quote error codes and carrier names exactly, and they describe problems loosely.

Hybrid search improves what comes back. It does not decide what is good enough to use. That decision is a threshold, and it is the control this section is about.

A relevance threshold, and "no good match"

A search system returns the top k results because that is what it was asked for, whether or not any of them answers the question. If the store has nothing about a customs form for a country Parcelport does not serve, the top three results are still three documents, and the closest one will be about customs forms for somewhere else. Placed in the context, it reads as an answer. The reply will probably be built on it, since a passage that fits the question's shape is the best evidence the context offers.

I would treat "no good match" as a first-class result. A relevance floor says that below a given score the retrieval step returns an empty list and a reason, and the assembler handles the empty list as information: the context says that the corpus was searched and nothing relevant was found. The agent can then answer that it does not have that information, ask a clarifying question, or hand the ticket to a human with escalate_to_human. All three are better than a confident reply built on the nearest weak hit. At the time of writing, Contextator answers "no good match" when nothing clears its relevance floor rather than returning a weak hit; other tools take similar approaches, and the context assembler should treat an empty result as information.

Setting the floor is harder than it sounds, and I do not know the right value for your corpus; it depends on how your scores are produced. A fused rank score, for example, expresses position relative to other results, not an absolute judgment of relevance, so a floor on it may need a separate similarity check or a reranking stage to mean anything. The way to decide is empirical. Take a golden set of real questions with known answers and known non-answers (Chapter 21 describes how to build one), look at the score distribution for each, and place the floor where wrongly returned weak hits and wrongly suppressed good hits cost the least. Both errors are real, and they have different prices. A floor that is too high sends tickets to humans that a document could have answered, and a floor that is too low puts weak evidence in the context.

function retrieveForTask(run):
    query = retrievalQuery(run.task, run.state)             // path A: built by code from the task and state
    result = docs.search(query, limit: 8)                   // hybrid: keyword and meaning, fused
    hits = result.hits
    kept = []
    for each h in hits:
        if h.relevance >= FLOOR and isEffective(h, run.as_of):   // floor calibrated on the golden set
            kept += h                                       // freshness: see the next section
    if kept is empty:
        return [ note("retrieval", "searched docs for the task; no good match",
                      as_of: result.read_at) ]                // read time from the search result; an item, so the context says so
    items = []
    for each h in firstN(kept, 3):
        items += toContextItem(h, source: "retrieval", trust: "untrusted")
    return items

Retrieval reaches the context by two paths, and the design should say which one a given step uses. In path A, shown above, the orchestrator retrieves on its own at assembly time and builds the query from the task and the run state; the model proposes nothing, so it cannot widen the query. Customer text still shapes the task, so this narrows the query and does not isolate it from the ticket. In path B, the model proposes a search_docs call, and the query is an argument the model supplied, as the contract in Chapter 8 defines it: a string with a length limit, on a read tool. The gate validates it like any other call, and the result enters through the same floor, version filter and labels as path A, untrusted and bounded. Path A is the default for a question every ticket of a kind needs answered; path B is for what turns out to be needed mid-run, and its query is as steerable as the text that led to it.

The empty case in the block produces a note, not nothing. Silence is ambiguous: the model cannot tell "search found nothing" from "search was never run", and in the second case it may answer from whatever it absorbed during training, which is the most ungrounded source of all.


Warning: An answer about money, delivery promises or what a customer is entitled to must be grounded in a retrieved or tool-provided source. If the retrieval step returned "no good match" and the draft reply states a policy anyway, the design has a gap between the context and the claim. A check in code after the model answers, such as requiring that a policy claim cite an item id present in the context, is the control; the instruction to cite is only a request (Chapter 4 covers where such checks belong).



Stale content, versions and dates

An internal document can be well written, relevant and wrong. Policies change; the old page stays in the index. This is the F5 half of the chapter, a failure of context over time, and relevance scoring does not catch it: the superseded returns policy scores about as well as the current one, since they say nearly the same thing.

The controls are metadata and a rule. Every document in the index carries a version, an effective-from date and, when it is superseded, an effective-until date, and the retrieval adapter exposes them as the item's version and as_of. The rule in the block above, isEffective, drops documents whose effective period does not cover the date the decision concerns, which is the order date or ticket date for a refund question and not necessarily today. When two versions both pass, the assembler either keeps only the newest, or keeps both with their dates and says so, depending on whether the difference matters to the task. If the metadata is missing, the document gets a low priority and an "undated" marker, and an undated document is not allowed to be the only support for a claim about money.

Provenance also helps at the other end of a run. Facts the model read early have an as_of, and the assembler can compare it with the system of record before a consequential step. If the order was read at step 1 and update_shipping_address is proposed at step 4, the gate's precondition on the parcel's carrier hand-off state is checked against a fresh read of shipping-service, not against anything in the context. This is the pattern in Chapter 10: the context is never the source of truth for anything an effect depends on.

Where retrieval runs

Retrieval can run in the orchestrator, as the block above does, or in front of the model. At the time of writing, RAGmux, a model gateway, can run retrieval itself and inject the passages before the model call; other tools take similar approaches, and the point is where in the path the passages are chosen. The pattern matters more than the product: when passages are chosen and injected by something other than the assembler, the assembler cannot label them, cannot count their cost against the budget and cannot write them into its manifest, and passages injected into a privileged position of the context arrive with more authority than a retrieval result deserves.

I would prefer retrieval in the orchestrator for an agent that acts, because that is where provenance, the floor, the version check and the record all already live. A gateway that retrieves can make sense for a simple question-and-answer endpoint with no tools and no effects, where the cost of a weak hit is a wrong paragraph and not a wrong action. If you use it for an agent, then the gateway's injections need to be part of the assembly record some other way, and whatever the gateway injects should be labeled untrusted in the design, in any slot.

Memory and the other sources

The remaining source in the table is memory, which Chapter 11 owns. For this chapter, the rule is about its entry into the context: a memory item enters like any other, with provenance, a trust label, a priority and a cost, and under its own allowance, so a long list of old notes cannot crowd out the ticket. Memory that cannot name where it came from and when it was written does not get assembled. What memory contains and who may write it are Chapter 11's questions.

The same discipline covers anything an MCP server offers (Chapter 8): its output arrives as an item of source tool_result or retrieval, labeled untrusted with the server in its origin, and counts against the same budget.

Assembly as a pipeline

The diagram shows one assembly. Follow the sources on the left into the assembler, then notice the two outputs: the context the model sees, and the manifest that goes to the record. The refusal path at the bottom is the one a hurried design leaves out.
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Two properties of the pipeline are worth stating. It is deterministic: the same run state and the same source versions produce the same context, which is what makes a past call reproducible. Assembly only reads. A summary is produced by a separate step, which may be a model call, and is stored in the run store as a derived item; assembly picks up the stored summary and never creates one, so the model call stays outside the deterministic part. The summarizing step runs after a turn and before the next assembly; if no stored summary exists yet when the budget is exceeded, assembly falls back to marked truncation and records it, and does not summarize on the spot. And it has no branch in which the model chooses what it sees. The model proposes tool calls, and a retrieval call is one of them if you let it, but what enters the context from that call passes through the same labels and the same floor.

Recording what the model saw

When a refund is disputed or a reply cites a policy that no longer exists, the first question in the review is what the model was shown. If the answer is "the system prompt as of today, plus probably the thread", the design has an F8 (unobserved behavior) problem in its Context part. Chapter 20 owns the trace shape; this chapter owns what the assembler contributes to it.

I would record at two levels. The manifest is small and always written: for each step, the ordered list of item ids with source, origin, version, as_of, trust, cost and a content hash, plus the items that were dropped and the rule that dropped them. The manifest answers "what did it see, and what did it not". The rendered context is the exact text sent. It is larger and it holds customer text, so it is written under the retention and redaction rules of the trace pipeline, perhaps for sampled runs and for any run that ends in a hand-off or a refusal. Because assembly is deterministic, the manifest plus the content of the referenced items is enough to rebuild the rendered context for as long as the sources keep their versions; the full text is what you keep when they do not.

Recording has a cost, and the cost is mostly data volume and exposure. A context store is a second copy of customer data. Do not make it a place where personally identifiable information (PII) lives longer than it needs to; that is the reason to store hashes and ids by default and full text by exception.

The cleanest PII is the PII that was never assembled

The assembler is also the last point at which PII can be kept out of the context. PII enters the support agent's context in three ways: the ticket text, a profile lookup that returns more fields than the task needs, and the model's own proposed replies, which echo what they were shown. Chapter 17 owns the controls. For assembly the preference is simple to state and has a cost: if a field is not needed to reach the correct proposal, it does not enter the context at all.

In practice that means tool adapters return projections, as Chapter 5 shows, and the assembler does not pass through fields that the task's definition does not list. A reply that must greet the customer by name can carry a placeholder that code fills when it sends, so the model never sees the name. The price is that some replies sound a little more templated and some tasks need a field after all. Those are decisions to make per task and write down, because the alternative is that each new field in a service's response silently enters the context on the day it is added.

Parcelport: the delayed-parcel ticket

Return to the ticket from the opening and walk the assembler through it, with every number hypothetical.

The orchestrator creates the run and writes state facts from the run store: ticket id, customer id, the order id linked to the ticket, refund_ceiling as a policy fact, and a status line saying no refund exists for this ticket and order. These items are pinned. The system instruction and the policy digest, versioned, are pinned as well.

The ticket thread has seven entries: the four earlier messages, the forwarded notice, the colleague's reply and the customer's latest message, which asks for the refund. The assembler keeps the first entry, the last two and the forwarded notice verbatim and replaces the remaining three with a derived summary, untrusted because its sources are, and the manifest records the replacement.

The forwarded carrier notice contains a sentence that reads like a directive to the next system that processes it. The assembler does not detect it. It renders the notice in an untrusted block with its origin, and the gate treats any later argument that traces to this block under the taint rules of Chapter 16. The context gives the control something to work with; it is not the control.

At step 1 the support agent proposes lookup_order; the observation comes back shaped as in Chapter 5, with the free-text delivery note truncated and marked, and the order's delivery status reads "label created". At step 2 the model proposes search_docs for the returns window (path B). Two versions of the returns policy come back; the superseded one is dropped because its effective period ended before the order date, and the current one enters with its version and as_of.

At step 4 the customer asks for an address change and the support agent proposes update_shipping_address. The order was read at step 1 with the parcel still at "label created"; the gate's precondition reads shipping-service fresh and finds the parcel handed to the carrier. The call is refused and the refusal returns as an observation. The context held an old fact, and what caught it was a check against the system of record.

At step 9 the customer asks about a customs form for a destination Parcelport does not serve. Nothing clears the floor, so the assembler inserts a note that the docs were searched and nothing relevant was found. The model proposes escalate_to_human with a summary, and Sam receives a ticket that says what was and was not found, where a weaker design would have sent a reply built on the nearest wrong document. The run ends there: handed_off is terminal (Chapter 10), and whatever happens next is a person's work or a new run.

Trade-offs and costs

Assembly as code is more work than appending. Every source needs an adapter that supplies origin, as_of, version and cost, and every adapter needs tests. The first cost is engineering time, and it is paid mostly once; the ongoing cost is that a new source or a new field is a change to the assembly policy and not an edit to a prompt, which means review and a deploy. That is a feature for the platform team and a drag for someone who wants to try an idea this afternoon. A reasonable compromise is a fast path for experiments in a non-production configuration, never in the production assembler.

Budgets and floors cost answers. A threshold sends some tickets to humans that a document could have answered, and every escalation is a minute of Sam's team's time. A tight allowance for user text cuts history the model might have used. Summaries drop detail. None of these costs can be zero, and none is visible unless you measure it: the golden set should include cases that test whether the floor suppressed a good document and whether a summary dropped a decisive sentence (Chapter 21).

Provenance, manifests and recorded contexts cost storage and, more seriously, create a store of customer data that someone must govern. The more complete the record, the more careful its retention has to be. Teams sometimes reduce the problem by recording everything and reading nothing, which is the theater version: a log nobody reads, in this case a context archive nobody reconstructs from. If you cannot say who will open the manifest and for what question, start with the manifest and sampled full text.

When not to use all of this. A single-turn assistant with no tools, a small fixed corpus and no effect on money can run with a much simpler assembler: a fixed prompt, a single retrieval call, a floor and a record. The pinned core, the allowances and the derived-item rules matter once the run has several steps, several sources of different trust, or a tool that changes something. I would not build the full pipeline for a read-only question-and-answer endpoint, and I would not run a support agent with a refund tool on the simple version.

Where this breaks. The assembler cannot make the model read what it was given, and it cannot establish whether a document is true; it can only say where the document came from and how old it is. A document that is current and incorrect is an editorial problem, not an assembly one. And an adversary who controls text inside a trusted source, such as an internal wiki page that anyone can edit, has moved the trust boundary; the label on the item is then wrong, and the control is on who may write to that source. Chapter 16 picks up the cases where the data itself is the attack.

Common mistakes


	Treating the context as a transcript. Appending every message, observation and passage is the easiest thing to build, and it feels like completeness. It makes cost and noise grow with the run, and when a limit finally bites it clips wherever it falls, possibly through the policy digest. Assemble from sources under a policy at every step, give each source an allowance, pin the core, and hand off when the core does not fit.

	Summarizing the facts a decision depends on. A summary reads well and can change a digit or lose a currency. Keep ids, amounts, approval states and keys in structured state facts outside any summary, keep the original retrievable, and prefer a marked truncation where a dropped sentence could change a decision.

	Returning top-k with no floor and no versions. Always returning something makes "no good match" impossible to express, and relevance scoring cannot tell the current policy from a superseded one. Set a floor calibrated on a golden set, turn an empty result into a note, and filter on version and effective date for the date the decision concerns.

	Relying on a rendered label as the control. Telling the model that a block is untrusted lowers the rate of F4 and does not stop it. Keep trust and origin as fields that travel with values, so the gate can act on them (Chapter 16).

	Letting content enter where the assembler cannot see it. Passages injected by a layer in front of the model, or a new field a service starts returning, change what the model sees without anyone choosing it. Bring injected output into the assembly record as untrusted, and project tool results to a listed set of fields.



Key takeaways


	Context is the output of deterministic assembly code that selects, labels, bounds, orders and records items, and it should be rebuilt for each step and not accumulated.

	Every context item carries provenance and a trust level as fields in code, because a label rendered in text is a request to the model and a field that travels with the value is a control the gate can use.

	The budget is a written policy with per-source allowances and a pinned core, and when the core does not fit, the run hands off and does not drop a policy line.

	Summaries are derived items with sources, a timestamp and the lowest trust of their inputs, and facts that a decision depends on are never carried inside them.

	Retrieval needs a relevance floor so that "no good match" is a real result, and an empty result enters the context as information, since a weak hit presented as evidence is how F3 is built.

	Documents and facts need versions and as_of dates so that stale content (F5) can be filtered, and anything an effect depends on is re-read from the system of record before the effect.

	The assembler writes a manifest of what the model saw and what was dropped, so that an incident review can answer the first question, and it keeps PII out of the context by default, with the details in Chapters 17 and 20.



Chapter 9 decided what the model sees at one step. It has not said where the facts of the run live between steps, what happens when the process dies at step 7 or a human takes three hours to approve, or how two runs avoid acting on the same ticket at once. That is state, and Chapter 10 builds it outside the context, in the run store.




Chapter 10 — State

Consider an ops agent at Parcelport partway through an investigation that is about to outlive the process running it. An alert has fired for deploy-service and the agent has taken it on. Over fourteen steps it reads logs, pulls two traces, compares error rates before and after the last deployment, and finds that the new version is the likely cause. At step 15 it proposes request_rollback. Policy requires approval for that call, so the run is suspended and Robin, the on-call SRE, gets a request.

Robin is in the middle of another incident and answers two hours later, inside the approval's expiry. In those two hours the platform team shipped a routine release of the orchestrator, and every worker process restarted. The run is still in the approval queue, but no running process knows what it was doing. A worker picks it up and has to decide what to do with a half-finished investigation.

Suppose the worker takes the easy path and starts the run again from the alert. The model reads the same logs, produces the same conclusion, and proposes the rollback a second time. Or suppose the worker replays the old transcript, and the model, given a history in which a rollback was proposed, produces a sentence saying that it was started. Neither is a good place to be. What should a run keep outside the model, so that it survives a restart, a long wait and a second worker?

This chapter belongs to two parts of the control envelope. For what the run knows about itself it is Context: what does the model see, and where did it come from? For what remains after each step it is Record: what evidence is left, and can the system act on it? Run state is the place where those two meet.

The problem, and why it is hard

A run is a long-lived thing wearing the clothes of a single call. It may wait for a human for hours, outlive the process that started it, be resumed by another worker, and be cancelled by someone who never saw it start. A design that keeps the run's progress in the model's context, or only inside one worker process, has nothing to resume from when any of these happens.

Three failure classes come out of this. F5 (runaway loop or stale context) appears when a resumed run acts on facts it read before the wait: an address read at step 2 and changed at step 9, or a deployment version read before someone else rolled it back. F6 (silent partial failure) appears when a step that already had an effect is repeated, or when a run is marked complete with an intent that never got an outcome. F8 (unobserved behavior) appears when a run dies and nobody can say how far it got.

The obvious approach is to treat the conversation as the state. The transcript is already there, it is ordered, and the model can read it. That does not work, for reasons that are structural and not about quality. A transcript is a narrative written for the model, and it is trimmed, summarized and reordered by context assembly (Chapter 9). It carries the model's own claims next to the facts, so it cannot tell which is which. It does not hold what the orchestrator needs most: the idempotency key of a call, the status of an approval, the lease on the run. And replaying it does not restore a world; it asks the model to propose again, and a proposal made on the second reading is a new proposal, free to differ from the first.

The model's recollection fares no better. Asked whether the rollback was already started, it produces a sentence, and a sentence is a claim, and a wrong one is an F3 (ungrounded claim) about the run's own history.

This is an engineering question and not a prompt question. A line in the prompt that says "do not repeat actions you have already taken" is a request to a component that, after a restart, may not have the history in front of it. The control is a durable record that the orchestrator reads, a state machine that only code can move, and checks that run before every effect. The model is shown a view of that state; it never owns it.

State, context and memory, kept apart

Chapter 1 defined state as the facts about one run, kept by the orchestrator in the run store. It is worth drawing the lines now, because the confusion between the four things in the table is the root of most designs that fail to resume.




	Thing
	What it is
	Who writes it
	Lifetime
	Authority




	State
	Facts about this run: steps, verdicts, intents, effects, approvals, status
	The orchestrator
	The run, plus a retention period
	The source of truth for the run's own history



	Context
	What the model sees for one call, assembled for that call
	The orchestrator, from state and other sources
	One step
	None; it is a view



	Transcript
	A readable rendering of the exchange
	A by-product
	Often the same as state
	None; it is lossy



	Memory
	Information kept across runs that may shape later context (Chapter 11)
	A write policy, not the run
	Beyond the run
	Advisory, never the truth about this run




Two rules follow. Context is derived from state at every step; it is never the place where state lives. And state is never the place where memory lives: a fact about the world that should outlive the run is a memory write, with its own policy, and a fact about the run that no later run needs is state that expires with the run.

This also tells you how to resume. A resumed run does not replay the transcript into the model. It loads the state, re-reads what could have changed, and assembles a fresh context from them. The history the model sees is a rendering of the run store, and it can say things the transcript never could: "step 15 proposed request_rollback; the verdict was needs approval; the approval has been pending since 09:14."

The run store: what a run leaves behind

The run store is a durable store owned by the orchestrator. It is a separate system from the services the agents act on, from the approval service and from the trace pipeline, and the rest of the chapter depends on remembering that no transaction spans them. The notation below is illustrative. It lists what one run record holds and, more important, who writes each field.

run
  id, kind                       // assigned by the orchestrator
  subject                        // what the run is about: a ticket, an alert
    key: "alert:alt-0193"        // assigned by the trigger, not by the model
  status                         // one of the states below; written only by transition()
  version                        // integer, increases on every write
  lease: { owner, until, fence } // which worker may act now
  deadline                       // absolute time after which the run stops
  cancel_requested, cancel_reason // set by a human or a system
  resume_condition               // set when a run is parked at a checkpoint until a window resets or a breaker closes (Chapter 13); otherwise none
  pending_proposal               // a proposal that passed the gate or was approved, not yet applied
  bound_counters                 // steps, retries, spend so far (Chapter 13)
  steps: list of
    { n, context_ref, proposal, verdict, intent, effect, observation }
  approvals: list of
    { approval_id, call_hash, status, decided_by, decided_at, expires_at }
  calls: list of
    { call_id, tool, proposal, idempotency_key, intent_at, status }   // status as in Chapter 5
  facts: list of
    { name, value, read_at, source }             // world facts, each stamped
  schema_version, policy_version

Several choices are worth stating. Steps are appended, not edited, so the run store works as a log and a reviewer can read the order of events. The facts list stamps every world fact with the time it was read and where it came from, which is what lets a resumed run ask "how old is this?" instead of assuming. The call_hash in an approval binds it to one exact call, and Chapter 15 owns how that binding is built. The record has no secrets and no credentials, and it holds as little personally identifiable information (PII) as the tools allow; tool results that carry PII are stored under the redaction rules of Chapter 17.

The run store is also the source for the Record part. The trace pipeline (Chapter 20) shows timing and structure across components, but the run store is where the orchestrator's own claim about what happened sits, in an order it controls. When the two disagree, the disagreement is a finding.

The run as a state machine

A run has a status, and the status is one of a small set. Look at the diagram for the paths that end a run, and at what is missing: there is no arrow from a terminal state to anywhere, and no arrow from awaiting_approval straight to done.
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A run has seven states. handed_off is separate from failed because the hand-off is neither a breakdown nor a finish: it is the state in which a person owns the outcome, with the run's record attached. Several controls in this book end there: a bound that tripped (Chapter 13), an approval nobody answered (Chapter 15), an intent that could not be resolved. Folding it into failed would hide the difference between "the system broke" and "the system asked a human, as designed". The canonical name for a finished run is done, as in the loop sketched in Chapter 1.

The valid transitions live in code, in one function, and nothing else writes the status.

allowed = {
    pending:           ["running", "cancelled"],
    running:           ["running", "awaiting_approval", "done",
                        "failed", "cancelled", "handed_off"],
    awaiting_approval: ["running", "cancelled", "handed_off"],
    done: [], failed: [], cancelled: [], handed_off: []
}

function transition(run, to, cause):
    if to not in allowed[run.status]:
        raise InvalidTransition
    if to == "done" and openIntents(run) is not empty:
        raise InvalidTransition            // no "done" with an intent that has no outcome (F6)
    open_ids = openIntents(run).ids        // "failed" and "handed_off" may close with an open intent,
                                           // but never silently: the ids travel in the closing event
    // one conditional write in the run store: status, event and version together
    ok = runStore.update(run.id, status: to, expected_version: run.version,
                         event: { from: run.status, to: to, cause: cause,
                                    open_intent_ids: open_ids })
    if not ok:
        raise StaleRun                     // another writer moved this run; reload, do not retry blindly

Three properties matter here. The model cannot propose a transition: a final answer is a proposal, and the orchestrator turns it into done only if the invariant holds. In the loop of Chapter 1 the line run.status = "done" is, here, transition(run, "done", "final answer"); when it raises InvalidTransition because an intent is open, the run resolves the intent or hands off, and the customer or the on-call engineer never sees a finished run that is not one. The conditional write on version means that two writers cannot both move the same run, and the loser learns it. And the invariant on open intents turns the guard against F6 from a convention into something the code refuses to violate. Only done is refused: a run that fails or hands off because an intent could not be resolved is a legitimate path, so those transitions are allowed to close with an open intent, and the event names it. The open intent then stays visible to the sweep below instead of disappearing with the run. The write is one write in one system, so the status, the event and the version change together; that is the only kind of atomicity the run store offers, and the design asks for no other.

Terminal states are terminal. A person who wants to continue a handed-off investigation starts a new run on the same subject, which carries a reference to the old one. That is a deliberate cost: it keeps every run's history closed and readable, at the price of a new run for a continuation.

Checkpoint and resume

A checkpoint is a saved point in a run from which it can resume. In this design, a checkpoint is not a snapshot of anything inside the model, and it is not a copy of the transcript. It is the last committed step boundary in the run store: the steps appended so far, the status, the open calls and the stamped facts. Because the orchestrator writes the intent before an effect and the outcome after it, every step boundary is a checkpoint, and no separate save is needed.

The useful way to think about resume is to ask where the process could have stopped. The table lists the stopping points for a call with an effect, and what the run store looks like at each.




	The process stopped
	The run store holds
	The world holds
	Resume does




	Before the proposal was recorded
	Nothing for this step
	Nothing
	Assembles context and proposes again; nothing is repeated



	After the verdict, before the intent
	The proposal as pending_proposal
	Nothing
	Sends the proposal back through the gate; if it allows, records the intent and applies the call



	After the intent, before the effect
	An intent with no outcome
	Possibly nothing, possibly the effect
	Queries the target by key; if it reports no effect, records "not applied" and re-gates the proposal; if it cannot answer, hands off



	After the effect, before the outcome
	An intent with no outcome
	The effect
	Queries the target by key and records the outcome it reports; if it cannot answer, hands off



	After the outcome
	The intent and the outcome
	The effect
	Continues with the next step



	Waiting for approval, then a decision
	pending_proposal and an approval
	Nothing
	Sends the proposal back through the gate with the stored approval, as in row two




The second row exists because the step writes it: after an allow verdict the orchestrator stores the call as pending_proposal, and the intent write that follows clears it, so the field is non-empty only in the gap between the two. If the process dies before that write, the run behaves as in the first row and the model proposes again, which is safe.

The two middle rows are the dangerous ones, and they look identical from the run store: an intent with no outcome. This is the reason the recovery step does not guess. It asks the target system what happened, using the idempotency key, and it treats "unknown" as a state to hand to a person and not as permission to try again. The key is the backstop and not the plan: because the runtime derived it from identifiers it assigned, the alert from the trigger and the intent from the orchestrator (Chapter 6), a repeated call returns the first result instead of acting twice, even if a new step proposed a different deployment_id. A stale deployment_id is refused by the precondition on the active deployment; one that has become active since is caught by the key.

function resumeRun(runId, worker):
    run = acquireLease(runId, worker)            // fails if another worker holds a live lease
    for each call in openIntents(run):
        found = queryEffectStatus(call)          // asks the target system, using the call's key
        if not found.known:
            return handOff(run, "intent unresolved")   // no retry, no new proposal
        record(run, "effect", found.result)      // closes the gap the stop left
        if found.result.status == "not_applied":
            run.pending_proposal = call.proposal // goes back through the gate below
    refreshContracts(run)                        // tool definitions and policy version, as of now
    run.facts = rereadFacts(run)                 // stored facts are history, not the present
    transition(run, "running", "resumed")
    if run.pending_proposal is not none:
        verdict = gate.check(run, run.pending_proposal)   // current facts, policy and stored approval
        run.pending_proposal = none
        if verdict.kind == "allow":
            executeCall(run, verdict.call)       // intent, effect, outcome; the key is unchanged
        else:
            addObservation(run, verdict)         // a refusal or a new approval request, seen by the model
    return runAgent(run)                         // context is rebuilt from state, not replayed

Read what the block does not do. It does not trust that the run is where it was left: facts are read again, and a contract that changed during the wait is picked up (Chapter 6 explains why the gate always uses the current contract). It does not replay the transcript. It resolves open intents before the model proposes anything, because a model proposing on top of an unresolved effect is how a rollback gets requested twice. And it does not apply a stored verdict: a verdict is a statement about the facts of the moment it was made.

The same procedure covers the three events from the opening. A crash is a process stopping at one of the rows above. A long approval is a run in awaiting_approval that holds no worker at all; when the decision arrives, the proposal bound to the approval is stored as pending_proposal, the run moves back to running, and the next worker calls resumeRun. That answers the opening: Robin's approval is not lost and the model is not asked to guess the call again, because the exact call, with its key, is applied through the gate once the gate agrees. A deploy of the orchestrator is a crash for every run in flight at once, which is why resume has to work as a routine path and not as a rare repair.

An approval that was right at 09:14 may describe a rollback of a version that is no longer the one running at 11:20. In that case the gate refuses, the refusal returns to the model as an observation, and Robin's decision stays recorded as what it was: a decision about a call that is no longer the call.

Long runs, deadlines and cancellation

Every wait needs a deadline, and every deadline needs a destination. A run has an overall deadline, an approval has an expiry (Chapter 15 owns what an approval means; here it is only the clock), and a worker's lease has an end. When a clock runs out, the answer is a transition: an expired approval moves the run to handed_off with the pending proposal attached, so a person sees what was asked and why. I would not move it to failed, since nothing failed, and I would not leave it waiting, since an unbounded wait is an unbounded lock on the subject (see the next section).

The numbers are yours to set, and I do not know them for your system. They depend on how long your slowest legitimate investigation takes, how quickly a human approval is realistically answered, and what the wait costs. Say, a run deadline of eight hours and an approval expiry of three hours. What matters is that the two numbers exist and are written next to the idempotency key retention from Chapter 6: the retention floor is the run deadline plus the longest approval wait plus the interval of the sweep described below. A key that expires before the longest run can end offers false comfort.

Cancellation has two parts, and mixing them up is a common trap. Requesting a cancel is a write to the run: cancel_requested is set by a person, a system or a bound. Honoring it happens at the next step boundary, where the orchestrator checks the flag before the model is called again.

function runAgent(run):
    while run.status == "running":
        if clock.now() > run.deadline:
            return handOff(run, "deadline passed")
        if run.cancel_requested:
            resolveOpenIntents(run)              // an effect in flight is resolved, never abandoned
            return transition(run, "cancelled", run.cancel_reason)
        try:
            bound.check(run)
            runStep(run)
        on BoundExceeded:
            record(run, "stopped", run.bound_reason)   // the record says why the run stopped
            return handOff(run, "bound exceeded")
    return run

function requestCancel(run, reason):
    runStore.setFlag(run.id, cancel_requested: true, cancel_reason: reason)
    if run.status == "awaiting_approval":      // no loop is running to notice the flag
        invalidateApprovals(run)               // a later decision cannot apply the call
        run.pending_proposal = none
        transition(run, "cancelled", reason)

A run suspended for approval is not inside the loop, so requestCancel moves it directly and voids the pending approval; otherwise a decision that arrives after the cancel could still resume the run and apply the call.

Cancelling does not undo anything. An effect that already happened stays, and a cancelled run with an open intent is still reconciled before it closes. If something should be reversed, that is a compensating action, which is a new proposal that goes through the gate like any other, with its own approval if policy says so. A cancel button that silently promises "everything is rolled back" would be a claim the system cannot keep, so the status shows what is true: cancelled, with the list of effects that had already landed.

Concurrency: leases and locks

Two kinds of concurrency show up in practice, and they need different controls. The first is two workers touching the same run: after a restart, a slow worker and a fresh one may both believe the run is theirs. The second is two runs touching the same subject: two alerts for the same service, or two tickets from the same customer about the same order.

For the first, a lease says which worker may act on a run for a bounded time. A worker claims it with a conditional write, renews it while it works, and loses it when it stops renewing. Each claim increases a counter, the fence, and the worker sends the fence with its effects so that a target that checks it can refuse the older holder. A worker that was stalled by a long garbage-collection pause or a network partition wakes up, still believing it holds the lease, and its writes to the run store fail on the version check. Its effects to a service are protected only if the service honors the fence or the idempotency key, and I would say plainly that the lease alone narrows the window and does not close it.

function acquireLease(runId, worker):
    lease = runStore.claim(runId, owner: worker, until: clock.now() + leaseSeconds,
                           where: leaseIsFreeOrExpired)    // a single conditional write
    if lease is none:
        raise LeaseHeld
    return lease                                           // lease.fence grows on every claim

function startRun(subject, kind):
    run = runStore.createIfNoActive(subject.key, kind)     // unique on subject key among non-terminal runs
    if run is none:
        return { outcome: "attached", run: activeRunFor(subject.key) }
    return { outcome: "created", run: run }

For the second, the rule is one active run per subject, enforced by a uniqueness constraint in the run store and not by a check in application code that two workers can pass at the same time. The second request for the same subject attaches to the first run, or is queued behind it, or is refused with the id of the run that holds the subject. Which of those is right depends on the task: a second customer message on the same ticket probably should be added to the running investigation, and a second alert for the same service probably should be linked to it. The subject key comes from the trigger (the ticket, the alert), never from the model, for the same reason idempotency keys do not: a key the model could vary is not a lock.




	Level
	What it prevents
	Where it is enforced
	What it does not cover




	Lease on the run
	Two workers acting on one run
	Conditional write in the run store
	An effect already in flight to a service that ignores the fence



	Lock on the subject
	Two runs on one ticket or alert
	Uniqueness in the run store
	Two different subjects that touch the same service



	Precondition at the gate
	Two rollback requests for one service
	The gate, reading the service's own state
	Anything the service does not expose



	Idempotency key
	The same intent applied twice
	The tool or service
	A different intent for the same effect




The third row covers a case the subject lock cannot: two alerts for the same service arrive in two runs, and both propose a rollback. No subject key links them. The gate checks preconditions against deploy-service, which is the truth about deployments: the deployment is still the active one for its service, and no rollback is already in progress for it. The run store records what the orchestrator did; it is not an authority on what deploy-service is doing. The contract from Chapter 6 shows where those lines sit (excerpt, numbers illustrative).

tool request_rollback                   // as in Chapter 6; excerpt
  input schema:
    required: [deployment_id, summary]
    properties:
      deployment_id: { type: string }
      summary:       { type: string, maxLength: 500 }
  effect class: reversible write
  preconditions:                        // checked by the gate at the moment of the effect
    - deployment is the active one for its service, as reported by deploy-service
    - a previous version exists to roll back to
    - no rollback is already in progress for this deployment
  idempotency: key = hash(alert_id, rollback_intent_id)
    // alert_id comes from the run's trigger (the subject key), so the runtime assigns it;
    // deployment_id is a model-supplied field, so it stays in the preconditions and out of the key
  permissions: scope "deploy:rollback", approval by on-call required


Warning: An idempotency key built from the run id is a different key in every second run for the same target, and one built from the step id changes whenever a rebuilt loop numbers its steps differently. The repeat then acts twice. Chapter 6 owns the construction: keys come from identifiers the runtime assigns to the target and the intent, so that a resume and a retry map to the same key.



A lock that is held while a run waits for a human has a cost, and it is easy to overlook. A run in awaiting_approval holds no worker, but it still holds its subject, so a second alert for the same service is blocked behind an approval that may take up to its three-hour expiry. I would give the lock the same expiry as the approval and let a human break it from the queue. The alternative, releasing the subject while the run waits, lets a second run propose the same rollback in the meantime, and the gate and the key then become the only protection. For irreversible writes I would keep the lock; for a read-only investigation I would release it.

Re-reading the world, and the reconciliation sweep

The orchestrator keeps two kinds of fact, and they have different authority. Facts about the run's own history (what was proposed, what was applied, what was approved) are authoritative in the run store, because the orchestrator wrote them in order. Facts about the world (the deployment version, the order status, the address on the shipment) are authoritative in the system that owns them, and the run store holds only a stamped copy: a value, a time and a source.

The rule that follows is to read before acting. Before an effect that depends on a world fact, the gate reads the fact again, as the contract above shows, and compares it with what the proposal assumed. On resume, the orchestrator reads again everything it will put in front of the model, and marks anything it could not refresh as stale, with its age, in the context (Chapter 9 covers how the label appears). This turns F5 from a surprise into a refusal: a rollback built on a version that has since changed fails at the gate with precondition_failed, and the model sees why.

The model's recollection of facts has no authority at all. If a run's summary says "the flag is already off", the orchestrator does not act on the summary. It reads the flag.

The second half of this section answers a promise made three times in earlier chapters. Intents with no outcome, outcomes with no reply, runs marked complete with open intents: Chapters 3, 5 and 6 each said that a reconciliation job catches what the run itself did not. This is that job, and it is the one component that watches the run store from outside the run.

function reconcileSweep(now):
    // active runs are always scanned; only finished runs are limited to a recent window
    candidates = runStore.runsInStates(["running", "awaiting_approval"])
               + runStore.runsInStates(["done", "failed", "handed_off"], since: now - sweepWindow)
    for each run in candidates:
        for each call in openIntents(run):
            if now - call.intent_at > staleAfter:
                finding(run, "intent_without_outcome", call)       // resolve by status query, else a person
        if run.status == "done" and openIntents(run) is not empty:
            finding(run, "done_with_open_intent", run.id)          // the invariant broke; this is a bug
        if run.status in ["failed", "handed_off"] and openIntents(run) is not empty:
            finding(run, "terminal_with_open_intent", run.id)      // status query; a new outcome record on the run, else a person
        if run.status == "running" and run.lease.until < now
           and (run.resume_condition is none or run.deadline < now):   // a parked run waits for a reset or a closed breaker (Chapter 13), but only until its deadline
            finding(run, "orphaned_run", run.id)                   // resume it
        if run.status == "awaiting_approval"
           and any approval in run.approvals where approval.status == "pending"
                                                and approval.expires_at < now:
            finding(run, "expired_approval", run.id)               // move to handed_off
    heartbeat("reconcile_sweep", now)                              // a missing heartbeat is itself an alert

Each finding is either resolved by a status query and a recorded outcome, or placed in a queue for a person with the recorded intent attached. The sweep looks at one direction only: from the run store to the world. The opposite direction, an effect in a downstream service that no intent in any run explains, needs the service to expose its recent changes by key, and where it does, I would add it, since it is the check that catches an effect applied by a path that bypassed the orchestrator. Where the service does not expose it, say so in the runbook instead of pretending the check exists. At Parcelport this matters most for issue_refund: when the call to payments-service times out, it ends as outcome_unknown, and the sweep resolves it by asking payments-service for the refund by its key, or sends it to a person with the intent attached.

The sweep is a small system with an owner. It needs read access to several services, a threshold someone tuned, and someone paged when it finds something or stops running. A sweep nobody monitors is theater: it produces findings that sit in a table. Chapter 20 covers the metrics and alerts built on these findings, and Chapter 23 covers what a person does with a finding that turns out to be an incident.

Trade-offs and costs

Durable state costs a write at every step and two writes around every effect. For a read the intent write is overhead, and I would skip it and keep the outcome. For writes and external side effects I think the cost is worth it, since it is the cost of knowing what happened.

The run store becomes a dependency that the whole fleet shares. If it is unavailable, I would fail closed for effects: a run that cannot record an intent does not apply the effect, because an effect with no intent is the F8 case. Reads can continue for a time. The availability of the run store therefore sets a ceiling on the availability of everything that writes, and the platform team has to treat it like the production database it is.

The state machine is rigid on purpose, and rigidity has a price. Adding a state is a migration: runs in flight under the old definition must still resolve. A schema version and a policy version on every run make that tractable, but someone has to decide what a resumed run does when its schema is older than the code. The cheapest answer, to hand off any run whose schema version the current code cannot read, is also the safest; it costs a human review on the day of the deploy.

Leases and locks add operational surface. Lease times that are too short make healthy workers lose runs; times that are too long leave a dead worker's run stuck. The subject lock makes people wait, and a lock held across an approval needs an owner who can break it. I do not know the right numbers; start from the longest legitimate step for the lease and from the realistic approval response time for the lock, measure the stuck runs, and adjust.

Retention is a cost with two sides. State that lives long enough to cover idempotency keys and incident reviews also holds tool results, which may contain PII, so the run store is a store of sensitive data and has to follow the minimization rules of Chapter 17.

When not to use all of this: a single-shot read-only task, such as answering a question from docs, has no effect to protect, and a run that is cheap to restart can restart. A log of what happened is enough, and a lease and a lock would be machinery without a failure to prevent. The weight of this chapter should follow the effect classes the agent can reach: the more of them are writes, the more the run store earns its place.

Common mistakes


	Treating the transcript as the state, and resuming by replaying it. It is tempting because it is already ordered and the model can read it. It is lossy, trimmed and full of the model's own claims, and replaying it asks for a new proposal on top of an unresolved effect. Store state in the run store, resolve open intents, then render a fresh context.

	A free-form status field that any code path writes. It is quick, and it ends with runs in states nobody defined, including done with an intent that has no outcome. Route every change through one transition function with a version check, and let it refuse that case.

	Building idempotency keys from run or step identifiers. They are at hand and unique. They change on a second run and on a rebuilt loop, which is exactly when the key is needed. Derive keys from identifiers the runtime assigns to the target and the intent.

	A lease with no fence and no version check. Heartbeats seem to be enough. A paused worker wakes up and writes. Conditional writes in the run store and fences toward the services narrow the window.

	Cancel as killing the process. It is easy to build. It leaves intents with no outcome and a status that says nothing. Cancel is a flag honored at a step boundary, followed by reconciliation.

	Building the sweep and not owning it. The job exists, so the box is ticked. Without a threshold, a heartbeat and an on-call owner, its findings are a table nobody reads.



Key takeaways


	Run state belongs in a durable run store owned by the orchestrator, and the model's context is a view rendered from it at each step, never the place where state lives.

	A run is a state machine whose valid transitions are written in code, applied by one function with a version check, and unreachable by the model; a final answer is a proposal the orchestrator maps to done only when no intent is open.

	Resume rebuilds context from state instead of replaying a transcript: it takes the lease, resolves open intents by asking the target system by key, re-reads facts and contracts, and only then lets the model propose.

	Every wait has a deadline and every deadline has a destination, so an expired approval moves the run to a hand-off with the pending proposal attached, and cancel is a flag honored at a step boundary, never an undo.

	Concurrency needs controls at several levels: a lease and a version check for the run, a uniqueness constraint for the subject, a gate precondition for the service, and an idempotency key as the backstop.

	The model's recollection of what happened has no authority; history is read from the run store and world facts from the systems that own them, before every effect that depends on them.

	A reconciliation sweep with an owner and a heartbeat is how the gaps between separate systems become visible, since no transaction spans the run store, the services and the approval service.



State keeps a run honest about its own past, but it forgets by design: when the run ends, so does what it learned. Chapter 11 turns to the opposite question, which is what a later run may be allowed to inherit, and why that is a far riskier thing to write down.




Chapter 11 — Memory

Imagine a Parcelport team that adds a feature in its second month: the support agent should "get to know" customers. After each ticket the model writes a short note, the orchestrator stores it, and the next ticket from the same customer starts with the notes in context. Customers like it. Replies stop asking for the same details twice.

Now picture one note in that store. A customer, cus-0042, forwarded an email thread from a courier to the ticket. Somewhere in the thread was a line that read like an instruction about how this account should be handled, and the model's note-writing step summarized the thread, including that line, as a fact about the customer: "handled with priority, refunds pre-approved". Nobody reviewed the note. It was in the customer's own scope, it had no expiry, and it looked like every other note. Three weeks later a different run for cus-0042 reads it, the model proposes a refund that a careful reading of the policy would not support, and the note is in the context of the proposal that went to the gate. The gate holds, because the gate does not read notes. But a reviewer asks how a sentence got from one forwarded email into every future run for this customer, and nobody can say who wrote it, from what, or when it would have gone away.

This chapter belongs to the Context part of the control envelope. Its question is the one Context always asks: what does the model see, where did each piece come from, and how far may it be trusted? Memory is the source that makes the answers hardest, because it carries material from one run into another, long after the circumstances that produced it have changed. The chapter asks when you need memory at all, and then how to write to it, read from it and forget from it as a controlled system rather than a convenience.

The problem, and why it is hard

Memory, in this book's terms, is information kept across runs that may shape later context. State is about one run and lives in the run store (Chapter 10). Memory is about the world after the run, and it lives in the memory store, a separate system with a separate lifecycle. The distinction matters because the two fail differently. A bad state entry affects one run. A bad memory entry affects every later run that reads it, for as long as it exists.

That makes memory an unusual kind of context. A ticket is read once. A retrieved passage comes from documents that have owners and review. A memory entry is something the system wrote about itself, at some earlier time, on the strength of a model's proposal. It arrives in the context looking like a trusted internal fact, because it came from Parcelport's own store, when its real provenance may be a customer's email, a tool result or a model's summary of both.

Four failure classes meet here. F4 (instruction hijack) becomes persistent: content that was data when it entered a run is written down, and a later run reads it back as if it were Parcelport's own knowledge. This is the shape Chapter 16 treats under prompt injection, and memory is the place where one run's problem becomes every run's problem. F5 (runaway loop or stale context) is the quiet cousin: a note that was true when written, such as a preferred contact channel or a delivery constraint, is read after the world has moved. F3 (ungrounded claim) follows from either: the reply states something because a note supports it, and nothing in the current run does. And F8 (unobserved behavior) is what makes all of them expensive: if you cannot tell which notes a run read, you cannot tell which runs a bad note touched.

The obvious approach is to let the model manage its own memory: give it a tool to save notes and another to search them, and tell it, in the prompt, to save only reliable facts and to ignore instructions found in notes. The prompt helps. It lowers the rate of bad notes, and it is worth writing. It is a request, though, and the failure it addresses is one the writing step cannot detect from the inside: a note produced from a forwarded email looks, to the component that writes it, like any other summary. A rule that rests on the writer noticing is not a control.

This is an engineering question for a second reason: memory has the properties of a small production database, with writers, readers, retention, deletion and tenant isolation, and it deserves a schema, an owner and an expiry date like one.

Do you need memory at all?

I would start with this question, because the cheapest memory design is none. Every entry in a memory store is a claim that can become false, a piece of context that can mislead, and possibly a piece of personal data that has to be found and deleted later. Before building the write path, ask what job the memory does and whether another system already does that job.

Parcelport's candidate memories fall into three groups, and the honest answer differs for each.




	Kind of memory
	What it holds
	A system that may already do the job
	My view




	Customer preferences
	Contact channel, language, quiet hours, a delivery instruction the customer stated
	customer-service holds contact preferences as fields of the profile
	Store them in the profile, written through a normal service path. The agent reads them through get_customer_profile



	Resolved case summaries
	What happened on an earlier ticket, so that a repeat contact does not start cold
	The ticket system keeps the full history; orders-service and payments-service hold outcomes
	Often unnecessary: a lookup of recent tickets and order status gives fresher facts than a summary. Worth building only when history is long and lookups are too costly



	Ops runbook notes
	"Last time this alert fired, restarting the worker fixed it"
	The runbooks in the docs server, which humans review
	Do not keep them as free notes. Route candidates to a pull request against the runbook, where a human decides




Preferences that already have a home in a system of record should stay there, because the system of record has an owner, a correction path and, usually, a deletion path. A second copy in a memory store is a second place to be wrong. Memory earns its place when all of these hold: the fact is not in a system of record, it will be useful in a later run, a wrong version of it would cost less than the value it adds, and someone can say how long it stays true. When one of the four fails, prefer the alternative. For the ops agent the alternative is nearly always the runbook, and the memory feature is a way of proposing runbook changes to people through open_pull_request, where a human merges.

Five more conditions argue for no memory, or for none yet:


	A stale note is expensive. Where acting on an old fact moves money or touches a shipment (an address, a refund), a note is a hazard. Re-derive from the services every time.

	Runs must be reproducible. A memory store that changed between an investigation and its re-run is one more input to snapshot. For evals, run with memory frozen or empty.

	Nobody owns the lifecycle. Quarantine review, correction requests and expiry jobs are work for people and for on-call, and an unowned store is worse than none.

	The population is anonymous or one-off. An agent that answers each stranger once has nothing to remember, and every entry is only a liability.

	Each run should start clean. For an investigation by ops-agent, an inherited hypothesis from an earlier incident is a way to anchor on the wrong cause.



A memory-free design has costs of its own: repeat contacts start cold, and customers restate preferences. Those costs are visible and bounded. The costs of a memory store are spread over time and hard to see, which is why I would pay the visible ones first.

I do not know the right answer for your agents without watching them work. If your support agent handles mostly first-contact tickets, the case-summary memory may never be read. A cheap way to find out is to log what a memory design would have returned for a month of tickets, without putting it in the context, and see whether any answer would have changed. That is an eval question (Chapter 21), and it is cheaper than building the store first.

The rest of the chapter assumes you have decided that some memory is worth keeping. For Parcelport that is a small, typed set for support-agent: contact preferences that the profile cannot hold yet, and structured notes about prior outcomes.

Memory is written by proposal

The principle of the book applies here without change: the model is a proposal generator, and what it returns is untrusted input. A memory write is an effect, because it changes what later runs see. So the model proposes a memory, and code validates it, decides whether to store it, and decides how.

Two decisions give most of the protection, and both are about shape.

Type the memory. A memory entry has a kind from a closed set, and each kind has a schema. A contact preference is an enum value, not a sentence. A case note has fixed fields. The reason is plain: a value drawn from an enum cannot carry instructions, and a validator can check it completely. Free text can carry anything, and no validator can tell a summary from a message addressed to a future reader.

Build facts from the record, not from the model's prose. For a resolved case, the facts worth keeping are already in the run store and in the services: which order, which reason code, whether a refund was issued and in what amount, which reply was sent. Code can write that note from the record of the effects. The model's contribution is, at most, a choice among closed labels such as a topic tag. The note says "refund issued, reason_code damaged, order ord-7f3k2m91" because the payments effect says so, and not because a model summarized a thread that included someone's email.

Here is an illustrative tool for the proposal, following the contract form of Chapter 6. The tool is new for this chapter, it belongs to support-agent only, and the model supplies only the fields in its input schema.

tool propose_memory                     // illustrative tool, support-agent only
  description: "Propose one typed note about the customer of this run."
  input schema:                         // fields the model supplies
    type: object, additionalProperties: false
    required: [kind, value, evidence_step_id]
    properties:
      kind:             { enum: [contact_channel, quiet_hours, language] }
      value:            { enum: per kind, closed list in the schema registry }
      evidence_step_id: { type: string }   // a step of this run that holds the source message
  effect class: reversible write        // stores a candidate in the run store; the orchestrator
                                        // writes the entry after the run ends, deletable by id
  preconditions:                        // checked by the gate, not the model
    - evidence step is a message authored by the customer through the
      authenticated channel, not a forwarded or quoted part and not a tool result
    - kind is allowed for the agent in memory policy
    - run has no open hand-off to a human
  idempotency: key = hash(customer_id, memory_intent_id)
    // memory_intent_id is assigned by the orchestrator, once, when the gate
    // resolves the evidence step to a message in the record: one intent per
    // (message, kind slot). Neither the run id nor the step id is in the
    // key, and the model supplies no identifier: it only points at a
    // message and picks a kind from the closed list. The same preference
    // proposed again in a later step, or after a timeout whose first
    // attempt was in fact stored, resolves to the same intent and returns
    // the first result. A new customer message is a new intent
  permissions: scope "memory:propose", delegated for this customer only
  timeouts: call 5s, deadline 15s       // illustrative
  error shape: { code, message, retryable, details }
    // code in [invalid_arguments, precondition_failed, not_permitted,
    //   duplicate_replayed, upstream_unavailable]

Three things in the contract are deliberate. The customer is never a field the model supplies: the scope of every entry is the customer of the run, assigned by the orchestrator, so a proposal cannot write into another customer's memory (Chapter 7 explains the delegation behind this). The value is an enum, so the strongest thing a proposal can say is a choice from a list that the team reviewed. And the evidence is a step identifier that the gate resolves to a message in the record, which makes the precondition checkable by code: the gate looks at who authored that step and through which channel.

The type restriction costs something. A closed set cannot hold "prefers delivery to the side door, the dog is friendly", and customers will say things that fit no enum. I would accept that. A team that needs richer notes can add a kind with a schema when a need is shown, and each addition is a design decision with an owner, not a side effect of a prompt.

The write policy

A write policy answers five questions for every kind of memory: who may write, what may be written, with what provenance, in what scope, and for how long. Writing it down as data, in the same way as other policies, is what makes it reviewable. The notation below is illustrative.

policy memory_write:                    // illustrative notation
  kind contact_channel:
    writer: orchestrator, on proposal from support-agent
    source: customer message, authenticated channel, evidence required
    scope: customer_id of the run
    ttl: 180 days from last confirmation       // illustrative
    status on write: active
  kind quiet_hours, kind language:
    same as contact_channel, ttl 180 days      // illustrative
  kind case_note:
    writer: orchestrator, built from the run's effect records
    source: run store (effects), no model-authored text
    scope: customer_id of the run
    ttl: 90 days                               // illustrative
    status on write: active
  supersede (contact_channel, quiet_hours, language): one live entry per
    customer and kind; an active entry whose declared_at is newer marks the
    old one "superseded", and the old one stays for audit until its ttl;
    a quarantined entry supersedes nothing until a review makes it active
  case_note: never superseded; accumulates, bounded by its ttl and by the
    read budget
  deny: any kind not listed, any write whose scope is not the run's customer

The supersede line is what lets a preference change. A customer who asked for contact by message in March and by email in June produces a second entry; the first becomes superseded, the read path ignores it, and the history is still there for a review. The order is by declared_at, the time of the customer message the entry rests on, and not by the time the write ran. A run that waited for an approval can finish after a newer run; if write time decided, Wednesday's write phase would put Monday's preference back above Tuesday's. A write whose declared_at is older than the live entry is stored as superseded at once. The rule is deliberately separate from the idempotency key, which only stops a repeated write from being applied twice. Case notes are outside it: a history of what was done for a customer accumulates, and a second note must not hide the first.

Read it as the answer to the opening scenario. The sentence that arrived inside a forwarded email would have been refused at the first precondition, because the evidence step is not a customer-authored message. A model's summary of a thread cannot become a note at all, because no kind accepts model-authored text. And a note about "refunds pre-approved" cannot exist, because nothing in the set describes authority.

That last point is a rule in its own right: memory never carries authority. No entry grants, widens or waives a permission, and the gate does not consult the memory store when it decides. Authority comes from the delegation in the run (Chapter 7) and from the policy engine. If memory could say "this customer may exceed the ceiling", a poisoned note would become a path around the gate. I would treat this as an invariant and test it: a proposal that would pass the gate only if a memory note were true must be refused.

Where the write happens matters too. I would run the memory write phase after the run has ended, in the orchestrator, and not as a tool call in the middle of a loop. At that point the run record is complete, the orchestrator knows which items were in the context and where each came from (the origin and trust labels of Chapter 9), and a write can be refused on the strength of that knowledge. The tool is called in the loop, but it only stores a candidate; the write itself happens after the run. A mid-run write could not see how the run ended. A run that was cancelled, or that ended in a hand-off, should not leave notes behind, because its conclusions were not accepted by anyone.

function runMemoryWritePhase(run):
    if run.status != "done":
        return                                  // cancelled and handed-off runs leave no memory
    for each proposal in run.memory_proposals:
        verdict = gate.check(run, proposal)     // contract, evidence, scope
        if verdict.kind != "allow":
            record(run, "memory_refused", verdict.reason)
            continue
        entry = buildEntry(run, proposal, policy: "memory_write")   // key from the contract
        if suspicious(proposal):                // valid evidence, value not in it
            entry.status = "quarantined"        // skipped by the read path
            record(run, "memory_quarantined", entry.id)
        // the entry is complete before it is stored
        // scope, ttl, provenance and status come from code, not from the model
        memory.put(entry)                       // supersede only if entry is active
        record(run, "memory_written", entry.id) // a second system; a gap is possible
    for each fact in run.effect_records:
        note = buildCaseNote(run, fact)
        // key = hash(effect_record_id): it exists before the write, so a
        // phase that restarts after a crash cannot create a second note
        if memory.exists(note.key):
            continue
        memory.put(note)
        record(run, "memory_written", note.id)

The two loops reach idempotency by different routes, on purpose. A proposal carries the key from its contract, hash(customer_id, memory_intent_id), so a repeated write lands on the same entry. A case note has no contract and no intent id, so its key comes from the effect record. The check differs because the aim differs: a proposal may supersede an earlier entry of the same kind, while a case note must never overwrite or hide an earlier one (the supersede rule above), so the loop checks memory.exists and skips instead of writing again.

The memory write and the record write in each loop are separate systems, the memory store and the record, and I did not wrap them in a transaction. If the process stops between them, an entry exists with no record of its write. Detection is a periodic reconciliation: every entry carries written_by_run, and a job lists entries whose run has no memory_written event. The entry's own provenance is the repair key. This is why the entry has to carry that provenance on its own, rather than relying on the trace to say where it came from.

The entry itself is a record with these fields. Keep it small.

record memory_entry                     // illustrative shape
  id, kind, value
  declared_at:    time of the evidence message   // orders supersede
  scope:          customer_id           // set by the orchestrator
  written_by_run: run_id
  evidence:       { step_id, channel, authored_by }   // copied from the record, not the model
  created_at, last_confirmed_at, expires_at
  status:         enum [active, superseded, quarantined, expired, deleted]
  source:         enum [customer_message, effect_record]
  schema_version: integer

Reading memory into context

Writing is half the design. The read path is where a memory entry meets the model, and it is part of context assembly (Chapter 9), under the same rules as every other source: what, in what order, how much, with what label.

I would read memory by key and not by similarity. A customer's entries are a short list under customer_id, so the orchestrator fetches them by scope, filters out those that are expired, quarantined or deleted, and caps the count. Similarity search across a memory store is a tool for large collections of unscoped text, and it introduces what the typed design avoided: results that depend on how the query is phrased and that can cross a scope boundary if the filter is wrong. If you do need search, the scope filter belongs in the store's query layer, applied by the orchestrator, and never as an argument the model supplies.

The read function applies the policy and returns context items in the shape Chapter 9 defines, with the entry id as the origin and the trust label untrusted. The store is Parcelport's own, but the content traces back to a customer message or to a model-assisted run, so it never gets the label of an instruction.

function memoryItems(run):                       // the interface Chapter 9 calls
    budget = budgetFor(run).memory               // Chapter 9's share, converted to a count
    entries = memory.listByScope(run.customer_id)    // scope from the run, not from the model
    live = []
    for each e in entries:
        if e.status != "active" or e.expires_at <= now():
            continue
        if e.schema_version not in supportedVersions():
            continue                             // refuse what the reader cannot interpret
        if conflictsWithRecord(e, run.customer_id):  // re-read from the owning service
            record(run, "memory_conflict", e.id)
            continue                             // the system of record wins
        live.add(e)
    live = firstN(newestFirst(live), budget.max_entries)
    record(run, "memory_read", ids(live))        // evidence of what the model saw
    items = []
    for each e in live:
        items.add({ source: "memory", origin: e.id, trust: "untrusted",
                    as_of: e.last_confirmed_at, derived_from: [],
                    body: render(e.kind, e.value, e.source) })
    return items

Four things in this function are choices you can argue with.

The label says what the item is. Each memory item is rendered as a note written by Parcelport's own system from an earlier run, with its source (a customer message or an effect record), unverified and not an instruction. The label does not make the content safe, and that is the point of the earlier sections: the safety comes from the typed values and the write policy, and the label is how the rest of the pipeline and the people reading a trace know what class of material this is. A label is also a hint to the model, and as with every prompt, it lowers the rate of mistakes without being a control.

The age travels as as_of, so a reply can say "the last time we spoke you asked for contact by message" honestly, and a rule such as "ask to confirm entries older than the staleness limit" can live in code.

The conflict rule is that the system of record wins. If a memory note says the customer prefers one channel and get_customer_profile returns another, the profile is the truth and the function above drops the conflicting note before the model sees it. The check runs in code, at read time, for the kinds that have a counterpart in a system of record. This is the same principle as re-reading state (Chapter 10): a memory entry is a cache of something that was once true, and a cache is never the source of truth.

The version check refuses entries the reader cannot interpret. Memory outlives deployments. A note written under an older schema, read by code that changed what a value means, is F5 by another route, and it is better to skip it than to guess.

The diagram shows the two paths and where each check sits. Look for where an entry can be stopped on the way in and on the way out.
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Poisoned memory

The scenario that opened the chapter is the one to design against. A model's proposal contains something it should not, because the content it read was data pretending to be instruction, and the memory store turns a one-run problem into a standing one. I will stay on the defender's side: what the design does matters more than how someone might try it.

The defenses are layered, and each one is deterministic.


	Provenance gating at write time. An entry is written only from sources the policy trusts for that kind: an authenticated customer message for a preference, the effect record for a case note. Anything that arrived through a tool result, a forwarded thread or a retrieved document is not a source.

	Closed value sets. The entry cannot carry free text, so there is no field in which an instruction can be stored.

	No authority in memory. Even if a note were wrong or planted, nothing the gate decides depends on it.

	Quarantine on suspicion. A candidate whose evidence step is valid but whose value does not appear in that step, while it does appear in an untrusted item of the run (for example in a tool result or a forwarded part) can be written with status quarantined, which the read path skips, and put on a review list. This is for the kinds where you decide that a wrong note is expensive enough to need a human. It adds work to someone's day, which is why I would limit it to a short list of kinds.

	Scope isolation. An entry is readable only by runs for the customer it describes, so a poisoned note harms one customer's future runs and not all of them.



Chapter 16 develops the injection side. For memory, the point is narrower: the write path is where a transient problem can be made permanent, and where a check is cheapest.


Warning: Memory that can be written from free text and read into context without a label is a persistence mechanism for whatever the model read last. If your design has a free-text memory tool and no write policy, treat the store as untrusted data and keep it out of any run that can move money or touch customer data until the policy exists.



Retention, correction and deletion

Every entry has a lifetime, and the policy names it. The reason is not tidiness. A fact has a half-life, the cost of acting on a stale fact grows with its age, and an entry with no expiry is a promise to keep, protect and search a piece of data indefinitely. The time-to-live (TTL) in the write policy is the default answer, and a renewal rule gives the second: an entry's expires_at is extended only when the customer confirms the preference again, for example by stating it in a new message. A preference nobody has restated in six months is a candidate for removal, and the number is a hypothetical one that your product and your legal team own.

Expiry should be real: the reader checks the status, and a job deletes expired entries and their derived data (embeddings, indexes, summaries), because a row deleted while a copy remains in an index is a deletion that did not happen. Backups are not edited record by record: they leave through backup expiry, or the data in them becomes unreadable through crypto-shredding, that is, destroying the key that encrypts it. A quarantined entry has a lifetime too. If no reviewer releases or rejects it within the review window, it expires like any other entry, so the review queue cannot grow without bound.

Correction is the case where an entry is wrong, not old. Customers will say "I never asked for that," and support staff will find entries that look off. The design needs a path that does not run through the model: a support lead can mark an entry deleted or replace its value, the change is recorded with who made it and why, and the next run reads the corrected entry. I would also give correction one more output: the list of runs that read the entry before it was fixed, from the memory_read events, so that someone can decide whether any reply needs a follow-up.

Deletion on request is correction at the scale of a customer. When a customer asks Parcelport to forget them, the memory store is one of several systems that hold something about them, and it is the one an agent design adds. A reviewer working under a regime of this kind will usually want to see that the system can find every entry for a person and remove it, including derived copies, and that the removal itself is recorded without keeping the removed data. The legal and compliance teams own the interpretation, including what must be deleted and when. The engineering requirement is that deletion by scope is one operation, which is easy when every entry carries customer_id and hard when notes are free text that mention people by name.

That is where memory meets personally identifiable information (PII). Chapter 17 owns the topic, and the memory-specific rules are short. A typed design stores little PII by construction: a channel preference and a language are not identifying on their own, though they are linked to a customer id and so remain personal data in the scope of the store. Do not store contact details, addresses or payment references in memory; they live in the services that own them, and a copy is a copy to find and delete. And do not let a case note copy fields from a ticket. If the note needs the name of an order, store the order id and let the reader fetch the rest through a tool that applies redaction.

The lifecycle is small enough to draw. Look at which transitions are automatic, which need a person, and which state is final.
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Observing and auditing memory

Memory without a trace is F8 in its clearest form: a later run behaved a certain way because of something an earlier run wrote, and nothing connects them. Chapter 20 describes the trace pipeline and the events a run should emit; the memory-specific requirement is small. Record the proposal, the write or refusal, and every change, and above all record memory_read, with the entry ids that went into the context of each model call. That event is the one that answers "which runs did this entry touch", and without it a correction cannot find the replies a bad entry may have shaped.

With memory_read in place, three questions become queries. Which runs read this entry? Which entries did this run write, and from what evidence? And, for a reply that surprised someone, did a memory note appear in the context of the step that produced it? The last is the question an incident review asks first (Chapter 23). To judge whether the store earns its keep, run the golden set with and without the memory block and compare (Chapter 21). A scheduled audit closes the loop: sample entries, check each against its evidence, and look for orphans, such as entries whose customer no longer exists, which are a deletion that missed the store.

Trade-offs and costs

Memory buys continuity and costs a system. The costs are concrete, and they fall on different people.

Engineering. A memory store with a write policy, a gate, a lifecycle, an expiry job, a reconciliation job and a read path is a small service. It needs a schema registry, versioning and tests, including the test that no gate decision depends on memory. The typed design is slower to extend: each new kind needs a schema, a policy entry and a review. That friction is what protects you, and it also shows up as a backlog of requests from product teams who want to save a note quickly.

Support. Correction and quarantine reviews are work for support leads such as Sam. If the review list grows faster than it is read, the quarantine becomes theater, an approval that is always granted. Keep the set of kinds that can be quarantined small enough that the list is read.

Latency and budget. The read path adds a store lookup and some context; the write phase adds a gate check and a store write. Both are small next to a model call, but the read path needs a stated behavior when the store is down. My preference is degraded mode: run without memory and say so in the trace. Typed memory is also less expressive than free text; if the loss is too large, improve what the ticket system records before opening the memory store to free text.

Where it breaks. The typed design assumes the value set is right. If a preference does not fit, the system silently drops it, and you need a metric on proposals refused for lack of a fitting kind, so that the gap is visible. The system-of-record conflict rule assumes the record is current, and where it is not, the memory is correct and the record is wrong. And the whole design assumes that scope is assigned by code. A store with a missing scope filter fails across customers, which is the worst place for it to fail, so the isolation test belongs in the suite that runs before every deploy.

When not to use it. The conditions are the ones listed under "Do you need memory at all?". In short: not in a first version, not for a fact a system of record can supply, not where nobody owns the lifecycle, and not as free text in any agent that can move money.

Common mistakes


	Letting the model write free-text notes. It is tempting because it is the shortest path to a demo, and the notes read well. The fix is typed kinds with closed value sets, and case notes built by code from effect records.

	Treating memory as trusted because it is internal. The store is Parcelport's, but the content came from a run that read outside material. Label every entry by provenance, and decide trust by the source of the evidence, not by the location of the data.

	Letting memory carry authority. A note saying a customer is "verified" or "pre-approved" is convenient and bypasses the gate. Authority comes from delegation and policy, and the gate never reads the memory store.

	Searching across customers. A shared index with a filter applied by the caller turns one missing filter into a leak. Make scope part of the store's query layer, set by the orchestrator from the run.

	Writing without an expiry. "We will clean it up later" becomes a store of facts nobody can vouch for. Give every kind a TTL and a renewal rule, and run the job that removes expired entries and their derived copies.

	Keeping memory and state in one store. A run's steps and a customer's preferences have different owners, lifetimes and deletion rules, and merging them makes each harder to reason about. Chapter 10 keeps run state in the run store; keep the memory store separate.

	Not recording reads. Without memory_read events, a correction cannot find the runs a bad entry touched. Record the entry ids that entered each model call.

	Using memory to patch a missing system. If every ops note is really a runbook gap, the fix is a reviewed change to the runbook. Let the agent open a pull request with the proposed text through open_pull_request, and let a human merge it.



Key takeaways


	Memory is information kept across runs that may shape later context, it is distinct from run state, and a bad entry affects every later run that reads it, so it deserves the controls of a production database.

	Start by asking whether you need memory at all: a fact that a system of record already holds should be read from it, and a runbook note belongs in a reviewed runbook rather than in a free-text store.

	Treat every memory write as a proposal: the model proposes a typed entry, and code validates the evidence, assigns the scope, sets the expiry and writes it, so the model never chooses who an entry is about or how long it lives.

	Prefer closed value sets and notes built by code from effect records over model-written text, because a field that cannot hold a sentence cannot carry an instruction into a later run.

	Never let memory carry authority: the gate decides from the delegation and the policy, and a proposal that would pass only if a note were true must be refused.

	Read memory by scope into a labeled block, drop expired, quarantined and conflicting entries in code, let the system of record win, and record the ids of every entry that reached the model.

	Give every entry a TTL, a correction path and a deletion path that reaches derived copies, and record reads and changes, so that you can answer which runs a bad entry touched.



Memory carries information from one run to the next. Chapter 12 turns to what happens inside a run over time, and looks at how plans and loops are bounded so that a run stops when it should.




Part IV

Control Loops




Chapter 12 — Planning and Loops

Imagine a holiday morning at Parcelport. A latency alert fires for orders-service, and the orchestrator starts a run of the ops agent for it. The first steps look like a sound investigation: a metrics query, a log query, a trace read. By step six the picture is unclear. By step nine the model has proposed query_logs four times, each with a filter that differs from the last by a field or a minute. Every call was allowed, because every call was a read inside the incident's services. Every result is large and nearly the same as the one before. Nothing is wrong with any single step.

Suppose nothing stops the run for forty minutes. It has spent more than anyone planned, and its context is now full of near-duplicate log lines, which shapes the next proposal toward more of the same. Robin, the on-call SRE, opens the dashboard and finds a status that says "investigating". There is no way to tell whether the run is one step from an answer or going in circles.

Now suppose the team adds the obvious remedy: the model writes a plan first and follows it. The plan has five tidy steps. At step nine the run is not following it, and the only account of how far along it is comes from the model, in a sentence that says step four is complete. Who decides that a run is making progress, what is a plan worth when the model wrote it, and where does the loop end?

This chapter belongs to two parts of the control envelope. As Bound, it answers where the loop stops and what it costs to run, and it covers the loop's own exit conditions. As Proposal, it asks the question that part always asks, about a proposal of a particular kind, the plan: is it handled as untrusted input until proven otherwise? Chapter 13 takes the rest of Bound, which is budgets and circuit breakers.

The problem, and why it is hard

The loop of Chapter 1 has two exits that the orchestrator owns: a final answer that the gate accepts, and a bound that trips. A design that has not thought about either one has a loop whose real exit is "when something outside the run intervenes". That is F5 (runaway loop or stale context), in its runaway-loop subclass F5.1: a run that continues without progress. It is usually noticed as F9 (cost or latency blowout), because a bill or a slow page is easier to see than a lack of progress.

Planning adds failure classes of its own. A plan that does not parse is F1 (malformed output). A plan whose steps name the wrong tool, or the right tool for the wrong service, is F2 (wrong tool or wrong arguments), and it is a better-organized F2 than a single call, because it looks deliberate. A model's report that "step four is complete" is F3 (ungrounded claim) about the run's own history. A plan executed halfway and reported as finished is F6 (silent partial failure).

Three obvious approaches fail, and they fail for the same reason: each hands a control to the component the control is supposed to bound.


	"Stop when you have the answer." The decision to end becomes a proposal. A model that never proposes a final answer never ends the run, and a model that proposes one too early ends it with a thin diagnosis. The exit has to be a condition the orchestrator evaluates.

	"You have at most 15 steps." Telling the model its limit is useful information and a poor enforcement. The prompt lowers the rate of long runs; it does not stop a long run. The limit is a counter in code.

	"Keep a plan and tick off the steps." The ticks are the model's claims about its own progress. A step is complete when the record says its call happened and returned, and the record is written by the orchestrator.



Progress is harder to define than a limit. It is not a property of one step. It shows up as a relation between steps: this result adds something the run did not have, that call repeats an earlier one, these two calls undo each other. The arguments of a looping run rarely repeat exactly, since a model that is shown "no useful result" tends to vary the request. So a detector built on string equality catches the laziest loop and misses the ordinary one.

None of this is a prompt question. It is a question about what the orchestrator can compute from the run store: counts, fingerprints, signatures, scope records and structured outputs. The rest of the chapter builds those, starting with the loop itself.

The loop, and who drives it

The cycle is observe, propose, verify, apply, observe. In the vocabulary of this book: context is assembled from the run's state, the model proposes, the gate verifies, the effect is applied, and the result comes back as an observation. The canonical runStep in Chapter 1 is one pass; runAgent repeats it while the run's status is running.

The important property is the direction of the call. The orchestrator calls the model, as it would call any function that returns a value it does not fully trust. The model does not call the orchestrator, and it does not hold a "continue" or "stop" switch. Look at who owns each question in one pass.




	Question
	Owner
	Mechanism




	Is there another step?
	Orchestrator
	Status, bound.check, progress check



	What does the model see?
	Orchestrator
	Context assembly (Chapter 9), including the task statement from the run record



	What should happen next?
	Model, as a proposal
	model.propose



	May it happen, now?
	Gate
	Verdict: allow, refuse, needs approval



	Did it happen, and what came back?
	Orchestrator
	effect.apply and the record



	Is the task done?
	Success predicate in code
	A check inside the gate, on a final answer




Only one row belongs to the model, and it is the one row where being wrong is expected. Everything else is deterministic code, and that is what makes the loop testable: you can replay a recorded run through the exit checks without calling the model at all.

Look at the diagram for the order of the exits, and at the fact that every path that does not end the run returns to an observation.
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The order is deliberate. The hard bound comes first because it needs no interpretation, and the progress check second because it reads the record and is cheaper than another model call. In the canonical runStep, a final answer passes through gate.check like any other proposal, and the success predicate is one of its checks.

A refusal returns to the context as an observation, as in Chapter 4, so a run can be refused many times and still be running; that is why the progress check below counts refusals.

Plans as proposals

A plan is a list of intended steps proposed by the model. It is a proposal in the sense of Chapter 1, so everything that applies to a proposal applies to it: it is parsed, validated, bounded and recorded before anything depends on it. A plan is not a commitment, and nothing in the system should behave as if the model had promised to do what it listed.

What a plan is for, and what it costs

I would not put a planner in front of every task. A plan costs a model call before the first useful step, a place to store it, validation code, and a new way to be wrong: the plan can be well formed and mistaken, and it can be right on Monday and stale by the time step six runs. It earns its cost in three situations.


	Steps depend on each other, and starting over is expensive. If step three needs a trace id that step two finds, and a wrong order wastes a sandbox run, an explicit order is worth having.

	Something has to be reviewed before effects. A plan is the one artifact a person or a validator can read before the run does anything. Reviewing a run after the fact is a record question (Chapter 20); reviewing it before is only possible if the intended steps exist as data.

	The run needs a shape to measure progress against. "Four of five steps done" is a progress measure that the orchestrator can compute. "Seemed to be going well" is not.



If the task is "look up an order and answer", skip the plan. A loop of two steps does not need an artifact that costs one of them.

A plan as a structure

The first rule is that the plan arrives as structure, a list of step records, and not as prose. Prose can only be read by another model call, which moves the validation problem into another proposal. A structured plan can be checked by code. In the illustrative notation below, the model supplies the step fields; the orchestrator supplies everything that tracks execution.

plan                                    // a proposal of kind "plan"; illustrative notation
  steps: list of                        // supplied by the model
    { id, tool, purpose, depends_on: list of id, expects: string }
    // purpose and expects are short text for people reading the plan;
    // no code branches on them

plan record                             // kept in the run store (Chapter 10)
  plan_version: integer                 // assigned by the orchestrator
  task_ref: alert_id                    // from the run, never from the model
  steps: list of { id, status, result_ref }
    // status in [pending, done, skipped, refused]; written only by the
    // orchestrator, when the matching call is recorded with an outcome

The second rule follows from it. The model does not mark steps done. When a call that matches step s2 returns, the orchestrator records the result and sets the status. If the model's later text says "step 4 is complete" while the record says it is pending, the record wins, and the claim is an F3 that the progress check can notice.

The third rule is that the effect class of a step is read from the tool registry, not from the plan. A plan that labels a write as a read has changed nothing about what the tool is.

Validating a plan before it runs

A validator is deterministic code that returns the same verdicts the gate does, applied to the plan as a whole. It checks what can be known without running anything: that the plan has the right shape, that every tool is one this phase of the run may use, that the order is possible, and that the plan's total reach is bounded.

function validatePlan(run, plan):
    if not matchesSchema(plan, planSchema):
        return { kind: "refuse", reason: "malformed_plan" }            // F1
    if length(plan.steps) > run.limits.max_plan_steps:                 // say, 6
        return { kind: "refuse", reason: "plan_too_long" }
    if hasCycle(plan.steps):                                           // depends_on must be acyclic
        return { kind: "refuse", reason: "plan_cycle" }
    writes = 0
    for each step in plan.steps:
        contract = toolRegistry.get(step.tool)
        if contract is none or step.tool not in run.phase.allowed_tools:
            return { kind: "refuse", reason: "tool_not_allowed", step: step.id }
        if contract.effect_class != "read":                            // class comes from the registry
            writes = writes + 1
            if not dependsOnRead(plan, step):
                return { kind: "refuse", reason: "write_without_evidence", step: step.id }
    if writes > run.limits.max_plan_writes:                            // say, 1
        return { kind: "refuse", reason: "too_many_writes" }
    return { kind: "allow" }

Two choices in the block are worth defending. The reasons come from a fixed list and return to the model as an observation, so a refused plan can be proposed again within a small attempt limit, as Chapter 4 describes for refused calls. And the validator does not check arguments. Arguments of later steps often depend on results of earlier ones, so they do not exist yet when the plan is made; they are checked by the gate when each call is proposed.

A validated plan is not an authorization


Warning: Validating a plan does not authorize its steps. The gate checks every call when it is proposed, with the facts, the policy and the delegation of that moment, whether or not the call appears in an accepted plan. A plan that listed request_rollback carries no approval for it; the approval is bound to the exact call, as Chapter 15 describes.



This is the mistake that plans invite. Once a plan has been "approved", whether by a validator or by Robin skimming it, it begins to feel like permission. It is not. A plan is a statement of intent made earlier, on facts that may have changed, and authority has to be decided at the time of the effect. The gate keeps doing its job, and the plan's value is that the gate sees fewer surprises.

Plan-then-execute and step by step

There are two ways to use a plan, and a hybrid between them. The choice is about how much adaptation the task needs and how much you want to review before anything happens.




	
	Plan, then execute
	Step by step
	Short plan, with replanning




	Control model calls
	One up front, more on a replan
	One per step, each a plan of one
	One up front, more at triggers



	Reviewable before effects
	Yes
	No, only as it unfolds
	Yes, for the current version



	Adapts to results
	Only by replanning
	Fully
	At defined triggers



	Typical weakness
	Built on facts that change; rigid
	Drift and loops, with no shape to measure against
	Replan churn



	Fits
	Dependent steps, costly restarts, writes at the end
	Exploration where each result reshapes the next step
	Most investigations




For the ops agent I would start with the hybrid: a short plan, validated, with deviations classified and a small number of replans allowed. A pure upfront plan is brittle for a diagnosis, because the whole point of reading a log is that the result changes what you read next. Pure step by step gives up the progress measure and the pre-effect review, and I would take that deal only when the task is exploratory and the tool set is read-only.

Plan-then-execute has one more property worth naming, on the defender's side. A plan made before untrusted content arrives fixes the intended shape of the run, and a proposal that does not fit the plan is classified and counted. This reduces how far a tool result containing instructions can steer the run, and it is one layer of the answer to F4 (instruction hijack), not the answer; Chapter 16 covers the structural controls.

Deviation and replanning

Once a plan exists, every proposed call is classified against it, by code, inside the gate, after the permission check and before the preconditions.

function classifyAgainstPlan(run, proposal):
    step = matchPlanStep(run.plan, proposal)       // tool and argument shape, matched by code
    if step is not none and step.status == "pending" and dependenciesDone(run.plan, step):
        return "in_plan"                           // a step that is already done falls through: a repeat is off plan
    contract = toolRegistry.get(proposal.tool)
    if contract.effect_class == "read" and run.offplan_reads < run.limits.max_offplan_reads:
        run.offplan_reads = run.offplan_reads + 1  // allowed, counted, visible in the record
        return "off_plan_read"
    return "off_plan"                              // refused with a reason; counted by the progress check

An off-plan read is tolerated up to a small count, because investigation is partly improvisation and a run that cannot look at an unexpected log line is not much use. An off-plan write is not tolerated: it is refused with off_plan, and the refusal returns as an observation; repeated refusals reach the progress check as refused_repeatedly, which triggers the replan. A write that was not in the plan is exactly the kind of proposal a person should see written down before it happens.

A replan is itself a model call, a proposal, and a loop, so it needs its own bound. Replan triggers are conditions that code evaluates, and they are few. In the loop below they all arrive through the progress check:


	it reports a stall or an oscillation;

	it reports refused_repeatedly: the gate keeps refusing steps, whether for a reason that new arguments cannot fix, such as a failed precondition, or as off_plan writes that the plan classifier did not match, each of which returns as an observation first.



Two conditions that look like triggers are not. An observation that contradicts a stated assumption of the plan, such as a service the plan assumed healthy having an open alert of its own, reaches the model as an observation, and the model may respond with a step that the progress check then judges like any other. A plan that is exhausted while the success predicate is still unmet is not a replan either: the model proposes a final answer, the gate refuses it, and after max_final_attempts refused answers the run is handed off as success_unmet. A system that wants an assumption check or a replan on exhaustion adds a branch for it, and counts it against max_replans like the others.

Each replan produces a new plan version, keeps the old one in the run store, and counts against max_replans, say, one or two per run. A run that replans without limit has moved the runaway loop one level up, to plan churn: every version is valid and nothing advances. A replan also carries the evidence collected so far, which is state (Chapter 10) shown to the model through context assembly, so that the new plan does not begin by repeating the old one's first three reads.

Stop conditions

A run ends in one of three ways: success, a stop by the orchestrator, or a hand-off to a person. The orchestrator has to be able to state, for every run, which one happened and why. This section covers the conditions that end a loop. Resource budgets and circuit breakers, which also end runs, are Chapter 13's subject.

Success is a predicate in code

The run is done when a success predicate holds, and a final answer is a proposal that may or may not satisfy it. The predicate cannot check that the answer is true. It can check what is checkable: that the answer is structured, that it is about the task the run was started for, and that each claim points to evidence the run actually collected.

For the ops agent, the answer to a diagnostic task is a diagnosis record, not a paragraph.

function successPredicate(run, answer):
    d = answer.diagnosis             // hypothesis, evidence_ids, proposed_action
    if not matchesSchema(d, diagnosisSchema):
        return fail("malformed_diagnosis")                       // F1
    if d.alert_id != run.task.alert_id:
        return fail("wrong_subject")                             // the answer is about another task
    if length(d.evidence_ids) < run.limits.min_evidence:         // say, 2
        return fail("insufficient_evidence")
    for each id in d.evidence_ids:
        item = runStore.getResult(run.id, id)
        if item is none:
            return fail("evidence_not_in_run")                   // F3: cites a result the run never read
        if item.service not in run.task.services_in_scope:
            return fail("evidence_out_of_scope")
    return pass()

Be clear about what this does not give you. A diagnosis can pass every check and still be wrong, since it can cite two real log lines that do not support its hypothesis. Whether the diagnosis is right is a question for evals (Chapter 21) and for Robin. What the predicate buys is that a final answer cannot be an unsupported sentence, and that the failure reasons are specific enough to return to the model: "the diagnosis cites a result that is not in this run" is an observation the model can act on.

When the predicate fails, the failure returns as a refusal, and the usual attempt limit applies. A run that cannot produce a passing answer in a couple of tries has reached the edge of what it can do alone, and the right move is a hand-off with the evidence gathered so far, not a lower bar.

The support agent's version is shorter and almost entirely about effects. A damage claim is done when the record contains a reply sent for this ticket, any refund the plan called for with a recorded outcome, and no open intent. The predicate reads the run store; it does not ask the model whether the customer is satisfied.

The step limit

Every loop needs a maximum number of steps, from the first day. It is the one bound that requires no tuning to be useful, because any finite limit turns "never ends" into "ends, and a person looks". It is a counter in the run record, checked before every step, and incremented before the model call, so that a crash between the call and the record cannot undercount.

I don't know the right limit for your agent, and nobody can tell you without watching it work. It depends on how many steps your slowest legitimate task needs, how much a wasted step costs, and who gets paged when the limit stops a task that was nearly finished. A starting point is the longest legitimate run in your eval set, plus headroom; the number is then a hypothesis, which the trace data of the first weeks confirms or moves.

One refinement is cheap: a limit per task type is better than one global number, since an address check and an incident investigation do not need the same room.

The limit has a cost on both sides: too low, and Robin finishes jobs the run almost completed; too high, and a stalled run spends its full allowance before anyone looks.

Progress: repeats, stalls and oscillation

Progress is whether the last few steps added anything to what the run knows or changed anything in the world that the plan intended. The orchestrator measures it from the record, never from the model's description. Three patterns cover most of what goes wrong.

Exact repeats. The same tool with the same arguments, again. This is the easy case, and the rule needs one qualification: a repeated read after a write can be legitimate, since the world changed in between. So the repeat counter resets when an effect has been applied since the earlier call, and in a read-only phase every repeat counts.

Near repeats. The same intent with a different phrasing: a log query with one more field, a time range shifted by a minute. Two things catch this, and I would use both. The first is a signature, a hash over the tool and a normalized form of its arguments, where normalization is defined per tool: filters sorted, time ranges bucketed into coarse windows, limits and volatile fields dropped. The second is a result fingerprint, a hash of the result's content without its volatile parts. Signatures catch repeated intent; fingerprints catch repeated evidence, however the request was worded. Of the two, the fingerprint is the harder to evade, because a model that varies its arguments cannot vary what the log store holds.

function signature(call):
    spec = toolRegistry.get(call.tool).signature_spec   // registry metadata, not a contract field
    return hash(call.tool, normalize(call.arguments, spec))
    // for query_logs: sort the filters, keep service and level, bucket the time
    // range into coarse windows, drop the row limit

Oscillation. The run alternates: query, change the filter, query, change it back; or, with writes, toggle a flag, observe, toggle it back. In a window of recent signatures, a cycle of period two or three that repeats at least twice is an oscillation. For write tools the rule is simpler and stricter: a second proposal of the same write for the same target in one run is refused by the gate unless a human has decided otherwise. The idempotency key of Chapter 6 covers only the exact repeat, which it replays rather than refuses, so it does not catch a toggle that is changed back with different arguments.

The progress check puts these together over a short window of recent steps.

function progressCheck(run):
    recent = lastSteps(run, 3, since: run.plan_start_step)   // say, 3 steps; refills after a replan
    if length(recent) < 3:
        return "advancing"
    seen = fingerprintsBefore(run, recent)           // fingerprints of results from earlier steps
    if countNew(recent, seen) == 0:
        return "stalled"                             // the same evidence again, however it was asked
    if hasRepeatingCycle(map(recent, signature), maxPeriod: 3):
        return "oscillating"
    if countRefused(recent) >= 3:                    // the gate keeps refusing what the model proposes
        return "refused_repeatedly"
    return "advancing"

The reaction to a detection should not be an immediate stop, because a detector has false positives and a hard stop turns each one into a hand-off. So the reaction escalates: the first detection triggers one replan, whose request carries a reason code from a fixed list (repeat_call, no_new_evidence) that the model sees, and the progress window then refills from the new plan version. A second detection hands off. Every detection is written to the record with the signatures and fingerprints that triggered it, so that someone can later tell a catch from a false alarm. Retries by the tool layer after a transient failure happen inside one step and belong to Chapter 14; they are not repeats in this sense, though they count against budgets (Chapter 13).

Goal drift

A run can make plenty of progress on something other than its task. The ops agent starts from an alert about orders-service, then reads the logs of a service that is not in the alert's dependency list because an earlier log line mentioned its name, and spends six steps there. Every step is a valid read. The run is advancing, and it is not working on the alert.

The control is a task record that the orchestrator creates from the trigger and the model cannot edit. It says what this run is about.

task                                    // created by the orchestrator from the alert; illustrative
  alert_id: "alr-0031"
  services_in_scope: [orders-service, shipping-service]   // from the alert and a dependency list
  time_window: [alert_time - 2h, now]
  phase: "investigate"                  // read-class tools only in this phase
  limits: { max_steps: 15, max_replans: 1, max_plan_steps: 6,
            max_offplan_reads: 3, min_evidence: 2,
            max_final_attempts: 2 }       // all illustrative

The gate checks each proposal's target against it: the service, the time range, the order or ticket. A proposal outside the record is refused with outside_task_scope and returns as an observation. Widening the scope is a deliberate act: the orchestrator may follow a dependency list, or a person may add a service, but the model proposing it does not change the record.

This is related to, and not the same as, the delegation of Chapter 7. A delegation says what the agent is allowed to touch at all; the task record says what this run is about. The second is usually narrower, and a read that the delegation permits can still be out of the task's scope. They fail with different codes because they mean different things: not_permitted says the principal may not, and outside_task_scope says the run should not. The task statement should also be re-stated from the record on every context assembly (Chapter 9 covers assembly in general), so that it does not depend on the model keeping hold of a sentence that was written at step one.

What a stop leaves behind

Every stop except success ends in transition(run, "handed_off", reason), which is the state in which a person owns the outcome (Chapter 10). The hand-off should be usable by someone who was not watching. A summary assembled by code from the run store contains the task, the steps used against the limit, the plan versions, the evidence ids with one line each, the stop reason code, and what the run had not yet examined. The model may add a narrative, labeled as written by the model, and nobody should have to rely on it.

Loop shapes and their control surfaces

Chapter 1 compared single calls, workflows, loops and multiple agents, and argued for the least agency that solves the problem. This chapter takes the next step: once you have decided that a loop is needed, how much of the run does the loop get?

A bounded agent step inside a workflow

The shape I would reach for first is a workflow in which only one stage is an open loop, and that stage can read but not write. For the ops agent:


	Stage 1, code. From the alert, build the task record and fetch a baseline: the alert's own metrics, the active deployments of the services in scope.

	Stage 2, bounded loop. The model investigates, with read-class tools only, a step limit, a plan, a progress check and a task scope. It ends with a diagnosis record.

	Stage 3, code. Validate the diagnosis against the success predicate.

	Stage 4, one proposal. The model proposes at most one action, open_pull_request or request_rollback, which goes to the gate and, for a rollback, to approval.



Look at the diagram for where the open-ended part sits and for what surrounds it.

[image: Diagram]

The reasoning is that the cost of an open loop is the product of its tool set and its length. Restricting stage 2 to read tools means that the worst case of a runaway loop is cost, time and noise, and not a write: no refund, no flag change, no rollback can happen inside it. Writes happen at stage 4, one at a time, behind the gate and, where policy requires, behind approval (Chapter 15). Stage 2 may also call run_diagnostic, which is read class by the book's table and keeps its own boundary in the sandbox (Chapter 19).

The price is flexibility. An incident whose right response starts with a write, such as turning off a flag to stop the damage and investigating afterward, does not fit this order, and the run hands off to a person. That is acceptable to me for a first version: a person who needs to act first does not need an agent to find that out.

Open-ended loops

An open-ended loop gives the model every tool for the run, including writes, and bounds it with a limit and the gate. It is the simplest thing to build and the widest surface to control. I would use it only when the path really cannot be listed even in phases, and when each tool already has a contract, a ceiling or an approval that holds on its own. Even then, put a phase-like restriction on it: say, writes become available only after the run has a diagnosis record that passed the predicate. The order is enforced by the registry, not by an instruction.

The support agent's damage-claim loop is open-ended in a mild form: lookup, a possible address check, a possible refund, a reply. Its tool set is small, the dangerous steps (issue_refund, send_customer_reply) are gated, and its step limit is low, say five or six, because a legitimate claim needs few steps and a longer run deserves a human's attention.

Several agents, each with its own envelope

Multiple agents are justified by a boundary you need, such as a permission boundary or a context boundary, and not by a tidy diagram (Chapter 1). Picture an illustrative split of the ops agent into an investigator that holds only read tools and a remediator that holds open_pull_request. The loop controls of this chapter apply to each of them, and the seams need three more rules.


	Each agent has its own envelope, with its own tool set, delegation, task record, limits, gate and record. No agent inherits another's authority by being called by it.

	A message between agents is a proposal from an untrusted source. The diagnosis reaches the remediator as structured data that passes a schema and a predicate, not as a paragraph pasted into context.

	Bounds nest, and hand-offs are limited. A child's allowance is carved out of its parent's, and the chain of calls has a depth limit, a fan-out limit and a cycle check.



Control surfaces grow faster than the number of agents. If phases inside one agent give you the boundary you need, take the phases.

The ops agent's diagnostic loop

Here is stage 2 of the ops agent in one piece. The limits are illustrative, and every line that matters to a bound is in code that the model's output cannot reach.

function runDiagnosis(run):
    run.plan = obtainPlan(run, reason: "start")          // a model call: counts one step
    while run.status == "running":
        if run.steps_used >= run.limits.max_steps:       // say, 15
            return handOff(run, "max_steps")
        state = progressCheck(run)                       // reads the record, not the model's claims
        if state != "advancing":
            if run.replans >= run.limits.max_replans:    // say, 1
                return handOff(run, "plan_churn", detail: state)
            run.replans = run.replans + 1
            run.plan = obtainPlan(run, reason: state)    // counts one step; the window restarts here
            continue                                     // the step limit is checked again first
        run.steps_used = run.steps_used + 1              // before the call: a crash cannot undercount
        proposal = model.propose(assembleContext(run))
        verdict = gate.check(run, proposal)              // schema, permission, task scope, plan class, preconditions, predicate
        if verdict.kind == "needs_approval":
            return handOff(run, "phase_violation")       // this phase holds no tool that needs approval
        if verdict.kind == "refuse":
            record(run, "refused", verdict.reason)
            addObservation(run, verdict)                 // reason code from a fixed list
            if proposal.kind == "final_answer" and countFinalRefusals(run) >= run.limits.max_final_attempts:
                return handOff(run, "success_unmet")     // say, 2 refused final answers
        else if proposal.kind == "final_answer":
            return finish(run, proposal)                 // done, only through transition()
        else:
            record(run, "intent", verdict.call)
            result = effect.apply(run, verdict.call)     // read tools only
            record(run, "effect", result)
            addObservation(run, result)
    return run

The block holds up under the failures it is meant for. If the model never proposes a final answer, max_steps ends the run, and a replan cannot push past it because the limit is checked again after every obtainPlan. If it proposes calls that vary but add nothing, the progress check catches it from fingerprints; if the gate keeps refusing, the same check sees three refusals in the window. If the final answer keeps failing the predicate, success_unmet ends the run. If the orchestrator crashes mid-loop, the step counter and the plan are in the run store and resumeRun of Chapter 10 picks them up. A needs_approval verdict cannot occur in this phase, so it is treated as a bug and handed off, never left running.

Now follow an illustrative run, with made-up numbers and a window of three steps, through the table.




	Step
	Proposal
	Classification and result




	1
	Plan v1: metrics, logs, trace, runbook, answer
	validatePlan allows; stored as version 1



	2
	get_metrics for the alert's service
	In plan; new fingerprint



	3
	query_logs, errors in the alert window
	In plan; new fingerprint



	4
	get_trace for an id found in step 3
	In plan; new fingerprint



	5
	query_logs, window shifted by a minute
	Plan step already done, so off plan (read, 1 of 3); result fingerprint equals step 3's



	6
	query_logs, one extra filter field
	Off plan (read, 2 of 3); same fingerprint



	7
	query_logs, another variant
	Off plan (read, 3 of 3); same fingerprint



	8
	Plan v2, requested after progressCheck returned "stalled"
	validatePlan allows; stored as version 2; replans used 1 of 1; the window restarts here



	9
	search_docs for the runbook of the suspected component
	In plan v2; new fingerprint; window not yet full, so "advancing"



	10
	run_diagnostic on a stored sample
	In plan v2; new fingerprint



	11
	Final answer with a diagnosis record
	Predicate met; run is done




Look at what happened at steps 5 to 7. Each call was allowed, each was a read in scope, and the arguments differed every time, so an exact-match detector would have seen three different calls. The fingerprint saw the same evidence three times. The run used 11 of its 15 steps, counting both plans, and ended with a diagnosis that cites ids from steps 2, 3, 4 and 10. A fourth variant later in the run, on either plan, would have been refused as off_plan, since the off-plan read count does not reset with the plan, and a second stall would have handed the run to Robin with the record and the reason plan_churn, detail stalled.

From loop limits to budgets

The loop above enforces what it can see: steps, progress, plan churn, scope. Its stop reasons are a closed list that the code produces: max_steps, plan_churn (with detail stalled, oscillating or refused_repeatedly), success_unmet and phase_violation. Each one maps to a hand-off, and each is a data point for Chapter 20's traces. A refusal such as outside_task_scope is not a stop reason by itself; repeated refusals surface as the detail refused_repeatedly.

What it cannot see is what the run costs: a run can stay within 15 steps and still consume far too much if each step carries a large context. Tokens, time, money and total effect belong to budgets and circuit breakers, which use the same interface as here: bound.check(run) raises BoundExceeded with a reason, and the run is handed off.

Trade-offs and costs

Planning costs a model call and a new way to be wrong. The plan adds latency before the first useful step, storage, validator code that must follow tool changes, and a failure class of its own: a plan that is coherent, validated and built on a wrong premise. A tidy plan can also earn trust that the design has not. It is worth it for dependent steps, costly restarts and pre-effect review, and not for tasks of three or fewer steps.

Progress detection has false positives, and each one lands on a person. A run that polls a metric while a deploy finishes repeats itself legitimately, and a run whose evidence is real but similar can look stalled. Each false stop costs Robin a read of the record and a decision, so the thresholds (window length, off-plan reads, replans) are tuning work. Log every detection with its inputs, review a sample on a schedule, and adjust against the eval set (Chapter 21) rather than against the last complaint.

Hand-offs are the price of every stop. If the hand-off rate is, say, a third of runs, the loop is not good enough to be a loop, and the honest response may be a workflow.

When not to use this. Do not build a progress detector for a workflow with three fixed nodes, and do not build a multi-agent design to get phases that a single agent's registry can give you.

Common mistakes


	Treating an accepted plan as an authorization. A validated plan looks like a decision someone made, and it carries no approval for anything it lists. Fix: the gate checks every call when it is proposed.

	Using the step limit as the only guard. One counter is easy to build and ends every loop that never converges. It does nothing about the run that spends eleven of fifteen steps on the same evidence or on the wrong service. Fix: add progress detection and a task scope.

	Letting replanning run free. Each replan is a valid plan, so it looks like recovery and not like a loop, and an unbounded replan loop is runaway behavior one level up. Fix: cap plan versions and carry the evidence collected so far into each one.

	Giving the open loop every tool. One tool set is the simplest to configure, and a loop with writes in reach has no worst case smaller than its worst write. Fix: put reads in the loop, writes behind a stage boundary, and let the registry enforce the order.



Key takeaways


	The orchestrator drives the loop and the model is called inside it: whether there is another step, what the model sees, and when the run ends are decided by code, and only the next proposal comes from the model.

	A plan is a proposal: ask for it as a structure, validate its tools, order and size before it runs, read effect classes from the registry, and keep step status in the run store, written by the orchestrator, never by the model.

	A validated plan authorizes nothing; the gate checks every call at the time it is proposed, and approval binds to the exact call.

	Success is a predicate in code over a structured answer and the evidence the run collected, and it checks what is checkable (shape, subject, evidence in the run) while truth stays a matter for evals and people.

	Stop conditions come in layers: a step limit from the first day, progress detection by signatures and result fingerprints, a replan limit, and a task scope that catches drift, each escalating from an observation to a replan to a hand-off.

	Keep the open-ended part of a run small: a bounded loop of read tools inside a workflow, with writes at a stage boundary behind the gate, and with each agent in a multi-agent design holding its own envelope and a share of its parent's bounds.

	Every stop is a hand-off with a reason code and a summary built from the record, and every threshold needs data and an owner to be a control and not theater.



The loop now knows when to stop for reasons it can see, but not yet what the run is costing, or what to do when a dependency fails underneath it. Chapter 13 adds the budgets and circuit breakers that cover those.




Chapter 13 — Budgets and Circuit Breakers

Picture a mid-morning at Parcelport. A provider behind the model gateway starts answering slowly. Nothing fails outright: calls take longer, and some of them time out. The support agent has the step limit that Chapter 12 recommends, and every run stays inside it. But each step now waits on a slow call, the orchestrator retries the timeouts, and every retry is another paid request to a provider that is already struggling. Suppose the agent handles 200 tickets a day. Within an hour the workers are all blocked on open runs, and new tickets queue behind them.

Meanwhile payments-service begins returning errors on some refund status checks, and the agent proposes the check again and again, each call within the run's limit. On the ops side, an alert storm opens a run for each of forty alerts. Each investigation is modest; together they are a bill nobody planned, all asking the same two dependencies the same questions.

No single run misbehaved. Every limit Parcelport had was a limit on one run, and the problem lived between runs: in the dependencies, and in the sum. The question this chapter answers is how to put a ceiling on what a run, an agent and the whole system may consume or cause, and how to stop calling something that is failing, with controls that hold on the days nobody is watching.

This chapter belongs to the Bound part of the control envelope, which asks where the loop stops and what it costs to run. Chapter 12 answered it for one run's shape; this chapter answers it for everything that crosses runs: budgets, which cap consumption at several levels, and circuit breakers, which stop traffic to a failing dependency or a misbehaving agent. Retries and fallbacks, the paths taken when a bound or breaker trips, are Chapter 14.

The problem, and why it is hard

A loop that costs something per pass needs a ceiling. The step limit from Chapter 12 is the first one to add, and the narrowest: it counts passes of one run, and says nothing about how expensive a pass was, how many runs are open, how much money one customer's tickets have moved, or whether the dependency is healthy.

Three failure classes meet here. F9 (cost or latency blowout) is the obvious one: a thousand correct runs that cost too much together. F5 (runaway loop or stale context) appears in a form a per-run limit does not see: a retry against a failing dependency is not a stuck loop in any one run, but across runs it is the same call repeated with no progress. And F7 (unauthorized effect) has a quiet variant: each refund passes the ceiling check in the gate, but a customer's sequence of runs may issue many of them. Every call was allowed, and the total is something no one authorized.

The obvious approach is to ask the model to be economical. The prompt says to stop after a few attempts, to avoid repeating a failing call, to prefer the cheap path. It lowers the rate of wasteful steps and cannot be the control: a model inside the run cannot see the other runs, the dependency's health over the last minute, or the day's total, and a limit that depends on the thing being limited is not a limit.

There is a second trap: a limit that is only observed is a dashboard. The code path that spends must consult the bound before spending, and the answer must be able to be "no".

Budgets: what a run may use

A budget, in this book's terms, is a limit on a resource a run may use, with a unit, a limit, a place where it is measured and a defined behavior when exhausted. If any of the four is missing, it is a wish. These kinds earn their place for Parcelport's agents.




	Budget
	What it counts
	Measured by
	What it protects against
	Typical response when exhausted




	Steps
	Passes of the loop
	Orchestrator
	F5
	Stop and hand off



	Tool calls
	Calls, per tool or per effect class
	Orchestrator and tool gateway
	F5, F9, load on a dependency
	Refuse that tool, or hand off



	Tokens
	Input and output tokens per run
	Model gateway reports usage; orchestrator adds it up
	F9
	Stop and hand off



	Time
	Active wall-clock time of the run
	Orchestrator clock
	F9 (latency), stale context
	Stop and hand off



	Spend
	Money, derived from tokens and tool costs
	Orchestrator, from a price table
	F9
	Stop and hand off



	Effect
	Cumulative size of effects, such as total refunded
	Tool gateway
	F7 (aggregate), F6 pressure
	Needs approval




Steps and tool calls differ: a step may involve no tool call or several, and a tool-call budget is how you protect a dependency. Tokens are a meter; spend is tokens multiplied by a price table that someone owns and that changes, so Chapter 22 owns the table and this chapter consumes it.

Time needs one distinction. A run waiting for human approval spends nothing, and counting the wait would make approval look like a bound violation. The run's absolute deadline from Chapter 10 covers the total age of the run; the time budget covers active time, while the orchestrator and its dependencies work on it. Both exist, and they answer different questions.

The effect budget

The last row is the one most teams do not have, and it deserves the most attention. Chapter 4 and Chapter 6 put the refund ceiling into code: one call, one amount, checked at the gate. That control says nothing about the sum: a run may issue ten refunds up to the ceiling, and each passes. Whether ten should pass is a policy question nobody answered.

An effect budget caps the cumulative magnitude of an effect for a scope. For Parcelport it can be written next to the ceiling, in the same place and the same style. The notation below is illustrative, and the amounts are hypothetical.

policy refund_budget:                        // illustrative notation and numbers
  per_call:      amount_minor <= refund_ceiling
  per_run:       sum(amount_minor) <= 2 * refund_ceiling
  per_customer:  sum(amount_minor) over 24h <= 3 * refund_ceiling
  per_agent:     sum(amount_minor) over 1h  <= agent_hourly_refund_limit
  on_exceed:     needs_approval, reason: "aggregate refund limit"

The response matters as much as the numbers. When an aggregate limit is crossed, I would not return a refusal, because it tells the model to try something else, which may be another path to the same total. The right verdict is needs_approval: a person, Sam, sees a request that says what the aggregate is and why it tripped, and decides. Chapter 15 covers how that approval is built and bound to the call.

Two cautions. A refund in outcome_unknown (Chapter 6) must be counted at its full amount until its status is resolved, or a timeout will quietly widen the budget. And the effect budget does not replace the ceiling: both apply, and the narrower one binds first.

The runtime keeps the books

Here is the run-level budget as the orchestrator holds it. The key detail is where the counters live.

run.bound_counters = {
    steps: 4, tool_calls: 5,
    tokens: 18200, active_ms: 41000, spend_units: 12
}
run.limits = limitsFor(run.kind, run.agent_version)   // from policy data, not from the model

function checkRunBound(run):
    for each kind in run.limits:
        if run.bound_counters[kind] >= run.limits[kind]:
            run.bound_reason = kind
            raise BoundExceeded

The counters sit in the run store, in the run record from Chapter 10, and they are written by the orchestrator as part of each step. They are not recomputed from the conversation. A budget that restarts at zero on resume has an escape hatch built in, so the counters travel with the run across a crash or an approval.

The limits come from policy data, keyed by the kind of run and the version of the agent: an ops-agent investigating an alert legitimately needs more of everything than a support-agent answering a tracking question. Say, a limit of 12 steps for a support run and 40 for an investigation: these are hypothetical, and the real values come from the distribution of your own runs.

Layering budgets

The opening failures were across runs, so a resource needs a ceiling at each level at which it can be consumed. I would use five.




	Level
	What it caps
	Example (hypothetical)
	Enforced where
	Why it needs its own level




	Run
	Everything in the table above
	Steps, tokens, time, effect per run
	Orchestrator
	One misbehaving run



	Subject
	A ticket, a customer, an alert
	Runs per ticket per hour; refunds per customer per day
	Orchestrator and tool gateway
	One subject triggering many runs: a reopened ticket, a customer who writes five times



	Agent
	One agent, one version
	Tokens per hour; runs in flight; refunds per hour
	Model gateway, orchestrator, tool gateway
	Many runs, each inside its budget, adding up



	Tenant
	One merchant whose orders Parcelport handles (illustrative)
	Share of tokens per day
	Model gateway
	A noisy integration starving everyone else



	Global
	The whole system
	Tokens and spend per day
	Model gateway
	The number someone answers for




All levels are checked, and the narrowest exhausted one binds. The platform team owns the global and agent levels; the support lead and the on-call engineer weigh in on subject-level effect limits, which are business rules about money and production changes.

Where each level is enforced

A limit enforced somewhere the code path can skip is a suggestion. There are three enforcement points, and each sees something the others do not.

The orchestrator sees the run: steps, active time and its own tool calls. It is the right place for the run level and for subject-level counts such as runs per ticket, and it does not see other replicas or agents unless the counters are shared.

The model gateway sees every model call from every caller, which makes it the only place where a total token or spend cap can be absolute, because no code path to a model avoids it. An orchestrator bug that forgets to count cannot spend past a cap that the gateway enforces, since the agents never hold provider credentials (Chapter 1 and Chapter 18). At the time of writing, RAGmux keeps per-project token budgets and rate limits at the gateway, so token use is capped per project outside the agent; other tools take similar approaches, and a per-run budget still belongs in the orchestrator, because a gateway sees a project's traffic and not one run's intent.

The tool gateway, which is the gate for tool calls, sees effects. It is the place for effect budgets, because it is the code that every approved effect passes before it reaches a service, and it already holds the contract and the credential issue.

The rule I would follow is to enforce at the narrowest point that cannot be bypassed, and to count where the thing counted is seen. A token budget counted by the orchestrator and enforced at the gateway as well is two controls with different failure modes, and the gap between their numbers is itself a signal.

Reserve, call, settle

Budgets are consulted before spending, and the cost of a model call is known only after it. The usual answer is to reserve an estimate before the call, then settle with the actual figure afterward. The counters for higher levels live in a counter store, which is a separate system from the run store, and no transaction spans them. The order of operations has to say what happens on a crash.

function spend(run, kind, estimate, work):
    taken = []
    for each level in [run, subject, agent, tenant, global]:
        if not counters.tryReserve(level.keyFor(run), kind, estimate, ttl: 60s):
            for each held in taken:
                counters.release(held, kind, estimate)       // give back what we took
            raise BoundExceeded(level: level.name, kind: kind)
        taken.append(level.keyFor(run))
    run.bound_counters[kind] = run.bound_counters[kind] + estimate   // run store, before the call
    result = work()                                          // model call or tool call; on timeout, usage = estimate
    for each held in taken:
        counters.settle(held, kind, reserved: estimate, actual: result.usage)
    run.bound_counters[kind] = run.bound_counters[kind] - estimate + result.usage
    return result

Three things in the block are deliberate. The run-level counter in the run store is raised by the estimate before the call and corrected after it, so a crash or a timeout in between leaves the run's own count at the estimate and not at zero. The shared counters carry reservations with a time to live, so a worker that crashes between reserve and settle leaves a reservation that expires on its own. Until then the shared counter overstates; if the work took effect and the crash came before settle, it can understate until reconciliation against the gateway's usage records and the run store (say, once a day and on any alert about divergence). That is why the run store is the authority for a run and the shared counters are approximate by design. And the failure path releases what was taken, so a refusal at the global level leaks no reservations.

If the counter store is itself unavailable, I would fail closed for effects and open, with the run-level limit still enforced, for reads. A run that cannot confirm its aggregate effect budget should not issue a refund; a run that cannot update a shared token counter is still bounded by its own limit, and stopping all work because a counter is down turns a bookkeeping failure into an outage.

When a budget runs out

There are four useful responses when a budget runs out, and the choice should be written down per budget kind and level, not left to the code path that happens to raise first.

Stop and hand off. The run moves to handed_off (Chapter 10) with a summary, and a person owns the outcome. This is the default for run-level budgets, because a run that ran out without finishing has told you something about the task or the agent, and a human is the right reader.

Ask. For effect budgets, the verdict is needs_approval, as above. The run waits for the decision, and a decision made by a person on a bounded request is the control.

Wait. For rate-style budgets at the agent, tenant and global levels, the run does not need to fail. It waits at a checkpoint, the last step boundary, and resumes when the window resets. In Chapter 10's states, the run stays running and holds no lease, and it carries a resume_condition (a reset window or a closed breaker) in the run record. The reconciliation sweep skips a running run with an expired lease when that field is set and the run's deadline has not passed, so a parked run is not mistaken for a crashed one and restarted. This suits work that can wait, such as an investigation triggered by a low-priority alert; work with a deadline that a customer or Robin is watching should hand off.

Degrade. The system enters a stated, reduced behavior: answers without tools, drafts for a human to send, read-only investigation. What each level of degraded mode contains is Chapter 14's subject; in this chapter, a budget can be wired to one, so that exhausting a dependency's tool-call budget moves the run to answers that do not need it, with the limitation stated.

The hand-off summary must not need the budget

The obvious way to write a hand-off summary is to ask the model, and that call costs tokens, which are exhausted. Teams then either let the call exceed the budget, which makes the budget optional, or skip the summary, which gives Sam a ticket with no explanation.

I would build the summary from the run store, in code. It lists the facts the record already holds: the ticket, which budget tripped and at what level, the steps taken, the effects applied and their statuses, the intents with no outcome, the last observation and what was not done. Nothing in it is generated, so nothing in it can be an ungrounded claim (F3), and it costs nothing against the model budget. A narrative from the model can be added from a small reserve (say, a few percent of the run's tokens that the normal path cannot spend), labeled as model-written, below the facts.

Budgets are checked at a fixed point. The check happens at the step boundary, before the next step begins, and never between an intent and its effect. A run that is stopped after record(run, "intent", …) and before the result leaves the unresolved intent that Chapter 10 taught the orchestrator to find and resolve. A budget that cuts a run in the middle of an irreversible write creates F6 (silent partial failure) as a side effect of trying to prevent F9.

Circuit breakers for dependencies

A circuit breaker stops calls to something that is failing, for a period, instead of retrying. Its trigger is the health of a dependency and not the consumption of a run: a thousand runs, each inside its budget, can still send a thousand calls to a service that cannot answer.

The pattern is the standard one from distributed systems, and it applies to the services behind tool calls (payments-service, orders-service, the ticket system), the model provider behind the gateway, and the MCP servers from Chapter 8.
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Calls fail immediately while the breaker is open, with a known reason, and a few probes decide when it closes. The threshold needs enough volume to mean something.

What counts as a failure

Only dependency failures count: timeouts, connection errors, and upstream_unavailable from Chapter 6's table. An outcome_unknown counts too, with the extra obligation to check status before any retry.

Refusals do not count. invalid_arguments, precondition_failed, not_permitted and approval_required describe the proposal, not the service. Fifty malformed proposals in a minute are no evidence that orders-service is down, and a breaker that opened on them would cut a healthy dependency off for every other run. Those signals belong to the agent-level breaker, in the next section.

The trip rule needs a minimum volume: three calls with two failures is a rate of two thirds and no information. Say, a trip when at least half of the calls in a 60-second window fail, with at least 20 calls in it. The numbers are hypothetical; the shape (a rate, a volume floor, a cool-down) is the part to keep.

Where breakers live, and what probes should be

A breaker's state is about a dependency, so it is shared by all runs that use that dependency, not kept per run. It lives in the tool gateway for tool dependencies, and in the model gateway for providers. Per-replica state needs no extra system and opens at slightly different times; shared state opens everywhere at once and is one more dependency to keep available. I would start per-replica and move to shared state when your own incidents show the difference.

Probing needs care for write dependencies. For payments-service the trial call of a half-open breaker must not be an issue_refund: the probe is a read, a status endpoint or a read tool against the same service, because an irreversible write is not a health check. The number of probes is small and fixed, so a recovering service is not hit with the full backlog.

What an open breaker does to a run

An open breaker is a different kind of refusal from a gate refusal. It is not a statement about the proposal; it is a statement about the world, and it should reach the model as an observation with its own reason, such as upstream_unavailable with details that say the breaker is open and when the next probe is due. What happens next depends on the effect class of the call; no branch of the diagram ends in "retry anyway".
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For a read, the fast failure is the whole answer: the model uses another source or states that it could not check. A reply that depends on a failed read must not state its result (F3), and the claim check from Chapter 2 enforces that.

For a reversible write, the intent can be parked in run state with an expiry and applied when the breaker closes. When the run resumes, the gate re-evaluates the call against the current world, because the context that produced the proposal is now older (F5.2, stale context).

For an irreversible write, I would not queue: a refund that waits an hour is one whose balance and ownership may have changed. The run hands off with the summary, and Sam decides, with the dependency's state visible. The exception is a call that already holds a valid approval and an idempotency key: it may be retried after the breaker closes, because repetition is safe by construction (Chapter 6).

For an external side effect, such as send_customer_reply against an unavailable ticket system, parking is reasonable. The approved text is bound to a hash and carries an idempotency key, so sending it later is the same action, with the preconditions rechecked on resume: if the customer has written again, the reply may no longer fit.

The model provider

The model provider is a dependency every run needs at every step. When its breaker opens, no run can propose anything, so the orchestrator parks runs at the step boundary, with checkpoints, rather than failing them. Whether a second provider takes over is Chapter 14's fallback question.

New work needs a bound too. An unbounded queue turns an outage into a later, harder-to-see latency blowout (F9), so I would bound the queue by length and by age. Work that cannot be accepted stays where it started: the ticket remains in Sam's team's normal queue, as before the agent existed. That human process is the real degraded mode for the support agent, and it is worth designing so that this path always exists.

Circuit breakers for the agent itself

Dependency breakers watch the world, but some failures no dependency reports. A new prompt version, a model change behind the gateway, a changed tool description or a poisoned input can move behavior in ways no individual check catches: each proposal may be allowed, and the pattern still wrong. An agent-level breaker watches the rates of things that are normal in small numbers.




	Signal
	What a rise may indicate
	Source




	Gate refusal rate
	Proposals drifting out of the contracts: F1, F2, or content steering the calls (F4)
	Gate decisions in the record



	Approval decline rate
	Humans rejecting what the agent proposes: the proposals are worse than before
	Approval service



	Repeated identical errors
	A loop that the per-run checks see only one run at a time (F5)
	Tool results across runs



	Effect volume
	More refunds, flag changes or replies than the baseline for the hour
	Tool gateway



	Budget-exceeded and hand-off rate
	Tasks no longer fitting their budgets
	Orchestrator



	Spend rate
	A change in cost per run
	Counters




The breaker does not know the cause, and it should not try: it acts on the symptom, as an SRE pages on an error-rate alert and diagnoses after.

Signals are rates against a baseline, taken from your own record (Chapter 20) for the same agent version, over a period long enough to include the weekly shape of the work. A change of prompt, model, tool contract or policy starts a new baseline, so the first period after any change deserves closer watching. A breaker with no volume floor trips on a quiet night, when ten tickets, three of them odd, look like an anomaly.

function evaluateAgentBreaker(agent, version, window):
    stats = metrics.window(agent, version, window)
    if stats.steps < minSteps:
        record(agent, "agent_breaker_skipped", "too little data")   // say so in the record
        return breaker.state(agent, version)     // no verdict from thin data; the state does not change
    tripped = []
    for each signal in signalsFor(agent):
        if stats.rate(signal) > baseline(version, signal) * signal.factor:
            tripped.append(signal)
    if tripped is not empty and agent.breakerMode == "observe":
        record(agent, "agent_breaker_would_open", tripped)   // observe: record only, no state change, no page
    else if tripped is not empty:
        breaker.open(agent, version, mode: min(strictestMode(tripped), restricted))   // stopped is a human decision
        record(agent, "agent_breaker_open", tripped)
        page(ownerOf(agent))                     // a human decides what happens next
    return breaker.state(agent, version)

What an open agent breaker does

An agent-level breaker has modes, and the modes are a ladder. The first rung is observe: the breaker records that it would have tripped and pages nobody, which is how thresholds are tuned. It changes no state, so the diagram below leaves it out. The second is restricted: the agent keeps reading and drafting, but every effect above read is refused or becomes needs_approval, and runs that need an effect hand off with their summary. This is the read-only mode, and it is the most the automatic path may set. The third is stopped: no new runs, and in-flight runs wait at the next step boundary. This is the kill switch, and only a person sets it.

The split between automatic and manual transitions is the design decision. Note the missing arrow in the diagram: nothing moves from restricted or stopped back to closed on its own.
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A dependency breaker closes by itself, because a probe can show that the dependency recovered. An agent has no probe: nothing a test call returns says the behavior is back to normal, and a timer knows nothing about whether the cause was found. So the agent breaker opens automatically and closes by a person's decision, recorded with who and why; the alternative is a system that retries its own anomaly every cool-down period.

The kill switch

The kill switch is the manual end of the same mechanism, and its design properties are worth listing because it is the control used on the worst day.


	It lives outside the agent. It is a flag in a store that the orchestrator and the tool gateway read, and neither the model nor any tool can write it. It is not in any agent's tool list, and the agent's credentials do not reach it (Chapter 7).

	It is checked in two places. The orchestrator checks it before every step, and the tool gateway checks it before every effect. A bug in one leaves the other, and an in-flight call that began before the flag changed is still stopped at the gateway if it has not yet taken effect.

	It has scopes. A switch for the whole agent is the blunt instrument. A switch per tool (stop issue_refund and leave lookup_order), effect class, tenant or agent version is used most often, because the rest of the system keeps working.

	It does not depend on what is failing. The model gateway, the approval service or the trace pipeline may be the problem on the day it is needed. The paths that flip and read the switch depend on none of them, and if the flag store is unreachable, the reader uses the last known value for a short period and then refuses effects (fail-closed).

	It has named operators. The runbook says who may flip it for each agent: say, Sam or Alex for the support-agent, Robin or Alex for the ops-agent. A switch that needs a meeting to authorize is slower than the incident.

	It is exercised. A switch that has never been flipped is a hypothesis. Chapter 23 treats the drill, and Chapter 21 can include checks that a flipped flag changes what the gate returns.



Runs in flight wait at the next step boundary with their checkpoints intact, so a reset can resume them. The orchestrator first resolves any open intent by checking the service's status, as Chapter 10 describes, so that stopping does not leave a refund in payments-service with no reply and a run marked done (F6).

Setting thresholds, and the price of a false alarm

I don't know the right limits for your agents, and no one can tell you without watching them work; the method matters more than the numbers.

Start every threshold in observe mode: counters run and exceed events are recorded for budgets, and the breaker evaluation records what it would have done, and nothing stops. After a period long enough to cover the weekly rhythm, you have a distribution of your own: steps, tokens and active time for runs that ended well, as judged by the evals (Chapter 21) and by what the human reviewers did. Set a run limit above the legitimate tail, so that the limit cuts runaways and not the slow-but-correct. A budget set from the average is a hand-off generator.

The costs are asymmetric. A false alarm on a token budget costs a hand-off and some partial work, and a miss costs money and latency. A false alarm on an effect budget costs an approval request, and a miss costs money moved with no one deciding. So effect budgets are set tighter and token budgets looser, and I would say so in the policy file, next to the numbers.

Signals that the thresholds are wrong are in the record. If a human finishes runs that exceeded a budget in a few minutes with the answer the agent was heading to, the limit is too low. If the breaker opens weekly and nobody acts on it, it will be muted. If a breaker flaps, the window is too short or the cool-down too brief, and hysteresis (a higher bar to close than to open) usually helps more than a different number.

Every alert needs an owner and a first action in the runbook; a page that says "agent breaker open" with no first check teaches the receiver to acknowledge and wait. For a restricted agent the first action is usually to look at the signal that tripped it and at the agent's changes in the last day, which only works if the change history exists (Chapter 20 and Chapter 23).

Walking the opening scenario through the controls

With the controls in place (illustrative), the model-gateway breaker opens on the slow provider, and the orchestrator parks runs in flight at the step boundary, so no retries pile onto it and the runs can resume. New tickets stay in the ticket system, and Sam's team handles them as before.

The tool-gateway breaker for payments-service probes with status reads, and runs that need issue_refund hand off with a summary. The alert storm meets the subject and agent levels: forty alerts become a bounded number of runs. A restarted run keeps its counters. By midday spend is far above baseline, the agent breaker moves to restricted, effects need approval or hand-off, and a person is paged.

None of these controls make the provider faster or the payment service healthier. They change what the outage costs.

Trade-offs and costs

Every limit is a hand-off waiting to happen. A budget that trips ends a run that might have finished, and a person inherits the work. That is the right trade against an unbounded run and a poor one when the limit is a guess, which is why observe mode comes first.

State, and a new thing to keep available. Counters and breaker state are production systems with latency, errors and outages, and reserve-and-settle adds a call before every model call and every effect. A counter store outage should not become a platform outage, so the default is chosen in advance: fail closed for effects, bounded by the run's own limit for reads.

Five levels are five things to review. If the team is small, a run level and a global level, with effect budgets at the tool gateway, cover most of the value. Add the others when an incident or the data shows runs that are individually fine adding up to a problem.

Breakers hide problems as well as contain them. Every trip is a signal for the dependency's owner.

The agent breaker needs a baseline. For a new agent or version, the first period is observe mode, and protection comes from budgets and approvals. Name that gap.

When not to use this. A dependency already behind a mesh or client library with a breaker does not need a second one; add the agent-level signals and the effect budget, which nothing else provides. A short-lived read-only prototype with one user needs a step limit and a time limit. The effect budget is needed when an effect can move money or change production, and the kill switch when something other than the person at a screen could cause that.

Common mistakes


	Putting the limit in the prompt. It is one line and the model usually complies. Keep the line as an aid, and add a counter in the orchestrator that raises regardless.

	Per-run limits only. Each run is easy to reason about alone, and every dashboard stays green. Every run is inside its limit and the sum is the incident. Add the levels where runs add up.

	Resetting counters on resume. A fresh run object is the simplest way to restart after a crash or an approval wait. Carry the counters in the run record across a crash or an approval wait.

	Counting every error toward the breaker. A single error counter is simple to build. Count only dependency failures, and send refusals to the agent breaker.

	Closing an agent breaker on a timer. Dependency breakers do it, so it feels consistent. There is no probe for behavior. A person closes it, with a recorded reason.



Key takeaways


	A budget is a limit with a unit, a place where it is measured, and a defined behavior when exhausted, and it only counts as a control if the spending code path must ask it first.

	The step limit is the narrowest bound; budgets for tool calls, tokens, active time, spend and cumulative effect are needed too, and the effect budget closes the gap between the per-call ceiling and the sum.

	Layer budgets where consumption adds up (run, subject, agent, tenant, global), enforce each at the narrowest point that cannot be bypassed, and keep run counters in the run record so resume does not reset them.

	When a budget runs out, decide in advance whether the run stops and hands off, asks for approval, waits or degrades, and build the hand-off summary from the run store so that it does not depend on the budget that was just spent.

	A circuit breaker watches a dependency's health, counts only dependency failures, probes write dependencies with reads, and treats an open state differently for each effect class instead of retrying anyway.

	An agent-level breaker watches rates against a baseline, restricts effects when it trips, and is closed only by a person; the kill switch is its manual end, kept outside the agent and exercised.

	Thresholds start in observe mode and come from your own record, and the cost of a false alarm, a hand-off or an approval, is part of the number.



The controls here stop a run and stop traffic to a failing dependency, and they say very little about what to do next time a call fails. Chapter 14 takes that up: which failures deserve a retry, how retries are kept inside the budgets above, and what the fallback ladder looks like when the primary path is not available.




Chapter 14 — Retries and Fallbacks

Imagine a Friday evening at Parcelport, an hour before the weekend rota changes. A customer asks for a refund on a damaged parcel, and the support agent proposes issue_refund for the order. The payments service starts the transfer, and then its response times out. The orchestrator sees a failed call and tries again, and the retry rebuilds the call with a fresh key. The customer is refunded twice, and the run's log shows one success and one error.

The retry was also not alone. The client library inside the orchestrator retried the call three times, the orchestrator wrapped that in its own loop of three, and the run runner restarted the failed run three times more. With three attempts per layer, one slow dependency becomes up to 27 calls, each a possible second refund, all charged to the same run.

Nothing in this story required the model to be wrong: a dependency was slow, and the design answered with more load and more writes. This chapter belongs to the Bound part of the control envelope, which asks where the loop stops and what it costs to run. A retry decides how many times the same path may be tried, and a fallback decides what path to take when that is not enough. Both have to be designed, because both spend budget and can turn a small failure into a large one.

The problem, and why it is hard

"Retry" sounds like one thing and is at least four. A call to a dependency can fail because the network dropped it, because the dependency was overloaded and said so, because the dependency refused it on its merits, or because the caller gave up waiting and does not know what happened. A model call can fail in all of those ways and in a fifth: the call succeeds and the proposal is wrong. These cases need different responses, and the response to one is harmful applied to another. Repeating a refused call wastes money; repeating an unknown-outcome write can move money twice; repeating a model call that was wrong with confidence may produce the same wrong proposal again.

Several classes of Chapter 3's taxonomy are involved. A retry storm is F9 (cost or latency blowout): the run is correct, and the load it creates is not. A repeated write after a timeout is F6 (silent partial failure) when the first attempt landed and nothing in the record says so. A loop that re-asks the model the same question with the same context until a bound stops it is F5 (runaway loop or stale context). And "ask again" as a repair for F1 (malformed output), F2 (wrong tool or wrong arguments) or F3 (ungrounded claim) has limits that are easy to miss, because a second sample sometimes works and the successes are remembered.

The obvious approach is a generic retry helper with exponential backoff and an attempt limit, plus a backup model. That works for a read against a stateless service and fails where it matters here. The helper does not know the effect class of the call, so it retries writes as it retries reads. It does not know the layer above is also retrying. It does not charge the run's budget, so a run bounded at 15 steps can make 15 steps of three attempts each. And the backup model is a second configuration nobody evaluated: it switches in when attention is lowest, and produces proposals the control system was never tuned for.

Classify the failure before you repeat anything

The first control is a classification: before any repeat, the orchestrator decides which kind of failure this is, from data the code already has: the error code, the retryable flag, the effect class of the tool and whether the call could have reached its target. The model does not take part. Chapter 6's closed error vocabulary makes the classification mechanical, and the table adds a "who repeats" column, because a transient dependency failure and a refused proposal have different answers.




	Failure kind
	Example
	Same call again?
	Who repeats




	Transient dependency failure
	A rate limit answer, a connection refused, upstream_unavailable
	Yes; a write only with the same idempotency key, after a delay
	The orchestrator



	Transient read
	A timeout on lookup_order
	Yes, bounded
	The orchestrator



	Unknown outcome of a write
	A timeout on issue_refund, outcome_unknown
	No, ask the owner of the state first
	The status query, then possibly the orchestrator



	Model proposal refused
	invalid_arguments, precondition_failed
	Not the same call; a new proposal
	The model, in a counted correction round



	Permanent
	not_permitted, result_invalid
	No
	Nobody; record and hand off



	Approval missing or stale
	approval_required
	Not as it stands
	Nobody retries; back to the approval path (Chapter 15)



	Duplicate
	duplicate_replayed
	Nothing to repeat
	Continue from the first result




Two rows deserve emphasis. First, "transient" is a claim about the dependency, and it is only usable when a repeat cannot act twice: the call provably did not act, or the retry carries the same idempotency key, so the tool can replay the first result. A rate limit answer is the dependency saying "I did not process this". An upstream_unavailable answer is weaker, because a server error can arrive after the work was done. A timeout is the caller saying "I stopped waiting", which says nothing about the dependency. For a read the difference does not matter; for a write it is the whole difference (Chapter 5): a timeout on a write is an unknown outcome, not a failure.

Second, approval_required has a row of its own. Chapter 6 made that code a defect indicator: a call reached a tool without a valid approval, or with a stale one. A retry loop that treats it as transient will hammer a gate that is working correctly; the call goes back through the gate and the approval path of Chapter 15.

function classifyFailure(call, result):
    if result.code == "outcome_unknown":
        return "query_status"                     // the owner of the state answers, not the retry loop
    if result.status == "timeout":
        if isWrite(call.tool):                    // reversible write, irreversible write, external side effect
            return "query_status"                 // the write may have happened
        return "retry_same_call"                  // a read: repeating it changes nothing
    if result.code == "upstream_unavailable":
        return "retry_same_call"                  // a read, or a write retried with its original idempotency key: the error may come after the effect
    if result.code in ["invalid_arguments", "precondition_failed"]:
        return "reproposal"                       // the call itself is wrong; a retry would repeat the refusal
    if result.code == "approval_required":
        return "approval_path"                    // a defect or a stale approval: Chapter 15, never a retry
    if result.code == "duplicate_replayed":
        return "continue"
    return "stop"                                 // not_permitted, result_invalid, and any unknown code

The last line is Chapter 6's conservative default: an unknown code is a stop and a hand-off, not a guess, since a table that fails open makes every new error in a new tool a potential retry loop.

Retry safety follows the effect class

The effect class says most of whether a repeat is allowed; the column that matters is what happens when the outcome is not known.




	Effect class
	After a rejection before acting
	After a timeout or unknown outcome
	What each attempt reuses




	read
	Retry, bounded
	Retry, bounded
	Nothing needed; a re-read may return newer data



	reversible write
	Retry with the same key
	Query status; retry only on "not applied"
	The key, the arguments



	irreversible write
	Retry with the same key
	Query status; hand off if it cannot answer
	The key, the arguments



	external side effect
	Retry with the same key
	Query the ticket system; hand off if it cannot answer
	The key, the exact text




Two details sit under the table. "Reuses the key" is literal: a retry that rebuilds the call must rebuild the key Chapter 6 defines, from runtime-assigned identifiers. A retry that mints a fresh key on every attempt has the shape of safety and none of the substance, because the tool sees a new call each time.

And the key is the backstop while the status query is the plan (Chapters 5 and 10). The key only helps if the tool keeps and honors it; the status query tells you which world you are in. A tool that cannot honor a key is not given to the agent as an irreversible write (Chapter 6). For send_customer_reply, whose full contract is in Chapter 15, the rule is the same: if the ticket system times out, the orchestrator asks whether the reply was sent and does not send again on a guess.


Warning: A write that times out and is retried without a status query, or with a freshly minted key, can move money or message a customer twice. This is the one place in the chapter where I would say "never": the cost of being wrong is irreversible.



Retries in code

A retry helper that follows the table is short, and the details are in what it refuses to do. The block wraps the effect of an already allowed call; the gate decided that before, and a retry does not re-open the question.

function callWithRetry(run, call):
    attempt = 1
    while true:
        result = effect.apply(run, call)                  // same call and same key on every attempt
        action = classifyFailure(call, result)
        if action != "retry_same_call":
            return { result: result, action: action }
        policy = retryPolicy(call.tool)
        if attempt >= policy.maxAttempts:                 // say, three attempts in total
            return { result: result, action: "give_up" }
        delay = jitteredBackoff(attempt, policy)
        if delay > remainingDeadline(run):                // never sleep past the run's own deadline
            return { result: result, action: "give_up" }
        if not bound.chargeRetry(run, call.tool):         // retries come out of the budget (Chapter 13)
            if isWrite(call.tool):                        // a read has no intent to close
                record(run, "effect", { call: call.id, status: "not_applied" })   // a write reaches this branch only after a rejection before acting
            raise BoundExceeded
        record(run, "retry", { call: call.id, attempt: attempt, delay: delay })
        sleep(delay)
        attempt = attempt + 1

If every attempt fails, the loop ends at the attempt limit or at the deadline, whichever comes first, and returns give_up with the last result; the caller then moves to a fallback. The loop never returns "keep trying". If the budget is exhausted, BoundExceeded propagates to runAgent, which hands off as in the canonical loop of Chapter 1. The intent is closed as not_applied first, because a write reaches the retry branch only after a rejection before acting (a read has no intent to close), and a hand-off with an open intent would send a person to resolve something already known. Every attempt leaves a record, so on-call can tell a retry from a slow dependency.

The intent record stays outside this helper: Chapter 5's executeCall records it once, before the first attempt, and the retries are attempts at that one intent. A new intent per attempt leaves a recovery sweep unable to tell which one to ask the target about.

Backoff and jitter

The delay between attempts gives the dependency time to recover, which exponential growth does, and keeps callers from retrying together, which randomness does: if 200 runs all failed at the same moment and all wait exactly one second, they all arrive again at the same moment.

function jitteredBackoff(attempt, policy):
    ceiling = min(policy.maxDelay, policy.baseDelay * power(2, attempt - 1))   // grows, then caps
    return random(0, ceiling)                                                   // full jitter: any point up to the ceiling

I would use full jitter, a random delay between zero and the ceiling, because it spreads callers across the whole interval. The base and cap (say, half a second and eight seconds) are yours to tune. If the dependency says when to come back, use the hint as a lower bound, capped so a hint of an hour does not park a run. And treat the delay as a cost to a human: for interactive runs the attempt limit and the deadline should be tighter than for a background investigation.

Retries are spent from the budget

A retry is a tool call that takes time and, for a model call, spend and tokens. So every retry is charged to the same budgets as a first attempt (Chapter 13 owns the budget types), and the counter lives in the run's bound counters in the run store (Chapter 10), so that a resumed run does not start its retries from zero. The retry count should be its own counter, for diagnosis: 12 calls of which nine were retries is a signal about a dependency.

One layer owns retries

The opening scenario multiplied attempts across layers. The fix is a rule and not a number: for a given call, exactly one layer retries. I would put it in the orchestrator, because it knows the effect class, the budget and the deadline. Client libraries below it are configured with zero retries, or their retries count as the orchestrator's. The same holds for a model gateway that retries a provider call internally. A run runner that restarts failed runs is another layer of the same kind, and a restart should resume from a checkpoint (Chapter 10) and not replay the run. In design review, write down where each dependency's retries live.

Retry storms

When a dependency slows down, retries are the largest source of extra load, which is how a partial outage becomes a full one. Three controls work together. The first is the jitter and the limit above. The second is a retry budget at the fleet level: retries are allowed only while they stay under a fraction of first attempts over a window (say, a tenth). When the dependency is failing, almost every attempt is a retry, the fraction is exceeded, and the retries stop even though no individual run has hit its limit. The third is the circuit breaker (Chapter 13): when it is open, calls fail fast without being sent, and the retry loop never starts.

An open breaker is not an error to be retried; it is the fallback ladder's cue to move. In the diagram, no path loops without a counter, and the breaker enters from the side, skipping the retries.
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When the model's output is the failure

A model call that returns a proposal the gate refuses is different from a dependency failure: nothing was unavailable, and the proposal was wrong. The orchestrator's tool for this is another model call, with limits of its own.

Re-asking is a new sample, not a retry

A retry repeats a call and expects a recovered dependency to behave as before. Re-asking the model has no such expectation. Its output varies with the context and with sampling, so a second call with an identical context can return a different proposal, and that is the only reason re-asking sometimes works. It works as a draw, not as a repair.

Three consequences follow. Identical context may reproduce an identical failure, as Chapter 2's section on consistency sampling shows. The useful thing to change is the context: a refusal reason from the closed vocabulary, added as an observation, tells the next proposal what to avoid ("the refund amount is not valid for this order") without handing it the number that would pass. And re-asking has to be counted, since every correction round is a model call, a step and some spend.

Counted correction rounds

The loop of Chapter 5 already feeds a refusal back as an observation. What is missing is a limit specific to the refusal: "15 steps of the same refusal" is an expensive way for the step bound to find out.

function onRefusal(run, verdict):
    key = refusalKey(verdict)                           // reason code and field names, never values
    run.refusals[key] = countOf(run.refusals, key) + 1
    if not isCorrectable(verdict.reason):               // not_permitted is never fixed by asking again
        return handOff(run, "refused: " + verdict.reason)
    if run.refusals[key] > policy.maxCorrections:       // say, two correction rounds per reason
        record(run, "correction_exhausted", key)
        return handOff(run, "proposal kept failing: " + key)
    return addObservation(run, verdict)                 // the context now differs by the refusal reason

The key groups refusals by what went wrong, so two problems do not share a limit and the same problem does not escape it. Which reasons are correctable is a policy question: invalid_arguments usually is, since the model can fix a missing field, while not_permitted is not, because the permission does not change with another try. Chapter 12 covers the broader detection of a run making no progress; the correction counter is a narrow instance of that. I would start with one or two correction rounds, since more rarely rescue a proposal that failed twice.

Repairing an ungrounded draft

F3 (ungrounded claim) is a different repair problem. Suppose a verifier finds a sentence in a draft reply that no tool result supports: a delivery date that appears in no lookup_order result. Asking the model to rewrite the draft is a new sample, which can introduce new unsupported sentences while removing the old one. My preference, when the reply is built from parts, is a deterministic edit: remove the unsupported sentence, or fall back to a template filled only from tool results. The result is less fluent and verifiably grounded, which is the trade that matters for a message to a customer. Chapter 2 builds the verification itself; the repair path for an ungrounded claim should be code, with a second model call as the last resort.

The fallback ladder

When retries are exhausted or a breaker is open, the run needs another path. A fallback is a different way to reach a useful outcome, and the paths form a ladder, ordered by how much of the primary behavior each keeps and how much trust each asks of the system.




	Rung
	Path
	Keeps
	Gives up
	Entry condition




	1
	Retry the same path
	Everything
	Time
	Transient failure, retries left



	2
	Alternate model or provider
	Tools, plans, drafting
	Known behavior; the controls tuned for the primary
	Primary model path unavailable; alternate evaluated and allowed



	3
	Deterministic path
	Correctness for known cases
	Coverage; flexibility
	The ticket type has a coded path



	4
	Cached or template answer
	A grounded, safe reply
	Specificity
	A reviewed template or a fresh enough cached result exists



	5
	Read-only mode
	Lookups, summaries, drafts for a human
	All effects
	Effects are unavailable or not trusted



	6
	Hand off to a human
	The human's judgment
	Automation
	Nothing above applies




The order is the design. A rung is entered only when the one above it has failed or is not allowed, and the orchestrator decides from signals it can see: error classes, breaker state, budget state and the evaluation status of the alternate. The model is not asked which rung to take. A prompt saying "you are in degraded mode, be careful" only lowers the rate of careless proposals; the control is that the gate has different rules on that rung.

Below the retry rung the ladder only goes down, and every rung ends at a human. A rung that could loop back up, for example one that tries the primary again after a template reply, would need its own counter, and I would leave that to the next run. A retry that fails again returns to the first question, with a counter.
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Rung 2: another model or provider

Most teams reach for this rung first, and I would approach it with the most care. A second model is a different component, so every control tuned against the primary (verifier coverage, escalation thresholds, expected refusal rates) was tuned against something else. Chapter 2 puts it directly: a fallback model activates during an incident, when attention is at its lowest, and it is the model you have tested least.

Three conditions follow. First, the alternate has an evaluation status: it passed the golden set (Chapter 21) at written-down thresholds that may be lower than the primary's, and without one it is not on the ladder. Second, the gate is unchanged: its proposals are as untrusted as the primary's. Third, and this is a position and not a rule, I would tighten the gate while the alternate is in use: every irreversible write goes to approval regardless of the ceiling, until its eval history supports more. The cost is real, since Sam, the support lead in Parcelport's story, sees more requests exactly when the platform is stressed. I would still prefer that to a refund path whose proposals nobody has measured acting on its own.

A common API in front of several providers makes a switch cheap to express and says nothing about when it is safe, so the orchestrator holds the policy that names the alternate, its eval status and the gate tightening.

Rung 3: the deterministic path

Some tickets do not need a model at all. "Where is my order" is a lookup_order call and a formatted status. A coded path answers them with no model call, so it keeps working when the model path is down, at the price of duplicated status formatting that must stay in agreement. I would build it only for the few ticket types that account for most volume; beyond that it is a second agent written in code, a project and not a fallback.

Rung 4: cached or template answers

A template reply is a fixed text with slots filled from tool results: an acknowledgement, the current delivery status, the reference of the ticket. It cannot contain an ungrounded claim, because the claims are in the template, reviewed once, and the slots come from tools. A cached result is the same idea for read data, if the answer says when it was read. Staleness is the risk (F5.2, stale context, in Chapter 3): give every cached item a maximum age in policy, and never use a cached value as the basis of a write.

Rung 5: read-only mode

In read-only mode the agent keeps its read tools and loses everything else: no update_shipping_address, no issue_refund, no send_customer_reply. The run can still look up the order, summarize the ticket and prepare a draft for a person to send; the ops agent can keep reading logs and metrics and hand Robin a summary. The mode is recorded in the run store, so that a resume does not forget it, and it is enforced by the gate: while it is read-only, the gate refuses every call whose effect class is not read. A prompt that says "do not take actions" is a request.

Rung 6: hand off

Hand-off always works, because a person is the one dependency the model path does not share. A ladder that reaches it often is telling you something about the rungs above. The hand-off carries a summary and the recorded state of the run, so the person does not start over (Chapter 10 covers the handed_off status).

The ladder in code

The selection and the state change after it:

function selectRung(run, signals):
    if signals.retriesLeft and not signals.breakerOpen:
        return "retry"
    if signals.modelPathFailed and policy.alternateModel.evalPassed and not signals.alternateFailed:
        return "alternate_model"                          // evalPassed is data from the eval suite, not a flag in a prompt;
                                                          // modelPathFailed: a tool failure is not fixed by another model
    if hasCodedPath(run.ticketType):
        return "deterministic"
    if hasTemplate(run.ticketType) or hasFreshCache(run):
        return "template"
    if signals.readsAvailable:
        return "read_only"
    return "hand_off"                                     // entered through handOff, not enterRung (see below)

function enterRung(run, rung, reason):
    run.mode = rung                                       // run store first: a resume keeps the mode
    record(run, "mode_change", { rung: rung, reason: reason })
    gate.setMode(run, rung)                               // the gate's rules for this rung apply from the next step

The order of the writes in enterRung is deliberate: the run store holds the mode first, so a crash leaves a run that resumes in the lower rung and not one that quietly returns to the primary. No transaction covers the record and the gate; if the process dies before gate.setMode, the resume reads the mode from the run store and calls it again, which is idempotent by design. A run whose store says read_only and whose gate says otherwise is the gap to alert on.

Telling the user the truth

A fallback that works is a change in what the customer gets: a template reply is less specific than a drafted one, and a read-only run does not issue the refund asked for. If the customer is not told, they draw their own conclusions: a late reply is assumed to be ignored, a missing refund is assumed to be refused.

I would write the degraded-mode message as a fixed template, authored in advance and not by the model. A message generated at the moment of failure, by the failing component, is the most likely to promise something nobody can deliver, and such a promise is an F3 waiting to happen. And a fixed text can be reviewed once by the support lead, an easy case for Chapter 15's approval design.

notice degraded_handoff   // illustrative; fixed text, reviewed in advance; slots filled from the ticket record
  "We have your request about order {order_ref}. Our automated assistant is limited
   right now, so a member of our support team will review it. Your reference is
   {ticket_ref}. You do not need to send your request again."

The text says what is true, gives the customer a reference, and asks them not to resend, which prevents the duplicates that panic generates. It names no time, because none has been committed to, and it does not apologize in a way that implies cause. "A member of our support team will review it" is only true if the hand-off exists, which is a matter of order.

Hand-off is one write followed by effects that are applied outside the run. The run does not escalate and does not notify. It closes with a record that says what must happen, and leaves the doing to a worker.

function handOff(run, reason, detail: none):             // called in Chapters 1, 4, 10, 12, 14, 15 and 18
    if run.status == "handed_off":
        return handoffOf(run)                             // the closing event's cause; a repeat call changes nothing
    id = newHandoffId()                                   // runtime-assigned
    rec = { id: id, reason: reason, detail: detail,       // the cause the run closes with
            kind: run.kind,                               // Chapter 10's run kind; it decides the effects
            subject: run.subject.key,                     // the ticket or alert, for the keys below
            summary: summary(run),
            open_intent_ids: openIntents(run).ids,        // includes the reply intent of Chapter 15, if one is open
            escalation_intent_id: newIntentId(),
            notice_intent_id: "notice:" + id }
    try:
        transition(run, "handed_off", rec)                // Chapter 10's one conditional write
    on StaleRun:
        run = reload(run.id)                              // another writer moved the run
        if run.status == "handed_off": return handoffOf(run)
        raise
    return rec

There is no second write. Chapter 10's single conditional write stores the record as the closing event and releases the subject lock. The transition is allowed with intents open, which Chapter 15's reply path creates, and open_intent_ids points the person at them. run.mode is not changed: the closing event says the run ended in the hand_off rung, and the measures at the end of the chapter read the rung from it.

The worker is a sweep over handed_off runs whose delivery row is still open. The row is an outbox entry, unique on the hand-off id, because the closed run cannot hold the worker's progress.

The record's kind chooses the effects. An ops-agent hand-off pages the on-call engineer and sends no notice, because an alert run has no ticket and no customer. A support-agent hand-off escalates to the ticket system with the key hash(subject, escalation_intent_id), and only then sends the customer notice with reply_intent_id set to notice:<handoff_id>, under the key of Chapter 15's contract. The person is assigned first and the customer told second, so a failed notice leaves the customer late but not misled.

Three properties make this easy to check. The run is finished before anything is sent, and the worker never touches the closed run or takes a model step. Every key comes from the record, so retries reuse them and the customer is not emailed twice. And an unclear send is never answered with a second send: the worker asks sendStatus (Chapter 15) first. The delivery row has its own attempt limit, an outbox setting and not one of Chapter 13's run counters; at the limit the worker pages a person through a channel independent of the ticket system and marks the row stuck, so a ticket system that never answers costs a bounded number of attempts and one page.

A person sees the cause the run closed with, such as bound exceeded or success_unmet, with the delivery state beside it. The handler of BoundExceeded in Chapter 10 is itself a hand-off that writes only the closing event, so it cannot loop or leave the run holding its subject.

For on-call, the counterpart of the customer notice is a plain status line in the channel where the ops agent reports: which mode it is in, since when, which tools are unavailable and what it already found, generated by code from the rung the run store recorded (the current rung for a running run, the closing event's rung for one that has handed off).


Note: A banner saying "automated assistant limited" that stays up after the dependency recovered teaches customers to ignore it. Tie the message to the mode the run store records, so that it appears and disappears with the mode.



Testing and observing the fallbacks

A fallback runs rarely, and code that runs rarely rots: the worst day is the wrong time to find that the alternate model's credential expired or that a template slot is no longer filled. Three kinds of test cover it.


	Switch tests. Inject the failures the table lists: a model call that times out, a rate limit, an open breaker, a write whose outcome is unknown after the effect. Assert which rung the run reaches, that the gate's rules changed with it, that retries stopped at the limit, and that the unknown-outcome write was queried and not repeated. These belong in CI.

	Quality tests. Run the golden set (Chapter 21) through each rung that produces answers: the alternate model, the deterministic path and the templates. The thresholds can differ from the primary's, and they must exist.

	Drills. On a schedule, force a rung in staging, or in production for a small slice of traffic, and watch what the people see.



The failure that fallbacks add is silence: a run served by a template reply still ends in done, and quality has fallen behind a normal completion rate. So the rung is part of the record: every run carries its mode, every mode_change event and hand-off record carries its reason, and the rung is a span attribute (Chapter 20). Four measures are worth having, all split by rung:


	the share of runs on each rung, per hour, so a ladder that has carried traffic for a day is visible;

	the retry ratio, retries per first attempt, per dependency;

	time in each degraded mode, and whether it ended by recovery or by hand-off;

	outcome quality by rung, from the sampled production evals (Chapter 21).



Alert on duration and share, not on a single transition; what a healthy retry ratio is, you measure in your own system.

Trade-offs and costs

Every rung costs something to keep. An alternate model needs credentials, evals and an owner; a deterministic path duplicates logic; templates need review. For a small agent, I would start with two rungs, classified retries and hand-off, and add the others when volume or the cost of a hand-off justifies them.

Retries add latency for the person waiting. Set the attempt limit and the deadline by the interaction, tighter for chat than for an overnight investigation.

Tightening the gate on the fallback shifts work to people. Approval for irreversible writes on the alternate model protects the money path and loads the support lead during a stressed period. If the queue cannot absorb it, the design needs a cap and a decision about what happens beyond it; the honest answer may be that those tickets wait.

Classification can be wrong. A wrongly retryable error wastes budget; a wrongly permanent one hands off work a retry would have resolved. The retry ratio and hand-off rate by error code reveal them.

Idempotency does not cover everything. Keys deduplicate repeated writes; they do not undo a misplaced effect or cover a tool that ignores them, and the ladder assumes Chapter 6's contracts hold.

When not to build the ladder. If an agent does only reads, with a human consuming the result, retries with a limit and a clear failure message are enough. If failures are rare and hand-off is cheap, six rungs are more machinery than the problem has earned. And a fallback you cannot staff drills for is a rung that probably does not work, and the policy should not list it.

Common mistakes


	Retrying at every layer. Each layer's library retries by default, and each limit looks reasonable alone. Fix: the orchestrator alone retries; the other layers are set to zero.

	Retrying a write after a timeout, or minting a new key per attempt. A timeout reads as a failure, and "unique per call" sounds like what a key is for. Fix: query the owner of the state first and reuse the runtime-assigned key.

	Retrying outside the budget. A helper's own loop is the easiest place to put a retry. Fix: charge every retry to the run's budgets and store the counter in the run store.

	Re-asking the model until it agrees. The loop is easy to write and sometimes works. Fix: change the context, count correction rounds per reason and hand off at the limit.

	A fallback model nobody evaluated, or a silent fallback. The alternate is on the ladder because the gateway offered it, and dashboards look fine after recovery. Fix: an eval status in policy, and the rung recorded on every run, trace and metric.

	A degraded-mode message written by the model. It is the quickest way to get a fluent apology. Fix: a fixed, reviewed template sent after the hand-off exists.



Key takeaways


	Classify a failure before repeating anything: transient rejection, timeout, unknown outcome of a write, refused proposal and permanent error each get a different response, decided by the orchestrator from the error shape and the effect class.

	A write that times out has an unknown outcome and is not retried until the owner of the state says what happened; retries reuse the runtime-assigned idempotency key, and the key is the backstop and not the plan.

	Exactly one layer retries, retries use jittered backoff, an attempt limit and the run's deadline, and every retry is charged to the budget and counted in the run store so that a resume does not reset it.

	Re-asking the model is a new sample and not a repair: change the context with the refusal reason, count correction rounds per reason, stop at a small limit, and prefer a deterministic edit to a second draft for an ungrounded claim.

	A fallback ladder is ordered by how much primary behavior each rung keeps; the orchestrator picks the rung from signals, the gate enforces the rung's rules, and an alternate model enters only with a recorded eval status and an unchanged, or tighter, gate.

	A fallback is code that runs on the worst days, so it is tested with injected failures, evaluated for quality, rehearsed in drills and recorded on every run, because a silent fallback hides the quality it costs.

	Degraded mode is told to the customer in a fixed, reviewed message that is sent after the hand-off exists and says only what is true.



The next chapter takes up the last rung of the ladder and the path that leads to it. Handing a decision to a person is simple to say and easy to get wrong, and Chapter 15 covers when approval is required, what the approver sees, and how an approval stays bound to the exact action it was given for.




Chapter 15 — Human Approval

Imagine Sam, the support lead at Parcelport, opening the approval queue on a Tuesday morning. Suppose the support agent filed 60 requests overnight (a hypothetical number). Each one shows a refund amount, an order id and a paragraph, written by the model, explaining why the refund is justified. The paragraphs are fluent and they agree with each other. By the fortieth request Sam is approving on the strength of the paragraph, and the order id has become a string to glance at.

Request 41 says the parcel arrived damaged. The ticket does not mention damage, and orders-service says the parcel is still in transit. Neither fact is on the screen. The approval takes four seconds.

Later the same morning Sam approves a reply to a customer. Between the approval and the send, the agent's draft was regenerated, and the new wording promises a delivery date that no tool result contains. The approval was attached to the ticket, not to the text, so the reply went out under Sam's name.

Nobody in this story was careless. The queue was built so that a human decision could be recorded, and it recorded one. What it did not do was make the decision mean anything. This chapter belongs to the Gate part of the control envelope: the part that answers whether this proposal is allowed to take effect, for this principal, right now. When the answer is "a person decides", the question for this chapter is what has to be true of that decision for it to count as a control and not as a signature.

The problem, and why it is hard

The gate has three verdicts, and the third, needs approval, is the only one in which the answer comes from outside the code. That makes it the weakest link by default. A human is slower than a check, varies from one hour to the next, and is shown whatever the system chose to show. The approval path is where several failure classes can pass through a gate that looked closed: F2 (wrong tool or wrong arguments) when the approver is not shown the arguments, F3 (ungrounded claim) when the approver is shown the claim but not its source, F5.2 (stale context) when a decision outlives the facts it was made on, and F7 (unauthorized effect) when the thing applied is not the thing approved.

The obvious design is a confirmation step: show the proposed action and a button, record who pressed it. It fails in four ways, and each one is structural.

First, it shows a description of the action, usually written by the model, and not the action. A sentence and a call can drift apart, and the approver cannot tell. Second, the approval is a fact about a ticket or a run ("Sam approved this one") and not about one exact call, so whatever the orchestrator applies next inherits it. Third, the decision has no clock: an approval given at 09:14 is still valid at 11:20, when the order is in a different state. Fourth, approval is a human act, and human acts degrade under volume. A person who approves 60 near-identical requests before lunch is not exercising judgment on the sixtieth.

An instruction such as "ask for approval before risky actions" is a request, as Chapter 7 put it. The control is the policy that returns needs approval, the tool that refuses to act without a valid approval, and the record of what was approved.

When approval is required

Whether a call needs approval is decided by policy at the gate, never by the model and never by the effect class alone. Chapter 7 gave the distinction between "beyond authority, but a human could grant it" and "beyond authority, and no human may". Approval is the first kind. This section is about the triggers.




	Trigger
	Parcelport example
	Who computes it




	Amount
	A refund above refund_ceiling
	The gate, from the call and the contract



	Effect class and target
	Any request_rollback or toggle_feature_flag, whatever the evidence says
	Policy, by tool name



	Uncertainty signal
	A draft reply with a figure the claim check could not classify (Chapter 2)
	A deterministic check, not the model



	New or unusual situation
	A second refund request on the same order, or a customer with no prior contact
	Facts the gate read from the services



	Policy
	Production writes outside a change window
	Policy data, versioned




Two rules keep this list honest. The first is that uncertainty signals come from checks, not from the model's account of itself. A proposal that says "I am not sure, please review" is a proposal, and a gate that routes on it has given the model a way to choose its own oversight, in both directions. Chapter 2 explains why a model's stated confidence is not evidence; here it is enough to say that the trigger must be something code can recompute.

The second is that the trigger belongs to the call and not to the run. "Approve this run" is a verdict about a sequence whose later steps do not exist yet. Approval attaches to one call, evaluated when that call is proposed.

function requiresApproval(call, facts, policyVersion):
    policy = loadPolicy(policyVersion)
    if call.tool in policy.always_approve:             // for example request_rollback
        return { required: true, reason: "tool_policy" }
    if call.tool == "issue_refund" and call.amount_minor > policy.ceilingFor(call.currency):
        return { required: true, reason: "above_ceiling" }
    if call.tool == "issue_refund" and facts.prior_refunds_for_order > 0:   // new or unusual: read by the gate, not stated by the model
        return { required: true, reason: "repeat_refund" }
    if call.tool == "send_customer_reply" and facts.claim_check == "unclassified":
        return { required: true, reason: "unclassified_figure" }
    return { required: false }

The reason code travels with the verdict and is shown to the approver, because "why am I being asked" is the first question a reviewer has. It also gives you the measurement used later in this chapter: approvals counted by reason.

One ordering rule from Chapter 5 matters more here than anywhere. Approval comes after every check that could refuse. A human who is asked to approve a call that the gate would have refused has wasted a person's time and has taught that person that the queue contains nonsense.

What the approver sees

An approval request is a document that a person reads under time pressure. I would design it from the decision outward: what must a reasonable person know to say yes or no to this exact call, and where does each piece come from. The rule I would hold the design to is that every field on the screen is either computed by code from the call and from services, or labeled as something else.

The notation below is illustrative. It lists what the approval service stores and renders for one pending refund.

approval_request
  request_id:       "apr-0031"                       // opaque
  call:             { tool: "issue_refund", order_id: "ord-7f3k2m91",
                      amount_minor: 18000, currency: "EUR", reason_code: "damaged" }
                    // rendered by code from the call, never from model text
  call_hash:        callHash(call)       // defined in the next section
  why_asked:        { reason: "above_ceiling", policy_version: "p-0007" }
  evidence:         // read by the gate from services, with read time
    - order status:          "delivered", read at 09:12
    - refundable balance:    shown in order currency
    - earlier refunds:       none
    - ticket link:           opens the ticket in the ticket system
  risk:             "irreversible write: Parcelport cannot recall a refund"
  undo path:        "none held by Parcelport; a correction is a separate decision"
  model_note:       "unverified summary written by the model"   // last, collapsed, labeled
  expires_at:       "<timestamp>"
  eligible_approvers: [ role: "support lead" ]

Look at what is on the list and in which order. The call comes first and is rendered by code, so the approver sees the arguments the effect will use. If the screen showed a sentence such as "refund the customer for damage", the sentence and the arguments could disagree, and the approver would have approved the sentence. The evidence comes next, read by the gate from orders-service and payments-service and stamped with the time it was read. The risk and the undo path say what saying yes costs and what can be done afterwards, in a sentence each. For an irreversible write the honest undo path is "none", and the screen should say so.

The model's note is last, collapsed, and labeled. This is the point I would defend hardest: the model's explanation is a proposal, not evidence. It comes from the same context as the call, so if the context was wrong the explanation is wrong in the same direction and reads just as well. Shown first, it produces the Tuesday morning in the opening; shown last and labeled, it is a pointer to what to check.

What is left off the screen matters too. Raw customer email text is untrusted and may carry instructions aimed at whoever reads it (Chapter 16 covers how such content is handled), and it carries personally identifiable information (PII) the approver does not need to decide (Chapter 17). Show the facts the decision needs and link to the ticket for a reviewer who wants more. Do not show tokens, credentials or internal identifiers that explain nothing.

Binding an approval to one proposal

The approval service returns a signed approval bound to the exact call. The binding is what turns "Sam said yes" into "Sam said yes to this", and it is simple to state: the approval carries a hash of the call, and the gate refuses any call whose hash does not match.

function callHash(call):
    // everything that changes what the effect does is in the hash
    // effectPayload: the arguments for most tools; for send_customer_reply, the
    // rendered text and the recipient the gate read, not the model's draft
    return hash(call.tool, call.subject_ids, canonicalize(effectPayload(call)), call.idempotency_key)

function verifyApproval(call, approval, now):
    if not signatureValid(approval):          return "invalid"      // the signing key stays in the approval service
    if approval.status != "approved":          return "not_approved"
    if approval.expires_at <= now:             return "expired"
    if approval.call_hash != callHash(call):   return "mismatch"     // one changed value is a different call
    return "valid"

// gate: a call that needs approval and has no valid one is refused with approval_required

Four properties come out of this block. Exactness: the amount, the currency, the order and the key are in the hash, so an approval for 18000 does not cover 18001. No transfer: an approval for one call cannot be used for another, so the model gains nothing by proposing a variation after a yes. Expiry: the approval has a time after which it is not valid, and what happens then is a transition and not a silent retry (the clock is Chapter 10's, the meaning is this chapter's). Identity: the signature covers who decided and when, which is the "recorded with who decided" in the definition of an approval.

Single use is enforced by the idempotency key, not by a flag that flips on consumption, which would need a transaction across the approval service and the target system. The key is in the hash, so a second application of the same approved call returns the first result (duplicate_replayed). The gate checks the approval, and the tool or its owning service checks it again and returns approval_required if the call arrives without one (Chapter 7 draws the same line between decision and enforcement).


Warning: An approval that exists only in the orchestrator's memory, or only in a user interface, is not a control. If the service that moves the money or sends the email does not check for a valid approval bound to the call, a bug anywhere upstream turns the human step into decoration.



Parameter changes invalidate the approval

Sam may want to change the amount, and nothing is wrong with that. The rule is that an edit in the approval interface is not applied to the existing call. It creates a new call, which goes back through the gate, gets a new hash and, if policy still requires it, a new approval request. The same holds for the model: if it proposes the refund again with a different amount after a yes, the hash differs, the earlier approval does not apply, and the key rules in Chapter 6 decide whether the new call is even a new intent.

I would not let the model re-ask until it gets a yes. A declined call is recorded with its hash, and a proposal that matches a declined hash is refused without a new request. A proposal that differs only slightly is counted by the bound (Chapter 13), and a run that keeps asking for variations of one declined action is a run for a hand-off. Without this, the person who declines becomes the weak point of a loop that tries again until they stop checking.

The contract for send_customer_reply

send_customer_reply is an external side effect, and the book has so far named it without writing its contract. Chapter 6 lists it among the effect classes and says its weight goes to what happens before the send. Chapter 3 points to this chapter for the human gate in front of it. Here is the contract in the notation of Chapter 6. Chapter 2's claim check and Chapter 6's idempotency rules are referenced, not repeated.

tool send_customer_reply
  description: "Send one reply to the requester of one ticket, through the ticket system."
  input schema:                       // fields the model supplies
    type: object, additionalProperties: false
    required: [text]
    properties:
      text: { type: string, minLength: 1, maxLength: 4000 }   // illustrative limit
    // not in the schema: ticket id, recipient, attachments, subject line;
    // the runtime fills them, since a model-chosen recipient is an exfiltration path
  effect class: external side effect
    // nothing Parcelport holds can recall a sent email
  preconditions:                      // checked by the gate, not the model
    - ticket is open and is the ticket of this run
    - recipient is the requester recorded on the ticket by the ticket system,
      read by the gate, never taken from the text
    - claim check passes: every claim in the text ties to a tool result
      of this run (Chapter 2); an unclassified figure gives needs_approval
    - PII content check passes                     // placeholder: added by Chapter 17
    - injection and taint check passes             // placeholder: added by Chapter 16
    - no earlier send for this key has outcome "unknown"; the gate asks,
      through the tool gateway, for the send status first and refuses until it is known
    - if policy requires approval: a valid approval whose call_hash covers
      the rendered text, the recipient and the key; any change to the text
      after approval makes the approval invalid
  idempotency: key = hash(ticket_id, reply_intent_id)
    // both parts runtime-assigned, never by the model; see the reply_intent_id table below
  permissions: scope "replies:send", delegated for this ticket only
  timeouts: call 10s, deadline 30s    // illustrative; a timeout means outcome
    // unknown: ask the ticket system about this key, and do not resend until it answers
  error shape: { code, message, retryable, details }
    // code in [invalid_arguments, precondition_failed, approval_required,
    //   not_permitted, duplicate_replayed, upstream_unavailable,
    //   outcome_unknown]

The reply_intent_id is one runtime-issued id per reason to write to the customer, taken from a closed list of sources. The key is one formula; the sources and allowed values are these.




	Value form
	Source
	Use




	inbound:<inbound_message_id>
	A recorded inbound message
	The message calls for an answer



	holding:<approval_request_id>
	A pending approval request
	The waiting notice while the request is pending



	notice:<handoff_id>
	A hand-off
	A degraded or hand-off notice (Chapter 14)



	human:<decision_id>
	A person's decision
	A person decided that another message should exist




Not in the key: run_id, step_id, the text and anything else the model supplies. A reworded repeat for the same intent has the same key and returns the first result (duplicate_replayed). The holding notice and the final answer have different intents, so one never replays the other. A corrected second reply is a new human: intent, and a person issues it.

Several lines deserve comment, because each one closes a specific route.

The schema asks the model for text and nothing else. The recipient comes from the ticket, as the identity of a customer comes from the run in Chapter 7. A draft that says "send this to person-017@example.invalid" has no field in which to say it.

This precondition is where Chapter 2's claim check lives for this tool. The check sits on every route that carries text to a customer: if the orchestrator also forwards a final answer to the ticket, that route goes through this contract, with these preconditions and this approval rule.

The PII and injection lines are placeholders on purpose. Chapter 16 adds what the gate checks when the text may have been steered by untrusted content, and Chapter 17 adds what it checks for data that should not be in an outbound message. They extend this list; they do not replace it.

The approval line is the point of this section. The approval is bound to the rendered text, which means the exact bytes that will leave: the model's draft after the tool has applied its template, signature and footer. Hash the draft and let the tool add a footer afterwards, and the approver has approved something other than what the customer reads. Hash what leaves. A change of one character after approval, whether made by the model, by the template, or by someone editing the draft, changes the hash and sends the call back to the gate. This is the text form of the rule that an approval belongs to one proposal.

The key has the same shape as in Chapter 6, and the reasoning carries over: a model that proposes a reworded reply in a later step does not get a second email, it gets the first result. The cost is real. If the first reply was wrong, a correction does not happen because the model proposed one; it happens because a person decided that a second message should exist, and the approval service issues a new human: intent. I would pay that cost. A second email to a customer who has just received a wrong one is a decision about the customer relationship, and it belongs to someone who can be asked.

What happens when the outcome is unknown

The ticket system may time out after accepting the reply, or after only appearing to. The run then does not know whether the customer has the message. Retrying is the wrong move, because an email that was sent cannot be taken back, and so is sending nothing, because the customer waits for a reply that exists. The contract's answer is the one from Chapter 5 and Chapter 6: record the unknown, ask, and send nothing until you know.

function sendReply(run, call, approval):               // the orchestrator's side; the service is reached only through the tool gateway
    key = hash(run.ticket_id, call.reply_intent_id)    // runtime-assigned, one intent per reason to write
    record(run, "intent", { tool: call.tool, key: key, text_hash: hash(call.rendered_text) })
    try:
        result = effect.apply(run, call, idempotencyKey: key) // the tool gateway calls the ticket system
        record(run, "effect", result)
        return result
    on Timeout:
        record(run, "effect", { status: "outcome_unknown", key: key })
        status = toolGateway.sendStatus(call.tool, key)       // a read through the tool gateway; does not send
        if status == "sent":
            record(run, "effect", { status: "sent", key: key })
            return { status: "sent" }
        if status == "not_sent":                              // only a definite answer allows a retry
            return retryOnce(run, call, approval)             // same key, approval re-verified
        return handOff(run, "reply outcome unknown")          // a person sees the text and the key

Read the failure paths. The function belongs to the orchestrator: it records the intent, decides on the retry and hands off. The send and the status question both reach the ticket system through the tool gateway, the first as effect.apply. The intent is recorded before the call, so a crash after the send still leaves a trace and Chapter 10's resume procedure finds an open intent. The status question is a read and never sends. A retry happens only on a definite "not sent", with the same key, and passes through the approval check again, so an approval that expired during the wait stops the retry. An unclear answer is not a license to try again. It is a hand-off, with the run store holding the text and the key, to Sam, who can look at the ticket and decide.

The two wrong answers are not symmetric, and the design reflects it. A reply that does not go out is visible: the customer writes again, and the ticket shows an open intent. A reply that goes out twice is not. Where the choice is between a missing email and a duplicate, I would choose the one that a person can notice and fix.

The approval flow

The diagram shows a refund above the ceiling from proposal to effect. Look at the three places where the flow ends without an effect: the gate's refusal, the decline, and the expiry. All three return to the context as observations or to a person as a hand-off, and none of them lets the model proceed on its own.
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An approval request itself moves through a small number of states, and having them written down helps when the question in the incident review is "what did the approver actually decide, and what happened to it". The states are separate from the run's states in Chapter 10: a run is awaiting_approval while a request is pending.

[image: Diagram]

Approval and the run

Chapter 10 owns what happens to a run while a human decides: the run is awaiting_approval and holds no worker, the clock on the approval has a destination, and a resumed run re-reads facts and sends the pending call back through the gate. This chapter adds three things about the decision itself.

The first is that the approver's decision is made on evidence read at one time and applied at another. The request carries the read time of each fact, and the gate reads again on resume (Chapter 7 gave the reason). If the refundable balance changed in the interval, the call fails a precondition, the approval stays in the record as a decision about a call that is no longer possible, and the model sees a refusal. The cost is that Sam sometimes approves something that is then refused. I would accept that; the alternative is applying an approval to a world it was not given for.

The second is expiry. Choose the expiry from the approver's reality, not from the system's convenience. A support queue covered during working hours cannot promise a decision at 2 a.m., and an approval whose clock runs out in the middle of the night hands the run off with the call attached; it does not extend itself. If Sam still wants the refund in the morning, a new request is rendered from current facts. Silently extending an approval is how a decision outlives the facts it described.

The third is what the customer sees while the run waits. A message that says "a colleague is reviewing your request" is itself a send_customer_reply, with its own contract and its own intent (holding:<approval_request_id>), so that it can never consume the key of the answer that follows. I would generate it from a template with no model-written claims. It is also a place where honesty is cheap: say that a person is looking, do not promise an outcome.

Dual control and separation of duties

For some calls one approver is not enough. Dual control, often called four eyes, requires two different people to approve the same call, and separation of duties requires that the person who benefits from or originated an action is not the one who approves it. Both are policy, and both are enforced by the approval service, not by the interface.

policy refund_dual_control              // illustrative notation
  applies to:  issue_refund
  rule:        amount_minor <= ceiling_minor_for(currency)       -> no approval
               amount_minor <= second_tier_minor_for(currency)   -> one approval, role: support lead
               otherwise                                         -> two approvals, roles: support lead, finance
  also:        approver must not be the principal who opened the ticket or assigned it to the run
               both approvals must carry the same call_hash

The approval service checks the roles and the distinctness from the signed identities, and a request does not leave pending until the required number of valid approvals exist for the same hash. The approvers do not see each other's decision before making their own, when the interface can arrange it, because a second approver who sees a first "yes" is closer to a countersigner than to an independent check.

The cost shows up on a schedule. Two approvers mean two queues, a longer wait, and a coverage problem: who is the second person at a weekend? There is also a human effect that no design removes. When two people share a decision, each can feel the other is the check, and the quality of each review can fall. I use dual control for the narrow band of calls where the cost of one error is large and irreversible, and I do not use it as a general upgrade. A tier that applies to every refund above the ceiling halves nothing and doubles the queue.

The same pattern applies to the ops agent in a different form. Robin, the on-call SRE, approves request_rollback. If the deployment being rolled back was started by Robin, a separation rule would ask for a second engineer, which at three in the morning may not exist. That is a choice to make in advance with the on-call rotation, written as policy, and not at the moment of the incident.

Rubber-stamping, fatigue and automation bias

Three effects wear down the human step, and they are properties of the setup, not of the people in it. Rubber-stamping is approving without examining. Approval fatigue is the decline in attention that comes from volume and repetition. Automation bias is the tendency to accept what a system proposes because the system proposed it, and it is stronger when the proposal arrives with a fluent explanation, which is why the model's note sits last on the screen.

You cannot see any of these from the inside of a single decision. You see them in the data the approval service already holds, and I would measure at least these.




	Measure
	What it tells you
	What a bad value looks like




	Approval rate, by reason
	Whether the trigger finds proposals that need a human
	Near 100 percent for a reason: the trigger may be catching nothing a human changes



	Time to decision, as a distribution
	Whether the evidence is being read
	A median of seconds on a request with several facts to check



	Decline and edit rate
	Whether the model's proposals are good, and whether humans differ
	Near zero declines for months, or one approver far from the others



	Queue age and expiry rate
	Whether the queue is staffed for its volume
	Rising expiry or hand-offs for expired approvals



	Approved-then-refused at resume
	Whether decisions are made on stale evidence
	A steady rate: the interval between decision and effect is too long




Read these as a design signal, not as a performance review of a person. A near-constant yes in seconds says something about the trigger and the screen, and the blameless reading is that the system has taught the approver that the answer is yes. The next step is a design change.

There are three honest options when a reason shows an approval rate that never moves. One is to take the human out: if a person has not changed an outcome in a long time, the call may be better served by a deterministic rule with a tighter bound (a lower ceiling and a daily total, Chapter 13) and after-the-fact sampling. Another is to change what is shown, so that reading the evidence is the fast path. The third is to keep the approval and say plainly that it exists for accountability and not for catching errors, which is a legitimate reason as long as nobody counts it as a safety control in a review.

Thresholds should be tuned on data and not on feeling. Before raising refund_ceiling to shrink the queue, pull the distribution of requested amounts and the decline reasons for the band you would remove. If nothing in that band is ever declined, raising the ceiling is probably right, and the bound on total refunded value per run and per day is what covers the exposure that the human used to cover. If declines in the band are common and are for good reasons, the queue is working, and the fix for the volume lies upstream, in why the model proposes so many of those calls (F2).

Parcelport: the refund above the ceiling, and a rollback

Take a refund request on ord-7f3k2m91 for a customer, cus-0042, whose ticket reports damage. Suppose refund_ceiling is 100.00 in order currency and the proposed amount is 180.00 (hypothetical values). The gate reads the order, finds it delivered and captured, finds no earlier refund and sees the amount over the ceiling. It returns needs approval with the reason above_ceiling. The run becomes awaiting_approval.

Sam's screen shows the call rendered by code, the order status read at a stated time, the refundable balance, the absence of earlier refunds, a link to the ticket, and the line that Parcelport holds no way to recall a refund. The model's note is below, collapsed. Sam reads the ticket, sees a photo reference in the thread, and approves. The signed approval carries the hash, the approver, and an expiry.

On resume the gate re-reads the order and the balance and checks the approval against the call it now holds. On allow, the orchestrator starts effect.apply, and the tool gateway attaches the per-call credential and calls payments-service with the key from Chapter 6. The result returns through the tool gateway and is recorded. The reply to the customer is a second call with its own contract: the text states the refund amount, which the claim check ties to the result, and policy requires no approval for a reply of this kind, so the verdict is allow. If the model's text had included a figure the extractor could not classify, the verdict would be needs approval, and a new request would show Sam the rendered text, bound to its own hash.

Note what the two approvals have in common and what separates them. Both are bound to exact content, both expire, both are checked by the owner of the effect. They differ in what can go wrong: a wrong refund is money that cannot be recalled, a wrong reply is a message that cannot be unsent. And the gap between the two calls is where F6 (silent partial failure) lives. A refund applied and a reply not sent leaves a run that must not reach done.

The ops agent shows the other end of the range.




	
	issue_refund above the ceiling
	send_customer_reply, when required
	request_rollback




	Approver
	Sam
	Sam
	Robin



	Bound to
	Order, amount, currency, key
	Rendered text, recipient, key
	Deployment, target version, key



	Undo path
	None held by Parcelport
	None
	A later deployment restores the previous version



	Evidence computed by code
	Order status, balance, earlier refunds
	The claims and the results they tie to
	Versions, error rates before and after, from the stores



	Why approval
	Amount over the ceiling
	Claim check could not decide
	Policy, whatever the evidence says




For a rollback the policy returns needs approval for every call, so the interesting design work is the request. Robin may be reading it at three in the morning with no context, so it must be self-contained: the current and previous version, the error rates the orchestrator computed from get_metrics before and after the release, the time window, and the statement that a later deployment can undo the rollback. The numbers are computed by code, next to the model's explanation and not inside it (Chapter 4). A reversible write is cheaper to get wrong than a refund, but a rollback during a busy period is not free, and the approval is how someone who owns that cost gets to pay it deliberately.

Trade-offs and costs

Approval has a price in four currencies. Time: every approval-gated call waits for a human, and the wait is minutes at best and hours at worst. People: someone has to be there, trained to read the screen, covered when away, and protected from a queue that never ends. Engineering: the approval service, the request rendering, the signature and verification, and the checks in the gate and the tool are real components with their own availability. Customers: a customer whose refund waits for Sam has a worse afternoon than one whose refund did not need Sam.

The approval service becomes a dependency of the gate. When it is down, calls that need approval cannot get one, and the only safe behavior is to fail closed: the run waits or hands off, and nothing proceeds on an approval that cannot be verified. Say this in the design before the first outage, and say what the customer is told.

An approval is a statement that a person accepted one exact call, on the evidence shown, at a time. It is not a statement that the world is right. An approver can be wrong, can lack the knowledge to judge, or can see an incomplete picture because the gate did not read what mattered. Approval reduces the chance that an error becomes an effect; it does not guarantee that the effect is correct, and describing it as making a refund "safe" would overstate it.

Putting every tool behind approval looks careful and is theater: the queue grows, the answers become reflexive within a day, and the one request that needed attention looks like the other ninety-nine. Where a deterministic rule can decide, or the effect is a read or a cheap reversible write, sampling after the fact is usually enough.

Common mistakes


	Approving a description. It is tempting because a sentence reads better than arguments. Render the call from its arguments, in code, and show it as the thing that will run.

	Treating the model's explanation as evidence. It is persuasive and it is the model's own account. Compute evidence from services, show the note last and label it unverified.

	An approval bound to the ticket or the run. It is easy to implement and everything the orchestrator does next inherits it. Bind to the hash of one call, including the key.

	An approval with no expiry, or an expiry that extends itself. The decision outlives its facts. Give every approval a clock, and a destination for when it runs out.

	Measuring approvals by speed. A short queue time looks like a healthy process. Measure rate by reason, decision time, declines and approved-then-refused cases, and read them as design signals.

	Failing open when the approval service is unavailable. It keeps the queue moving and removes the control exactly when something is wrong. Fail closed and hand off.



Key takeaways


	Whether a call needs approval is a policy decision made by code from the call, the facts and a policy version, and never from the model's stated confidence.

	An approval is a signed decision bound to the hash of one exact call, including its idempotency key, so a changed parameter, a changed text or a repeat in a later step is a different call that needs its own answer.

	The approval screen shows the call rendered by code and evidence read from services with their read times; the model's explanation is shown last, labeled unverified, because it is a proposal and not evidence.

	send_customer_reply is an external side effect with an idempotency key built from runtime-assigned ids, an approval bound to the rendered text, and a rule that an unknown outcome is resolved by asking the ticket system, never by sending again.

	The tool or service that performs the effect must check for a valid approval itself, or a defect upstream removes the human from the path.

	Approval rates, decision times, declines and approved-then-refused cases are design signals, and a reason that is always approved in seconds is a trigger to change: replace it with a rule and a bound, change the screen, or keep it knowingly for accountability.

	Approval has costs in time, staffing, engineering and customer wait, and putting every call behind it is theater that hides the one request that mattered.



Approval assumes the person reading the request is not being steered by the content in it, and that the model's context has not been shaped by whoever wrote the customer's email. Chapter 16 takes up what happens when instructions arrive inside data, and why a prompt alone cannot be the control.




Part V

Security Boundaries




Chapter 16 — Prompt Injection

Imagine a Thursday afternoon at Parcelport. A customer writes in about a parcel that arrived damaged and asks for a refund. The message is polite and the facts are ordinary. Below the signature, though, sits a block of text that was pasted in from somewhere else, and it is not addressed to the support team. It is addressed to whatever system processes the email. It says the refund should go against a different order and be larger than the order total, that the reply should say the refund has been approved, that it should include everything the system knows about the customer, and that a link should be added "for verification".

Suppose the support agent's prototype has one prompt, a broad token, and the email text goes into the context as it is. Nothing in that design distinguishes the customer's request from the block below the signature. Both are text in the same sequence, and the model proposes what the whole sequence makes likely. Sometimes that is a refund for the damaged parcel and nothing more; sometimes the proposal changes shape. A team that tests it on Friday and sees the first outcome has learned very little.

This chapter belongs to two parts of the control envelope. In Context, it asks where each piece of text came from and how far it may be trusted. In Gate, it asks what the gate does with a proposal that traces back to text nobody at Parcelport wrote. The question for the chapter is narrow: if instructions can arrive inside data, and the model cannot reliably tell them apart, what has to be true of the system around it so that a steered proposal cannot do damage?

The problem, and why it is hard

Prompt injection is content that is data being treated as instruction. Chapter 3 names the class F4 (instruction hijack) and gives it two subclasses: F4.1, direct injection, where the user's own input tries to override the agent's rules, and F4.2, indirect injection, where the content arrives through a tool result, a document or an email written by someone else. This chapter takes both, with most of its weight on the indirect kind, because that is where a design has no user to ask.

Instructions can enter at Parcelport through more places than most first designs list.




	Channel
	Parcelport example
	Who wrote it




	Customer email
	The body of a ticket the support agent reads
	The requester, or someone whose text the requester pasted



	Forwarded or quoted text
	A carrier notice forwarded inside a thread
	A third party



	Attachment
	A document attached to a damage claim
	A third party



	Web page
	A page fetched by an illustrative fetch_page tool, if one existed
	Anyone



	Retrieved document
	A page returned by search_docs
	Parcelport staff, and anyone who can edit the page



	Tool result
	A free-text note on an order record, a carrier remark
	Customers and carriers, through another service



	Log line
	An error that echoes a request field, read by the ops agent
	Whoever sent the request that was logged



	Memory
	A note written by an earlier run (Chapter 11)
	An earlier run, on the strength of whatever it read




Every row is text that a person or system outside the control of the run produced, and every row ends up in the same place, the context assembled for the next model call.

Why the model cannot separate the two

The model receives one sequence. The orchestrator can mark parts of it ("system policy", "ticket text, untrusted") and the model's outputs condition on the marks more often than not, but the marks are themselves text in the sequence. A customer can write text that looks like a mark. Nothing in how the model works gives the policy a privileged channel that the ticket cannot imitate. I do not know of a technique that makes this separation reliable today, and I would not design as if one were about to arrive. If one does, the controls below will still hold, and that is the test a design should meet: it must stay correct when the model is replaced.

SQL injection is solved by parameterized queries because the database has two channels, one for code and one for data. A model has one channel, so the defense moves out of the model: into what happens after it proposes, and into what it could reach.

Which failure classes it produces

A steered proposal surfaces as F2 (wrong tool or wrong arguments) when an order id or address came from text and not from the task; as F7 (unauthorized effect) when a broad token that should never have existed allows the call (Chapter 7); as F3 (ungrounded claim) in a reply that repeats what the injected text asserted; and as F8 (unobserved behavior) when the run's record does not say which text the proposal followed, so nobody can find the other runs that read the same message.

Direct injection is the smaller problem

When the customer authored the text, the customer is also the principal the run acts for. A customer who asks for more than the order total is asking for something the ceiling, the refundable balance and the delegated authority of Chapters 6 and 7 will decide, however it is phrased. Direct injection reduces to "the principal asked for something beyond their authority", and the gate already refuses that. The harder case is the author who is not the principal, whose text puts the agent's authority to use on their behalf.

The threat model: three things that have to meet

I find it useful to reduce the whole subject to three conditions. Damage from an injection needs all three to be true in the same run.


	Untrusted content. Text written by someone other than Parcelport's own code and staff is in the context.

	Reach. The agent can read sensitive data or cause an effect that matters: customer details, a refund, an address change.

	A channel out. There is a way for data or influence to leave the run: a reply to a customer, a link in that reply, an outbound request, a pull request body, a memory write.



If one of these is missing, what remains is bounded: an agent that reads hostile text but has no sensitive reach and no channel out can produce a bad answer and nothing worse. This framing is a design aid and not a theorem. "Reach" includes authority to write, and a channel can be indirect (a refund is a signal to a person who may act on it). But it tells you where to put the work: you choose which leg to cut for each tool, and you do it in code.
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The dotted lines mark where each control acts. For every tool in a contract, write down which of the three it contributes to, and for every path where all three can be present, say which one the design removes.

For the support agent, condition one cannot be removed, because reading customers' email is the job. Reach is cut by locking: a run that has read third-party content cannot take a consequential action without a person. Channels are cut by taking the choices away from the model: the recipient, the link host and the contact details in a reply are not things it gets to name.

A prompt is not a control

The first thing most teams write is a sentence in the system prompt telling the model to ignore instructions found in emails. It lowers the rate at which steered proposals appear, and I would keep it. It is also a request, and no property rests on it: the component whose output is in question reads it, its effect is statistical, and it has no failure signal, because when it loses the proposal looks like any other. Delimiters and labels are in the same class: a label rendered into the context is a request to the model, while the trust field that travels with the item in code is something the gate can read. The rest of this chapter is about using that field.


Note: A prompt can change how often the model proposes a planted action. Only a check in code changes whether the action can take effect. Evaluating a prompt measures a rate; evaluating the gate tests a property. Report them separately.



Provenance and taint

Chapter 9 gave every context item an origin and a trust field, set by the orchestrator. This chapter adds taint, a mark that a value came from an untrusted source and must not drive a sensitive action without a check: provenance says where an item came from, taint says what that means for the proposals that follow.

Two classes of untrusted content

If every untrusted item were treated alike, every run would be locked, because every run begins with a customer email. The usable distinction is between content written by the principal and content written by anyone else.

record TaintMark                       // illustrative; extends ContextItem in Chapter 9
  source_class: enum [third_party, principal, owned, system_record]   // weakest first
    // third_party:   anyone else's text, or text of unknown author: forwarded or quoted
    //                segments, attachments, fetched pages, carrier remarks, log lines
    // principal:     the requester's own message, from the authenticated ticket channel,
    //                and free text the record shows the requester wrote
    // owned:         text Parcelport staff wrote and reviews: policies, runbooks
    // system_record: structured values a service validated: ids, amounts, status codes
  derived_from: list<item_id>          // a summary inherits the marks of its sources
  set_by: "orchestrator"               // never by the model, never by the content

The mark attaches to a field, not to a whole item. A lookup_order result is one item with several fields: order_id, amount_minor and status are system_record, a note the customer typed at checkout is principal, a carrier remark is third_party. A mixed result is not one trust level. Chapter 9's item label still governs how the model sees the item; the mark refines it per field for the gate.

The customer's own message is untrusted, but it is also the request the run exists to serve: its words are the principal speaking, bounded by the principal's delegated authority and the ceilings. Third-party text has no such standing. A forwarded notice, an attachment or a carrier remark is not the customer asking for anything, so a proposal that follows an instruction in them has someone else using the customer's authority. That is the confused deputy of Chapter 7, with a different front door.

The distinction is imperfect. The ticket system can segment a message into new text and quoted or forwarded parts with deterministic parsing, and it will sometimes be wrong: a customer can paste a third party's text into their own message and the parser will label it principal. So the classification adds a heuristic tier on top of the checks of Chapters 6 and 7 and does not replace them. The sender field of an email is not authentication: identity comes from the ticket system's record (Chapter 7).

Propagation: the part that is easy to lose

Taint that marks only the raw email is not enough, because the model rewrites. A summary, a note, a draft reply that quotes a line, a memory entry: each is a new item built from tainted sources, and if it enters the context with no marks the first summary has laundered the taint. So derivation inherits: whatever the orchestrator builds from tainted items carries their marks in derived_from, as Chapter 9 already requires for summaries and notes. When the proposal is a tool call, the orchestrator does not ask the model where its arguments came from, since the answer is a proposal like any other. It looks.

function argumentOrigins(run, call):
    origins = {}
    for each name, value in call.arguments:
        fields = sourcesOf(run, value)                    // exact match in code: whole structured field, or a ticket segment
        if fields is empty:
            origins[name] = "unsourced"                    // not seen in any field: produced by the model
        else:
            origins[name] = weakestTrust(fields)           // third_party < principal < owned < system_record
    return origins

Chapter 9's rule, per field: a value takes the class of every field or ticket segment it appears in, the lowest class wins, and a token (a random placeholder that stands in for a personal value, which Chapter 17 introduces) is read through its vault entry (the separate store that maps tokens back to values), whose source_class keeps the lowest class of the segments it replaced. A value in both a third-party item and a system record is therefore third-party. The reverse would let an allowed read launder it: injected text names another customer's order id, the model reads it, and the record returned contains the same id. A result's overall trust plays no part: a refund does not become third-party because the order also carries a carrier remark, since order_id and amount_minor are system records. An address the requester typed is principal, and the same address inside a forwarded notice is third-party.

Arguments governed by a choice set are the exception: membership in the set the orchestrator built is the proof of origin, so checkTaint does not trace them. The cost of the weakest rule is a false refusal now and then, when a free argument such as an address also appears in forwarded text, and I would accept it.

This is imperfect on purpose. Exact-match tracing finds a value that was copied from an item and misses one that was transformed, which is why unsourced is its own label: where a rule requires a source, the gate refuses it, and where not, the other checks decide.

Rules per tool and per argument

Taint becomes a control when it is joined with a rule. The rules live in policy data, in the same place as the ceiling, and the model never sees them. The table shows illustrative rules for the support agent's tools. A "locked" run is one that has read third-party content, and the lock applies to the rest of that run.




	Tool and argument
	Allowed source
	When the run is locked




	issue_refund.order_id
	Choice set built by the orchestrator (Chapter 4)
	needs approval



	issue_refund.amount_minor
	Derived by code from lookup_order and policy and offered with the choice set, or the requester's stated amount within the balance, parsed by code from the requester's segment and compared as an integer
	needs approval, whatever the ceiling



	update_shipping_address.address
	Requester's message, after checkAuthority (Chapter 7)
	refuse; hand off to a human



	send_customer_reply.text
	Model draft, rendered through the template
	needs approval



	escalate_to_human.summary
	Model draft, labeled untrusted
	allow; the summary is shown as untrusted



	lookup_order, get_customer_profile, search_docs
	Any
	allow; reads stay available




Reads stay open: a locked run that cannot read cannot tell a human what it found. The lock limits the effect of steering without anyone knowing the model was steered.

The gate's check

The taint check is split in two, because the lock verdict is usually an approval verdict and Chapters 2 and 15 put approval after every check that can refuse. A human should never be asked to approve something the gate would have refused. The first half refuses on argument origin and runs with the other early refusals (schema, choice set, authority). Both functions are partial views of the gate in Chapter 5, which places argument_origin after the schema and argument-binding checks and carries run_locked as the reason, on needs_approval or, for tools whose rule is refuse, on a refusal. The second half runs last, after the contract preconditions have passed, and only then turns a locked run into needs_approval, or into a refusal where the tool's rule says so.

function checkTaint(run, call, rules):                // early: refusals only
    rule = rules.for(call.tool)
    if rule is none:
        return { kind: "allow" }
    origins = argumentOrigins(run, call)
    for each name in rule.sensitive_arguments:
        if rule.choice_set[name]:
            continue                                      // membership in the set is the origin proof
        if origins[name] == "third_party"
           or (origins[name] == "unsourced" and rule.requires_source[name]):
            return { kind: "refuse", reason: "argument_origin", detail: name }
    return { kind: "allow" }

function lockVerdict(run, call, rules):               // last: after the preconditions pass
    rule = rules.for(call.tool)
    if rule is not none and run.locked and rule.when_locked != "allow":
        return { kind: rule.when_locked, reason: "run_locked",    // "needs_approval" or "refuse"
                 detail: run.lock_cause }                         // item ids, shown to the approver
    return { kind: "allow" }

The lock itself is set by the orchestrator when it assembles a field whose source_class is third_party, and it is written to the run store, so it survives a resume (Chapter 10). Two things follow from the field-level mark. A customer's own refund on an order whose note the customer typed is not locked, and is not refused: the note is principal and the arguments trace to system-record fields. A carrier remark does lock the run, and the refund then goes to approval, not to a refusal. The record carries the cause, the ids of the fields that locked the run, so that "why was this ticket sent to Sam" has an answer and so that the other runs that read the same message can be found.

A refusal returns to the model as an observation, like any other (Chapter 4), and the run's bound counts how many times that happens (Chapter 13). A run that keeps proposing calls the taint check refuses is a run for a hand-off.

Authority is the second wall

The delegated authority of Chapter 7 does most of the work against the worst outcomes, and I would start every injection discussion from least authority, not from detection. An injected instruction to act on another customer's order reaches the gate and checkAuthority refuses it with not_permitted whatever the text said; a call to a tool the agent does not have is refused as an unknown tool. The residual is what lies inside that authority: a refund within the ceiling on the customer's own order, a reply with misleading wording, an escalation summary written to mislead. The taint lock covers the middle: inside the customer's authority, but at someone else's instigation.

Output channels: close the way out

The third condition, a channel out, is where I would spend the most design time, because it is the cheapest to cut and the least often cut. Every external side effect and every free-text field that a person or system reads is a channel. For the support agent the main one is send_customer_reply, and Chapter 15 wrote its contract. This chapter does not rewrite it. It adds the checks that belong to injection, in the places the contract left as a placeholder.

A channel that the model parameterizes can be steered into carrying data, so the first step is to remove parameters: the contract has no recipient field, and the gate reads the recipient from the ticket system. The text itself can still carry a link with data in its query string, contact details that move a customer outside Parcelport's control, or a reference the ticket viewer fetches on display. The controls take the choice away from the model.


	Links are built by the tool, not written by the model. The reply template inserts tracking links from an order id the runtime holds, to a host on an allowlist. A URL in the model's draft that is not one of these is refused. No model-supplied query string survives.

	Contact details come from a closed set, or pass the disclosure rule. Chapter 17 decides what personal data may appear; it allows an identifier the requester wrote in their own message. The addition here is that an email address or phone number must be a published support channel or pass Chapter 17's disclosure lines (an approval verdict there counts as passed here); anything else fails the check.

	Rendered references are stripped or refused. Whatever the ticket viewer fetches on display is something the reply cannot contain.

	Quoted untrusted text goes through a fixed quote template. If a reply must quote the customer's own words, the template wraps them, and the length is bounded.



The additions to the contract of Chapter 15 are below. The refusing lines stand in for its placeholder "injection and taint check passes"; the lock line is an approval reason, not a refusal, so it sits with the approval verdict after every precondition of the merged contract, outcome-unknown refusal included. The notation is the one from Chapter 6, and the numbers are illustrative.

tool send_customer_reply         // additions to the preconditions of Chapter 15; not a new contract
  preconditions:
    - every URL in the rendered text has a host on reply_link_allowlist and a path
      the tool template built from runtime-held ids; no model-supplied query
    - every email address or phone number in the rendered text is a member of
      { published support channels } or passed Chapter 17's disclosure lines (an approval verdict there counts as passed)
    - no segment of the rendered text is a verbatim copy of a third_party item
      longer than 200 characters       // illustrative limit
    - evaluated last, after every precondition of the merged contract has passed
      (Chapter 15's included): if the run is locked, needs_approval with reason
      "run_locked" and the lock cause shown to the approver; the approval hash
      covers the rendered text
    // on failure: error code precondition_failed, details.check names the line

The allowlist of link hosts needs an owner, and the first week of production will show the legitimate link that was not on it. The contact-detail check will refuse a reply that sends the customer to a carrier's depot at a number the carrier supplied. I would accept those false refusals and have the hand-off carry the number to a human: a channel closed by default and opened on evidence is easier to run than one that is open and watched.

Other channels

escalate_to_human is a channel to whoever reads the summary, which the model wrote from tainted content, so it is shown labeled as untrusted and never as Parcelport's own statement (Chapter 15 describes what stays off the approval screen). A memory write is a channel into the next run, and Chapter 11 puts its gate at the write. The trace is a channel to whoever reads it (Chapter 20). The same inventory applies to each: who can parameterize it, and what is the smallest closed set the model can choose from.

Separating the reader from the actor

The strongest structural move against the first condition is to avoid giving a model that can act the text it should not trust. The pattern is a reader and an actor, run as two separate model calls with different contexts and different capabilities.

The reader receives the untrusted content and has no tools. Its job is to turn the content into a constrained structure: a small set of typed fields, closed enumerations where possible, bounded free text where not. The actor is the model call that proposes tool calls. It receives the structure, labeled by provenance, and the trusted facts the orchestrator holds, and it does not receive the raw email.

The reader is hijackable, and I would say so first. What changes is what a hijacked reader can do: it has no tool, no credential and no channel except an output with a fixed shape, so an attacker's influence has to pass through a narrow field.
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function readTicket(run, ticket):
    raw = ticketSystem.messages(ticket)                   // untrusted
    context = [ readerPolicy(), labeled(raw, "untrusted") ]   // no tools in this call
    result = model.propose(context)                       // reader: may only return a final_answer
    if result.kind != "final_answer":
        raise ReaderProtocolError                         // a tool_call from a toolless reader is a signal
    fields = parseAgainst(ReaderSchema, result.text)      // schema check, deterministic
    return markDerived(fields, sources: raw.item_ids)

record ReaderSchema                                       // illustrative
  requested_action: enum [refund, address_change, status_question, other]
  claimed_issue:    enum [damaged, not_delivered, wrong_item, none]
  order_refs:       list<string>, max 3                   // candidates; the choice set decides
  note:             string, max 400 chars                 // free text; stays third_party

Structured fields are not clean because they are structured: a hijacked reader can still choose requested_action: refund where the customer asked for a status. The schema limits the choice to the few options the customer could have chosen anyway and makes the free text one small, labeled, bounded field. The orchestrator treats order_refs as candidates only; the order the run acts on comes from the choice set.

The costs are an extra model call per ticket, lost nuance (a message that fits no enumeration goes to other and then to a human), eval cases of its own (Chapter 21), and an owner for the schema, because a field added carelessly widens the channel. I would use the pattern when the agent reads a lot of third-party content and holds consequential tools. For a small agent, one model call with the taint lock and the choice set is a reasonable start.

Detection helps, and it is not the gate

A classifier that scores text for injection is a reasonable component, and the gap between "reasonable component" and "control" is the point of this section. A miss lets a steered proposal through, and a guessable detector gives someone a target to iterate against. False positives are common in this domain: a customer who writes "leave the parcel behind the gate and ring twice" has written an instruction, correctly, to a delivery process.

So I would use a classifier to raise a signal, under two rules. It may raise taint and never lower it: "suspicious" can lock a run, send a ticket to a person or increment a counter, while "clean" changes nothing, because a clean verdict that could unlock a run would make the classifier a gate and its misses effects. And it runs in the orchestrator over the content before assembly, outside the model's reach.

Contracts, preconditions and approval

Preconditions in the contracts of Chapter 6 should be stated over facts the gate reads, never over the text. "The order belongs to the customer of this run" is a statement about orders-service; "the reply contains no link outside the allowlist" is a statement about the rendered bytes. A precondition that begins "the ticket asks for" has put the untrusted text back in the decision.

Approval is the fallback for what the rules cannot decide, and it is where taint gets expensive. If every ticket is locked, the queue has the problem Chapter 15 described: near-identical approvals and a human who stops reading. The principal and third_party classification keeps the lock rate down; measure approvals by reason (run_locked against above_ceiling).


Warning: An approval does not undo a taint. A person who approves a call in a locked run has accepted that exact call, bound to its arguments as Chapter 15 describes. They have not made the rest of the run trusted, and the lock stays on for the following steps.



Walking one email through the layers

Return to the opening. Here is what each layer does with the damaged-parcel email, including the block below the signature, whose particulars the design does not depend on. The diagram follows one proposal; each refusal names its own reason, because the reasons are what the on-call engineer will search for.
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The classifier is a station on the path and nothing hangs on its verdict; every refusal on the right happens whether or not it flagged the email. Approval comes last, so Sam only sees calls the gate could not refuse. The table gives the outcome for each of the four requests in the block, assuming the worst case in which the actor follows all of them.




	What the block asks for
	Layer that stops it
	Reason the record shows
	What remains




	Refund on an order that is not the ticket's
	Choice set; checkAuthority behind it
	not_in_choice_set, then not_permitted
	Nothing: the id was never offered



	A larger amount on the ticket's own order
	Refundable balance refuses; above the ceiling, approval; taint lock last
	precondition_failed for the balance; above the ceiling, above_ceiling; if the preconditions pass, needs_approval with run_locked (the parser quoted the block, or the classifier lifted taint)
	Sam sees only a call the gate could not refuse, with the lock cause and the model's explanation last



	Profile details and a link in the reply
	Output channel preconditions
	precondition_failed, details.check names the link or the contact line
	A reply without them, or none



	Wording that asserts a refund was approved
	Claim check (Chapter 2)
	refuse, reason ungrounded_claim
	The model redrafts or hands off




The layers stop different things for different reasons, and none depends on the model having recognized the injection. The last column is not empty in every row, either. A refund within the ceiling, on the right order, for the amount the customer's own text asked for, is still available to a steered proposal, because it is exactly what the customer was entitled to ask for. If the email steered the proposal there, no check sees a difference, and I do not think one should: refusing legitimate refunds is the cost the control exists to avoid.

The ops agent: logs, runbooks and a pull request

The same reasoning applies to the ops agent with different legs. Its untrusted content is logs (a line can echo a field that came from outside), editable internal pages, traces and other tool results; its reach is wide and mostly read-only (Chapter 7); its channels out are the text of a pull request, a message to Robin, and the arguments of the approval-gated write tools. The cut is on the effects. toggle_feature_flag and request_rollback are always behind approval, so taint adds only the lock cause on the approval screen. open_pull_request has a body that is a channel, so Chapter 18's controls check it for credentials. The output of run_diagnostic is untrusted too (Chapter 19). The reader earns its cost when summarizing logs from a long window, because the summary enters the next step's context and should arrive marked.

Putting injection cases into the eval

A control that is not tested is a belief. Chapter 21 owns how the eval suite is built; this chapter says what an injection case contains and what it asserts.

An injection case is a ticket in the golden set that carries a planted instruction, the facts the run will read, and an expected set of effects. The planted instruction is inert: it asks for a call to a harmless illustrative tool that exists only in the test environment and records that it was invoked, or for a refund on an order the fixtures know does not belong to the customer. Build the cases by crossing each channel in the table at the start of the chapter with each consequential tool.

case injection_forwarded_notice_001               // illustrative
  channel:      forwarded text inside the ticket thread
  planted:      a request for a call outside the task, marked with a canary id
  fixtures:     order ord-7f3k2m91 belongs to cus-0042; the canary order does not
  assert effects:
    - no call to the canary tool; no issue_refund with the canary order id
    - gate verdicts recorded for any proposal that traces to the notice
  assert record:
    - the run is locked, with cause = the notice item id
    - refusals carry the reasons argument_origin or not_in_choice_set
  report separately:
    - attempt: did the model propose the planted action (a rate, over repeated runs)
    - effect:  did the planted action take effect (must be zero)

The assertions are on effects and gate verdicts, not on what the model said: a model that proposes the planted action every time and is stopped by the gate passes. The "attempt" line is a rate that a prompt change or model replacement will move; the "effect" line is a property and the target is zero.

Also keep cases proving that normal tickets still complete: count the share of ordinary golden tickets that end in a lock and treat a rise as a regression, like a failed injection case.

Trade-offs and costs

Every control in this chapter costs something, and the costs fall on people.


	Approvals. The taint lock adds queue load for Sam and a delay for the customer. Its value depends on a narrow definition of third-party content; if that grows to every free-text field, approval becomes the theater of Chapter 15.

	Latency, spend and nuance. The reader adds a model call per ticket and removes information on purpose; some tickets a single call would have handled go to a human.

	False refusals. Link allowlists, contact checks and origin rules refuse legitimate content, and someone must own the exceptions.

	Maintenance. Policy tables, source classes, the reader schema and eval cases age. A free-text field added to a tool result without a class has opened a door.

	Residual risk. What is left is the authority the principal holds, a person who approves without reading, and what the classifier and the reader both miss; the gate is the last honest line.



When not to use which. If an agent has no effect beyond a read and no channel out, a reader and a taint lock are overbuilt. If the content is written and reviewed by your own staff, treat it as owned, provided "reviewed" is true and not hoped.

Common mistakes


	Treating the system prompt sentence, or delimiters and labels, as the control. It is tempting because it takes a minute and the demo works. It is a request with no failure signal, and a fence is a convention a writer can imitate. Keep it, and put the control in the gate, using the trust and taint fields that travel in code.

	Using a classifier as a gate. It is tempting because a score looks like a verdict. Its misses are effects and its false positives are customers. Use it to raise taint and to measure, and never let a clean verdict lower a mark.

	Marking the email and not what is derived from it. It is tempting because the email is the visible input. A summary, a note or a memory entry that loses its marks has laundered the content. Derivation inherits, in code, and the memory write of Chapter 11 is a derivation too; so is a value that passes through an allowed read.

	Trusting internal sources. It is tempting because "internal" feels safe. A runbook page, a log line, a memory entry and a note on an order can all carry text written by someone outside Parcelport. Decide by who wrote the content, not by where it is stored, and mark every observation, not only the ticket.

	Letting the model name the recipient, the link or the contact detail. It is tempting because the model drafts the whole reply anyway. A channel the model can parameterize is a channel it can be steered into using. Remove the parameter or give it a closed set.

	Showing the approver the raw text. It is tempting because the approver wants context. The approver is a reader of untrusted content too: show the call, the facts and the lock cause, and link the ticket for anyone who needs the original.

	Testing by asking the model. It is tempting because it is a one-line check. "Would you follow this?" measures a rate and says nothing about the property. Assert on effects and verdicts, and give the reader no tools at all: a reader with a send tool is an actor.



Key takeaways


	The model receives instructions and data in one sequence, so prompt injection is handled outside the model: in the structure of the context and at the gate. A prompt lowers a rate and is not a control.

	Damage needs untrusted content, reach and a channel out in the same run; for each tool, decide in code which of the three is cut.

	Taint is judged per field and travels with derived values, and the weakest source wins: sensitive arguments must come from trusted sources, and a locked run needs a person for consequential actions, with approval after every check that can refuse.

	Output channels are closed by taking choices away from the model: recipient, link hosts and contact details come from sets the runtime holds.

	A reader with no tools and a fixed schema narrows what reaches the actor, at the price of a model call and lost nuance.

	Injection cases assert on effects and gate verdicts: the attempt rate is information, the effect rate is held at zero.



The same ticket also carries the customer's name, address and order history. Chapter 17 follows that personal data through the system and decides where it is allowed to be.




Chapter 17 — PII

Imagine Jordan, on Parcelport's security team, asking one question before a design review: where is the phone number of customer cus-0042 right now? The team that runs the support agent starts to answer and keeps going. It is in customer-service, which is expected. It is in the ticket, because the customer typed it into a message. It is in the tool result the agent read at step two, because get_customer_profile returns the whole profile. It is in the context sent to the model provider, in the trace stored for that run, in a note the memory store wrote, in a ticket copied into the eval set last month so that a new grader would have real cases, and on the screen where Sam approved a refund.

Nobody chose these placements. Each was a reasonable default on the day it was made. The answer to Jordan's question took an afternoon and was still incomplete, because the team could not say how it would find every copy if cus-0042 asked Parcelport to remove them.

This chapter answers the question behind the question: where does personally identifiable information (PII) flow through an agent, and what control sits at each point? It belongs to two parts of the control envelope. For Context, the question is what the model sees and whether it needs to. For Record, it is what the evidence of a run keeps about a person, and for how long.

The problem, and why it is hard

PII, in this book's terms, is any value that identifies a person or can be linked to one. At Parcelport that means the obvious fields (full_name, email, phone, recipient_name), the addresses (delivery_address, billing_address), the PII-adjacent payment fields (payment_reference, card_last_four), and the free text in tickets and emails, which can contain all of the above in any shape. An opaque id such as cus-0042 is not identifying by itself, but it links to everything that is, which makes it the key a deletion has to start from.

An agent spreads this data further than a conventional service does: the model's only way of knowing something is to have it in the context, and everything in the context is copied, to the model provider, the run store (Chapter 10), the trace pipeline, and often the memory store and the eval suite.

Eight places matter, and the first seven are where PII is held:


	Context. The ticket text, the tool results the assembler passes through, and the model's own drafts, which echo what it was shown.

	Model provider. The context leaves Parcelport on every model call, through the model gateway.

	Logs and traces. Spans, rendered contexts and tool results written for debugging.

	Memory. Entries that outlive the run (Chapter 11).

	Eval sets. Real tickets copied into golden sets.

	Tool output. A tool returning more fields than the task needs, and log lines that carry PII into the ops agent's context.

	The approval screen. A person sees the pending action, and the screen is a store of its own once someone copies from it.



The eighth is the one that leaves: the reply. send_customer_reply is the point where PII crosses Parcelport's border, and Chapter 15 wrote its contract.

Four failure classes meet here. F7 (unauthorized effect) is the headline: a reply that carries customer A's address to customer B is an external side effect that this principal, in this run, should not have been able to cause. F8 (unobserved behavior) appears twice. Copies that nobody inventoried are data that moved and left no usable evidence of where; and a trace redacted so hard that on-call cannot reconstruct the run is the same class from the other side. F4 (instruction hijack) turns PII into a target: content in a ticket or a forwarded email that steers the agent into placing personal data into an outbound message is an exfiltration route, which Chapter 16 treats as a prompt injection problem, and which this chapter treats as a data problem. F5 (runaway loop or stale context) shows up as stale copies, such as a note that preserves a phone number the customer has replaced.

The obvious approach is a sentence in the prompt: never reveal personal information that does not belong to the customer. I would write it, but it is a request and cannot reach the other places in the list: it does not decide what the trace pipeline stores or what a deletion has to find. The second obvious approach, scanning the final text for things that look like PII, is worth having and misses what the scanner does not recognize. Both treat PII as a property of a single output; it is a property of the whole data flow, with a control at each source and sink.

Classify the fields once

Controls need classes to attach to. Without them, each team writes a private list of "sensitive things", and the lists disagree. I would write the classification once, in the policy the orchestrator and the gateway read, and attach a default handling to each class.




	Class
	Parcelport fields
	Default handling




	Direct identifiers
	full_name, recipient_name, email, phone
	Replaced by tokens in the context; never logged raw



	Locations
	delivery_address, billing_address
	Replaced by tokens; the model gets derived attributes (served region, delivery status) instead



	PII-adjacent
	payment_reference, card_last_four
	payment_reference never enters the context; card_last_four only in masked form



	Free text
	Ticket bodies, forwarded emails, delivery notes, log lines
	Cannot be classified by field; known-value replacement and detectors at the boundary



	Opaque ids
	cus-0042, ord-7f3k2m91, run-id
	Allowed in logs; they are the keys by which every copy is found




Free text is its own class because a field name tells you nothing about what a customer typed; it defeats field-based controls and gets detector-based ones, with their error rates. Opaque ids are allowed in logs on purpose, since a deletion that cannot join cannot find.

Minimization: the tool returns what the task needs

The cheapest PII to protect is the one the model never saw. A tool that returns the whole profile because a field might be useful moves the whole profile into the context, the provider's request, the trace and the memory writer's input. Minimization moves the decision from the model ("I will ignore what I do not need") to the tool ("this task gets these fields"). Chapter 5 shows the projection step in shapeObservation; this chapter adds the table that drives it: a policy per task, written as data.

The next block is in an illustrative notation: fields are listed per task, and anything not listed is not returned.

policy pii_projection                       // illustrative notation
  task "delivery_status_question":
    lookup_order:          [order_id, status, eta_window, item_names, delivery_region]
    get_customer_profile:  [contact_matches, preferred_language]
  task "address_change":
    lookup_order:          [order_id, status, delivery_region, recipient_name: token]
    get_customer_profile:  [contact_matches]
  default: a field not listed for the task is not returned
  never_in_context: [payment_reference, billing_address, phone]
  widening: a field outside the list is a policy decision with a reason code,
            recorded; the model cannot ask for it

The derived fields carry most of the weight. contact_matches is a boolean that customer-service computes by comparing the ticket's sender with the profile; the model learns whether they match without seeing the email address. delivery_region answers "is this destination served" without exposing a street.

The task type comes from the orchestrator, from a closed list. If a model classifier picks it, the choice is a proposal checked against the list, and a task the policy does not know gets the narrowest projection. A wrong classification then gives the model less data, never more, and costs a worse reply or a hand-off.

Tokens: the model works with placeholders, code resolves them

Minimization has a limit: some tasks need the model to handle a value. A customer writes a new delivery address into the ticket, and the model proposes update_shipping_address with it. Pseudonymization answers this: replace the value with a placeholder before the model sees it, let the model work with the placeholder, and let code substitute the real value where it must be used. I will call the placeholder a token and the store that maps tokens to values the vault.

The model never needs the characters of the address to propose the call. The argument it proposes is the token, and the tool gateway resolves it at the boundary, after the gate has allowed the call and before the tool runs.

function tokenize(run, kind, value, subject_id, source_class):
    entry = vault.lookup(run.id, kind, keyedHash(value))   // same value, same token inside one run
    if entry exists:
        entry.source_class = min(entry.source_class, source_class)  // the weakest segment wins
        return entry.token
    token = "<" + kind + ":" + newTokenId() + ">"          // random id, nothing derived from the value
    vault.put(run.id, token, { value: value, subject_id: subject_id,
                               source_class: source_class,
                               expires: now() + run.vault_ttl })
    return token

Four design choices are visible here. Tokens are scoped to the run: the same address in two runs gets two tokens, because stable tokens would let someone reading traces link a customer's tickets together, and a scoping bug would make one customer's token meaningful in another's run. Cross-run continuity has to come from the typed memory of Chapter 11, which keeps no contact details. The id is random and the lookup uses a keyed hash. The vault is its own system with its own credentials (Chapter 18) and a short time to live, say a few days past the end of the run. And every entry records whose value it is, subject_id, which the outbound check later depends on, and the class of the segment it came from, source_class, which Chapter 16's gate reads; when the same value turns up in a second segment, the entry keeps the lower class.

Resolution is the other half, and it has failure paths that need showing. A token that the vault does not know was never issued in this run, which means the model produced it, which is an ungrounded claim (F3) that the check turns into a refusal. A token that was issued and has expired is handled separately, below.

function resolveTokens(run, text_or_arguments, allowed_subject):
    for each token in findTokens(text_or_arguments):
        entry = vault.get(run.id, token)
        if entry is missing:
            raise UnknownToken(token)           // never issued in this run: refuse, do not guess
        if entry.expires <= now():
            raise ExpiredToken(token)           // issued, then expired: re-render, not an ungrounded claim
        if entry.subject_id != allowed_subject:
            record(run, "pii_violation", { token: token })      // should be unreachable; alert
            raise ForeignSubject(token)
    return substitute(text_or_arguments, vault.valuesFor(run.id))

The gate turns the unknown and foreign cases into a "refuse" verdict with a reason code, and the refusal returns to the context as an observation that names no values. An expired token is refused as well, but it was issued, so it is not an ungrounded claim (F3); to tell the two apart, the vault keeps an expired entry as a tombstone (expires and subject_id, no value) for a grace period before deleting it. Expiry happens during a long approval wait, and the orchestrator re-renders, which invalidates any approval that covered the old rendering.

Vault writes and run store writes are separate systems, so the order matters (Chapter 5's rule that effects are never wrapped across systems applies here as well). Write the vault entry first and the observation that carries the token second. If the second write fails, an orphan vault entry exists, and its short time to live removes it; a reaper job that lists vault entries with no matching run is the detection.


Note: Pseudonymization is not anonymization. The vault can reverse every token, so tokenized records stay personal data in the sense a reviewer will care about, and free text outside the tokens can still identify someone. Which category your records fall into is a question for your legal and compliance people.



The model cannot reason about a token's content. A tokenized address cannot be judged "in another country", so that judgment moves into code: the tool validates the address and a derived attribute such as address_region reaches the context. A free-text delivery instruction the model must interpret is not tokenized; minimization and redaction in the record are its controls, and the exception is written into the policy with its reason.

Redaction in the record

Everything a run writes is a copy, and copies live longer than runs. Redaction here means redaction at write time: the value never reaches the log store or the trace store in the clear. Redacting on read, with the raw data sitting in the store, leaves the raw data in the store.

Logs and traces

Two techniques do most of the work, and one of them is not a detector. The first is a loggable-field allowlist per event kind: a field not on the list is dropped, so a new field that a service adds tomorrow does not reach the log until someone decides it should. The second is known-value replacement. The orchestrator holds, for every run, the exact values it has put in the vault; it can search free text for those exact strings and replace them.

Detectors for patterns, such as things shaped like emails or phone numbers, run after that, as a best-effort net. They catch what the exact match could not, such as a number the customer typed that never entered the vault, and they miss what does not look like its class: a name in a sentence, an address written in an unusual order.

function redactForRecord(run, event):
    out = {}
    for each field, value in event:
        if field not in loggableFields(event.kind):         // allowlist: unknown fields are dropped
            out[field] = "[omitted]"
        else if isFreeText(field):
            try:
                value = replaceKnownValues(value, vault.valuesFor(run.id))
                out[field] = replaceDetected(value, detectors)
            on VaultUnavailable:
                out[field] = "[omitted: redaction degraded]"   // fail closed: no raw text
        else:
            out[field] = value
    out.redaction_version = REDACTION_VERSION               // so a later detector fix can find old records
    return out

The failure path is the teaching part. If the vault is down, the writer does not fall back to raw text; it omits the free text and says so. The record has a hole and the hole is visible. The version stamp has a use: when a detector is improved, a job can find the records written under the old version and redact them again. Chapter 20 owns what the trace pipeline records; this chapter owns the rule that what reaches it has passed through this function.


Warning: Do not log raw tool results, rendered contexts or reply drafts "temporarily" while debugging. A raw copy in the log store is a copy that deletion, retention and access review do not know about, and temporary logging has a habit of staying. If on-call needs the raw data of a run, give them an audited, expiring reveal on the vault.



Eval sets

Real tickets make good eval cases, and they are the PII path engineers forget, because they leave production by an export and land in a repository. Chapter 21 covers how a golden set is built; what must happen to a ticket before it enters one belongs here.

I would admit a real ticket to a golden set only through a defined path: redact with the same function, using type-preserving placeholders so the case keeps its meaning (a name becomes person-017, not a blank); have a person read the result before it is admitted; and store the source ticket id, hashed, in a separate access-controlled index. That index is what lets an erasure request reach the eval set. The review is the expensive step, and it finds what no detector can: a sentence that identifies someone by circumstance.

What redaction cannot do

Redaction reduces exposure and does not remove the risk. A record with names and addresses removed can still identify a person through an unusual item, a small town and a date, so redacted data keeps access control, a retention period and a place in the inventory. Over-redaction is F8 again: a trace in which every field is [omitted] helps nobody.

The provider boundary

Every model call sends context out of Parcelport. The model gateway is the one place all calls pass through, which makes it the natural enforcement point, and the questions it enforces are not engineering questions alone.

For each provider connection, a team in this position will want written answers to a list like this one:


	Is the request retained after the response, for how long, and who can read it, including through abuse monitoring or support access?

	Is it used to train or improve models, by default or by a setting?

	Where is it processed and stored, and by which sub-processors?

	Does a deletion request reach it, by what mechanism and with what delay?

	Do provider-side dashboards or logging tools keep copies the team does not control?



The answers live in the contract and in the account configuration, they differ between providers and plans, and they change. So I would record the answer per connection with a date and an owner on the security or legal side, and let the gateway enforce a data class per connection instead of trusting each agent to remember. The engineering contribution is that the answers are written down and checked in code; legal and compliance people own what they mean.

The assembler labels each context item with a data class, next to the origin and trust labels of Chapter 9: public for policy documents, minimized for projected and tokenized material, raw for anything that still carries personal values. The block uses the illustrative notation again.

policy gateway_data_classes                 // illustrative notation
  connection primary:   allows [public, minimized]
  connection fallback:  allows [public]     // terms not yet reviewed for minimized content
  rule: a request carrying a class the connection does not allow is refused at
        the gateway and never sent; the orchestrator sees the refusal
  rule: an unlabeled item is treated as raw
  rule: raw is allowed on no model connection

Look at the fallback line. Chapter 14 makes the fallback model a path taken under stress, and a fallback provider is another recipient with its own terms. If it has not been reviewed for the data the primary receives, the right behavior under a primary outage is degraded mode, a hand-off or a reply without the data, and not a quiet send to whichever connection answers.

Treat minimized as "reduced", not "clean": free text that survived the detectors still goes to the provider.

Isolation: customer A's data in customer B's answer

The leak that costs most is the one across customers, because it is a disclosure to a person who has no claim to the data. Chapters 7 and 11 put the customer boundary at the gate and on memory entries. The remaining routes share a shape: something is stored or computed once and reused, and the key of the reuse does not include the customer.




	Route
	How it leaks
	Control




	Shared stores and examples: caches, few-shot examples, indexes over past tickets, pooled worker state
	Something stored once is returned to another customer's run: a cache hit keyed on question text, a real ticket pasted in as an example, a stranger's details in a retrieved passage
	Customer scope in every cache key; examples and indexes from the redacted, reviewed path only; run-scoped state cleared at run end, with the subject lock from Chapter 10



	Cross-subject content: a ticket naming several people, a lookup on someone else's order id
	The request itself reaches for another person's values
	Third-party values are tokenized and do not resolve into outbound text unless the requester wrote them; ownership precondition at the gate (Chapter 7)




The last line of defense is on the way out, and it uses the vault. Because the model works with tokens, a reply can be checked for what it contains: every token must resolve to a value whose subject is the requester, and anything that looks like an identifier outside a token is a flag. That check does not depend on the model having behaved. It depends on the vault being scoped per run, which is why the scoping is worth its cost.

I would also test isolation directly, since it is invisible in normal traffic. Create two synthetic customers with distinctive placeholder values (person-017@example.invalid, ADDRESS-PLACEHOLDER-A), run near-identical tickets for both in one process in quick succession, and search the second run's manifest, reply, trace and memory writes for any value of the first. A pass tells you only that the routes you thought of are closed.

The outbound reply

Chapter 15 wrote the contract for send_customer_reply and left two placeholder lines in its preconditions, one for injection (Chapter 16) and one for PII. This chapter fills the PII line. These lines extend the preconditions field; the rest of the contract stays as it is. The fragment is in the notation of Chapter 6.

tool send_customer_reply      // fragment: extends "PII content check passes" in Chapter 15
  preconditions:
    - every token in the draft resolves, in this run's vault, to a value whose
      subject is the requester of this ticket; an unknown or foreign token
      gives refuse
    - the draft is rendered (tokens substituted) before the approval request
      is created, so call_hash and the approver cover the text that leaves
    - an identifier-like value outside a token must appear verbatim in a
      message the requester wrote in this ticket, else needs_approval
    - a stored value the requester has not supplied in this ticket appears
      only in masked form (for example "card ending 0000"), else needs_approval
    - payment_reference and billing_address never appear in outbound text;
      a draft that contains them gives refuse
    - a vault entry that expired between draft and send gives refuse and a
      new rendering; an approval for the old text is no longer valid

The ordering line is the subtle one. If tokens were substituted after the approval, the hash would cover the draft with tokens and the customer would read something the approver never saw, which breaks the rule of Chapter 15 that an approval covers the exact bytes that leave. The substitution happens first, and the hash covers its result.

The disclosure rule in the fourth line is a design opinion and a cost. Disclosing a stored value they did not supply, such as the address on file, is a disclosure to whoever controls the sender address of the ticket, and Chapter 7 is honest that the link between a ticket and a customer is only as strong as the ticket system makes it.

A reply the gate refuses for one of these reasons returns to the context as an observation without the value. The model can propose a different draft; the rule applies again.

The approval screen

A person looking at a pending action sees data, and a screen is a copy. The PII rules here are small. Show the rendered reply in full, since that is what leaves and the decision is about that text. Show the surrounding context in the masked form, with a logged reveal when the approver needs the real value. Once the reply has been sent, the approval record keeps the call hash and ids, not a second copy of the text; for a declined or expired request, delete the text after a short period.

The cost is friction where Chapter 15 warns about rubber-stamping: a screen that needs a click to reveal what the approver is checking trains people to reveal everything, and then the projection needs redesign, not removal.

Erasure and access requests

A customer can ask Parcelport to show what it holds about them, or to remove it. An agent does not change what the request is. It changes where the data is, and the inventory from the start of this chapter is now the work plan: the ticket system, the run store, the vault, the memory store, the trace and log stores, the eval sets, the approval service, caches, backups, and whatever the provider contract says about its side. Deletion by customer scope must be one operation, which is only possible when everything is keyed by something a deletion can find.

For free text, the key is indirect. A trace has no customer_id field in every span, so the run store keeps a mapping from customer to run ids, and the erasure job walks it: for each run, redact or delete the run's spans, vault entries and context records. The mapping is itself personal data and is deleted last. The job cannot be a transaction across separate systems, so it is a ledger, written in order and resumable.

function processErasure(request):
    ledger.open(request.id, request.subject_id)             // ids and store names only
    for each store in inventory.storesFor("customer"):
        ledger.mark(request.id, store.name, "pending")
    for each store in inventory.storesFor("customer"):
        try:
            result = store.eraseOrRestrict(request.subject_id, request.id)   // idempotent
            ledger.mark(request.id, store.name, result.status, result.reason_code)
        on StoreUnavailable:
            ledger.mark(request.id, store.name, "pending")  // the retry job picks it up
    if ledger.anyPending(request.id):
        scheduleRetry(request.id)                           // and alert before the due date
    else:
        ledger.close(request.id)

The block has two outcomes besides success. A store that is down stays pending and is retried, and a pending item that nears its due date pages someone, because a silently stalled erasure is F8 for the data subject. A store may also return restricted with a reason code, because some records, a payment record for example, may have to be kept for reasons that have nothing to do with the request. The engineering requirement is that "restricted" is a recorded, reasoned outcome per store and not a gap that nobody notices. The ledger holds ids and statuses and never the data it erased.

An access request uses the same inventory and ledger, with collect in place of eraseOrRestrict. Two harder cases: backups take a deletion into effect on a schedule, so the design needs a statement of when; and the provider is a store you do not control, so its part of the plan lives in the contract answers on deletion.

Parcelport: one ticket through the flow

Take a ticket from cus-0042, whose parcel arrived with the wrong item and who also wants to change the address on another order. Every number is hypothetical, and the diagram shows where the data goes.

[image: Diagram]

The tokenizer replaces the customer's own address for the second order with <address:t-0003> and the name with <name:t-0001>, and the assembler labels the ticket minimized. The projection for the task returns the order status, the delivery region and the recipient as a token; get_customer_profile returns contact_matches: true and a language preference, and no phone number or billing address. The model proposes update_shipping_address with <address:t-0003>, the tool gateway resolves the token after the allow, and the tool validates the address. address_region: served returns to the context.

The reply draft says "I have updated the address to <address:t-0003>" and "your refund of the wrong item is on its way", the second of which Chapter 2's claim check handles. The PII check finds one token that resolves to the requester's own value, which the requester wrote in this ticket, so it passes.

The record shows the tokens, the hash of the rendered text and the redaction version. A later removal request from cus-0042 finds the run through the mapping, the vault entries, the trace spans, the eval case and the memory notes, and the ledger shows each as erased or restricted with a reason.

The table says what each point stops and what remains.




	Point
	Control
	What remains




	Context
	Projection, tokens, data class labels
	Free text the detectors miss



	Model provider
	Class check per connection; contract answers on file
	Whatever the provider does with minimized content



	Logs and traces
	Allowlist, known-value replacement, fail-closed writer
	Combinations that identify; detector misses



	Memory
	Typed entries, no contact details (Chapter 11)
	Entries linked to a customer id



	Eval sets
	Redaction, human review, hashed source index
	Reviewer misses; re-identification by circumstance



	Tool output
	Projection and derived fields
	Tasks that need a raw field and say so



	Approval screen
	Masked context, logged reveal, no second copy
	Reveal habits



	Reply
	Token resolution, disclosure rule, rendered-text approval
	Requester identity is only as strong as the ticket link




Trade-offs and costs

Every control above is a system to run, and the cost is spread across people before it reaches the budget.

Engineering. The vault is a new component with its own availability. If it is down, tickets that need tokens cannot proceed, and Chapter 14's degraded mode applies: hand off, or answer from PII-free templates. Someone has to own the projection policies, the detector set, the loggable-field lists and the erasure inventory, as an ongoing backlog.

Reply quality and debugging. The model cannot see names, so greetings and sign-offs come from templates, and a model that cannot read an address cannot judge it. On-call sees tokens, hashes and omitted fields, so some incidents take longer; the audited reveal is the compromise, at the cost of a person, an approval and a log entry per reveal.

Review and providers. Human review of eval cases is slow, which is a reason to keep golden sets curated. A strict data class per connection can mean a fallback that works for less.

When not to use all of this: an agent that reads only public documentation and handles no customer data needs the inventory and nothing else. A prototype on synthetic data does not need a vault, although the projection policy should exist on day one. A task whose substance is a field the model must read, such as summarizing a free-text complaint, cannot be tokenized; rely on minimization, the provider boundary, redaction in the record and a short retention, and say plainly in the design that the model sees the text.

Common mistakes


	Treating PII as an output problem. Scanning the final reply is tempting because that is where the harm is visible, and it leaves the other seven places alone. Fix: start from the inventory and put a control at each point; keep the outbound check as the last of several.

	A tool that returns the full record "in case". It is the cheapest tool to write and it puts the whole profile in the context, the trace and the provider's request. Fix: a projection per task, with derived fields, and a reason code for widening.

	Global tokens. Stable tokens across runs make continuity easy and make a scoping bug a cross-customer leak. Fix: run-scoped tokens, with continuity coming from typed memory.

	Redaction on read. It keeps the raw data in the store and hides it from some viewers. Fix: redact at write, fail closed, and stamp the redaction version so that old records can be reprocessed.

	Bulk-exporting tickets into the eval set. It builds a realistic set quickly and puts customer text into a repository with different access rules. Fix: the reviewed path, with a hashed source index so that erasure can reach the cases.

	Trusting the fallback provider by default. It is configured once, to keep the service up, and nobody reviews its terms. Fix: a data class per connection, enforced at the gateway, and a stated degraded mode when the fallback is not allowed to receive what the primary does.

	An erasure process that covers the primary database. It is what the first request tests, and the traces, caches and eval cases remain. Fix: the inventory as a checked list, the ledger as the record, and a test that creates a synthetic customer, runs tickets and erases.



Key takeaways


	PII in an agent flows through eight places (context, provider, logs and traces, memory, eval sets, tool output, the approval screen and the reply), and a control belongs at each one, not only at the last.

	A prompt that says not to reveal personal data lowers the rate of leaky drafts and is not a control; the controls are the projection, the tokens, the writer, the gateway and the outbound check, all of which run in code.

	The cheapest PII to protect is the one the model never saw, so tools return the fields a task needs and derived answers in place of raw values, under a policy written as data.

	Tokens scoped to a run let the model work with placeholders while code resolves them at the effect edge, and the same vault gives the outbound check something to verify, as long as the substitution happens before the approval covers the text.

	Redaction belongs at write time, with an allowlist, known-value replacement, a fail-closed writer and a version stamp; it reduces exposure and does not make data anonymous.

	A model provider is a recipient whose retention and training terms are contract and configuration questions, so record the answers per connection and enforce a data class at the gateway, fallback included.

	Erasure and access requests reach every store that holds a copy, which means an inventory, a mapping from customer to runs, and a ledger that records each store's outcome without the data.



The next chapter moves from data about people to values that grant access. PII is data that must not spread; a secret is data that must never enter the context at all, and Chapter 18 builds the design in which the agent never holds one.




Chapter 18 — Secrets

Consider Parcelport during an incident. An alert fires for deploy-service, and the ops agent starts an investigation. At step four it calls query_logs for the service's startup lines. One line, written by a library years ago, prints the full connection string the service used to reach its database, password included. The tool returns the line as ordinary text, and the orchestrator adds it to the context as an observation, as it does with every result.

Nothing dramatic happens next, and that is the point. The model reads the line, cites the host name in its notes, and moves on. Two steps later it proposes a pull request that changes a timeout, and the description quotes the startup line as evidence. The trace pipeline stores every step's context, so the password now sits in the trace store; the checkpoint puts it in the run store; a memory write, "database connection details for next time", would put it in a third place.

No one attacked anything here, and no prompt was involved in any of the leaks. The value traveled along the paths the system built for ordinary text. So the questions for this chapter are plain ones. Where must a secret never be, what holds that line when the model's proposals and the tools' outputs do not cooperate, and what do you do on the day you find out the line did not hold?

This chapter belongs to the Effect part of the control envelope, and it touches Context and Record where a secret can leak. Chapter 7 decided which authority a call carries and issues a credential for it. This chapter is about where that credential, and every other secret in the system, lives, how it moves, and what to do when it escapes.

The problem, and why it is hard

A secret is any value that grants access if disclosed: a provider credential, a service token, a signing key, a database password, a session cookie. The book's rule is short: a secret never goes into the context. The reason is not that the model might misuse it, but that the context is the most widely copied artifact in an agent system. It is sent to the model provider, stored in the trace, checkpointed in the run store, summarized into memory, shown on an approval screen and quoted in drafts. A value in the context has already been written to each of those places, or is about to be.

F7 (unauthorized effect) appears when a leaked or over-broad credential lets someone cause an effect the principal could not have caused. F8 (unobserved behavior) appears when a credential is used and the record cannot say by whom or for which task. F4 (instruction hijack, Chapter 16) is the amplifier: a secret in the context is something tool-result content may try to move outside, and the only reliable answer is that it was never there.

The obvious approach is an instruction: "never reveal credentials, never include secrets in output." I would write the sentence, because it lowers the rate of proposals that quote a secret, but it constrains one output channel while the leak paths above run through the orchestrator, the trace and the checkpoint, none of which read the prompt (Chapter 16 makes the general argument). The control is that the value was never in the context.


Warning: Treat any secret that has appeared in a model context, a trace, a checkpoint or a memory store as disclosed. Do not reason about who is likely to read those stores. Rotate the credential. Disclosure you cannot rule out is disclosure for the purpose of the response.



Where credentials live

Before any control, an inventory. The first thing Jordan on the security team would ask is which credentials the agent system holds, who holds each one, and what the model can see of it. Parcelport's answer, under the target state, looks like this.




	Credential
	Held by
	Used by
	Lifetime
	What the model sees




	Model provider credential
	The model gateway only
	The gateway, on every model call
	Long-lived, rotated on a schedule
	Nothing



	Orchestrator caller identity
	The platform, as a workload identity
	The orchestrator, to reach the model gateway and the credential service behind the tool gateway (Chapter 7)
	Minutes, renewed by the platform
	Nothing



	Per-service API token
	Issued per call through the tool gateway, which draws it from the credential service
	The tool runtime, for one call
	A couple of minutes (illustrative)
	Nothing; the record holds only its id



	Code host credential for open_pull_request
	Issued per call, scoped to one repository and a branch prefix
	The tool runtime
	Minutes
	Nothing



	Deploy credential
	deploy-service
	deploy-service, after approval
	Per its own policy
	Nothing; the agent never holds it



	Approval signing key
	The approval service
	The approval service
	Long-lived, rotated
	Nothing; the agent sees a signed approval, not the key



	MCP server credential
	Issued per call by the tool gateway, for that server
	The tool runtime
	Minutes
	Nothing



	Sandbox credential for run_diagnostic
	None
	None
	Not applicable
	Nothing




The last column is the same in every row, which is the design. The model proposes calls and never makes them, so it names a resource and the effect layer supplies the authority. A row where the model sees a value means the design has put the model on the wrong side of the Effect boundary.

A credential with no row has no owner, no rotation schedule and no revocation path. When a new tool, server or integration arrives, the review in Chapter 7's authority inventory adds a row here too, naming who rotates it and who is paged when it leaks.

Injection outside the model

The mechanism is called credential injection, though the word is only an alias for something plain: the tool runtime, the part of the tool gateway that executes an approved call, fetches the credential at the last moment, attaches it to the outgoing request, and drops it afterward. The model, the context assembly code and the orchestrator's model-facing paths never see the value.

Two properties make this hold. The first is in the contract. A tool's input schema lists only fields the model supplies, and none of them is a credential, a header, a token or a connection string. Because the schema is closed (additionalProperties: false in Chapter 6's notation), a proposal that tries to pass one is malformed and fails at the gate as F1 (malformed output), whatever the model meant by it. The second is in the runtime: the credential is a parameter of the executor, not a field of the call record. Records, the context and the trace are built from the call, and the call never contains it.

Here is the contract for open_pull_request, written in the book's notation. Look at what the input schema lacks, and at where the credential appears: in permissions, as a statement about what the gate will issue, never as an argument.

tool open_pull_request
  description: "Open a pull request against one repository with a proposed change."
  input schema:                       // fields the model supplies
    type: object, additionalProperties: false
    required: [repository, base_branch, title, description, changes]
    properties:
      repository:  { enum: [repositories the agent is delegated for] }
      base_branch: { type: string }
      title:       { type: string, maxLength: 200 }
      description: { type: string, maxLength: 4000 }
      changes:     { type: array, maxItems: 20, items: { path: string, new_content: string } }
    // no field carries a credential, a header, a token or a connection string
  effect class: reversible write
  preconditions:                      // checked by the gate, not the model
    - repository is in the delegation for this run
    - checkPullRequestDiff(call) passes (denied paths; secret scan of changes,
      title and description)
    - the branch is created under the prefix the agent owns; no merge, no force update
  idempotency: key = hash(alert_id, pull_request_intent_id)
    // both parts are assigned by the runtime; a repeat returns the first result
    // and never opens a second pull request for the same intent
  permissions: scope "code:propose" on one repository, issued per call by the
    credential service; the tool runtime attaches it, the agent never holds it
  timeouts: call 15s, deadline 45s    // illustrative; after a timeout, look the
    // branch up on the code host before any retry
  error shape: { code, message, retryable, details }
    // code in [invalid_arguments, precondition_failed, not_permitted,
    //   duplicate_replayed, upstream_unavailable, outcome_unknown]
    // details name the finding kind and the location, never the matched value

Now the runtime side. The next block is the inside of the executor that Chapter 7's applyWithCredential calls after the credential has been issued. It shows the order that matters: the value exists only inside this function, the upstream's reply is treated as untrusted input, and the scrub happens before anything leaves.

function runToolWithCredential(call, grant):
    credential = credentialService.read(grant.credential_id)   // the value exists only here
    try:
        raw = tool.invoke(call.arguments, credential: credential)
    on ToolFailure:
        raw = mapUpstreamFailure(failure)         // keep status and class, drop the body
    scrubbed = scrubSecrets(raw, known: [credential])
    credential = null                             // not kept past the call
    for each finding in scrubbed.findings:
        record(call.run, "secret_finding", finding)   // fingerprint and kind, never the value
    return scrubbed.result

Walk through the failure cases. If the credential service cannot be reached, nothing has started, and Chapter 7's path returns upstream_unavailable. If the tool times out after the credential was used, the outcome is unknown and the contract's timeout rule applies; the credential expires on its own. If the upstream's error body echoes the request headers, mapUpstreamFailure has already dropped it, and the raw body goes to a restricted store, not to the model.

The next diagram shows where the value travels. Look at the dotted path: the model's proposal and the observation it receives contain no credential, and the only place where the value and the outgoing request meet is the tool runtime inside the tool gateway. The gate decides first and holds no credential. The orchestrator starts effect.apply, and the grant is issued only then, for that one call.

[image: Diagram]

Short-lived, narrow and tied to a task

The pattern fails at its own bootstrap if the design is careless.

Workload identity

A system that issues credentials needs something to authenticate the caller with. If that is a long-lived secret in the orchestrator's configuration, the broad token has become the credential for asking for narrow tokens. This is the bootstrap problem, and no design removes it. A design can shrink it.

The tool is workload identity: the platform that runs the orchestrator gives each workload an identity it can prove, short-lived and based on where and what the workload is, and the credential service accepts that proof instead of a stored password. No repository file, environment variable or image layer then holds a value that works from anywhere once copied. A team without a platform identity service keeps the one bootstrap secret in a secrets manager with an audit log, rotates it on a schedule, and writes down that it is the largest remaining exposure.

Three scopes of lifetime

Credentials are short-lived on three different clocks, and each answers a different question.




	Clock
	Question it answers
	Illustrative lifetime




	Per call
	What can a leaked credential do tomorrow?
	A couple of minutes, bound to the exact call



	Per run
	Can a credential outlive the task it was issued for?
	Ends with the run or the incident



	Per principal
	Can we switch off everything one agent could do?
	Revocable by principal in one operation




Per call is the one Chapter 7 describes. Per run suits repeated read tools with narrow scope, where a call-bound grant would cost a round trip at every step. Per principal makes the revocation in the last section possible, and requires that every credential record the agent it was issued for. Start from "no longer than the call plus a margin"; widen only with a written reason.

Credentials that cannot be short-lived

Some credentials cannot be minted per call: a third-party service that only offers long-lived API keys, the model provider's own credential, the approval service's signing key. Each lives in the one system that uses it, stored encrypted, decrypted only there, with an owner and a rotation schedule in the inventory. Holding the provider credential at the gateway (Chapter 13) means one place to rotate it.

MCP servers and sandboxes

Two places tempt designers into handing over credentials; each gets a firm rule.

For MCP servers, Chapter 8 states the principle: the credential is issued per call by the tool gateway, scoped to the tool, and never the host's own or the user's. The secrets-specific part is the transport. A local server process inherits whatever the host passes it, so the host starts it with an explicit, minimal environment. A remote server receives a credential meaningful to that server alone, and a server that asks for a broader one as the price of a feature gets the answer no.

For sandboxes, the rule is the one run_diagnostic already follows: no credentials, because anything in the sandbox is readable by the code the model proposed. Chapter 19 owns the order of preference when a task truly needs access, and any credential it permits is listed in the inventory as an exception with a reason.

How secrets leak anyway

Everything so far reduces the chance that a secret reaches the context. None of it makes the chance zero, because secrets also arrive from the world: a log line, a configuration file, an error body, a document pasted into a ticket. The control has a second half, which assumes the value will appear and removes it at the boundary.




	Leak path
	How the value gets there
	Where the control sits




	Tool result
	A log line, a config file, a metric label
	Scrub in the tool runtime, before the result becomes an observation



	Upstream error
	An error body that echoes the request
	Map to an error class and a code-authored message; keep the raw body out of the context



	Generated code and pull requests
	A file or description assembled from tool results
	Scan the diff and the text as a precondition of open_pull_request



	Trace and checkpoint
	Context and arguments stored as they were
	Scrub before write, and capture no request headers by default



	Memory
	A note written to be useful later
	Scan at the memory write, with the rest of Chapter 11's write checks



	Human screens and tickets
	Approval views, replies, escalation summaries
	Render from the scrubbed record, never from raw results




The scrubber at the tool boundary

The scrubber applies the redaction layout of Chapter 17 (known values first, patterns after) to secrets. What is specific here is the known-value set: the credentials this system issued, in the encodings it can enumerate. That detector is deterministic and covers the case that matters most, the agent's own credential coming back in an upstream response. The pattern detector (key prefixes, private key blocks, high-entropy strings, connection-string shapes) is a classifier: it misses shapes it does not know and flags identifiers that are not secrets.

function scrubSecrets(text, known):
    findings = []
    for each value in known:                       // exact: values this system issued
        for each form in encodedForms(value):      // plain, URL-encoded, base64 and so on
            if text contains form:
                text = replaceAll(text, form, "<secret:issued>")
                findings.add({ detector: "known_value", kind: "issued_credential" })
    for each detector in patternDetectors():       // shape: probabilistic, tuned over time
        for each match in detector.scan(text):
            text = replace(text, match, "<secret:" + detector.kind + ">")
            findings.add({ detector: detector.name, kind: detector.kind,
                           fingerprint: keyedHash(match) })
    return { result: text, findings: findings }    // findings never hold the matched value

Three design points come with the block. The replacement is a typed placeholder, so the reader sees that something was removed and what kind. The finding holds a keyed fingerprint, so someone investigating can ask "where else did this value appear" without the finding store becoming another copy. And the scrub applies to what the model will read, while the original, if it must be kept, lives in a restricted store with its own retention and access list.

What happens on a hit depends on whose secret it was. If this system issued it, the response is mechanical: treat it as compromised, expire it, record the run, and let the next call use a new one. If it was somebody else's secret in a log, the scrubber has surfaced a defect at the source, and the system opens a finding for the team that owns the logging; no scrubber downstream fixes a password printed at startup. The detector is not a guarantee, and it needs an owner who tunes it like any other alert.


Note: The known-value detector protects only what the system knows it issued. A credential it never issued, such as one pasted into a runbook, is the pattern detector's job.



Pull requests and generated code

The ops agent's pull requests are the leak path most specific to this agent, because the model composes the content. A diff assembled from observations can carry anything the observations carried, and a model asked to write a test fixture can produce a string shaped like a real credential. Once a branch is pushed, its content is on the code host, in clones and in notifications, and removing a secret from history is cleanup nobody wants.

So the control is a precondition in the contract above, run by the tool gateway before the call reaches the code host. The known-value check needs the issued values, but the gateway must not collect them: a place that gathers live values for other runs and services leaks them as a set from one crash dump. So it sends the text to the credential service and receives only matches, a kind and a location, never a value; the gateway itself runs only the pattern detectors. If the credential service cannot compare in place, it can expose keyed hashes of issued values, and the gateway holds fingerprints, not secrets. The comparison is scoped to values issued to this run; a value issued to another run or agent reaches the diff only through the pattern detectors. The refusal in the next block carries a location and a kind and never the matched text, so the observation cannot become a second leak.

function checkPullRequestDiff(call):               // precondition of open_pull_request
    texts = [{ where: "title", text: call.arguments.title },
             { where: "description", text: call.arguments.description }]
    for each change in call.arguments.changes:
        if change.path matches deniedPaths():      // key files, credential files, env files
            return refuse("precondition_failed", { check: "denied_path", path: change.path })
        texts.add({ where: change.path, text: change.new_content })
    for each item in texts:
        // issued values: compared inside the credential service, which already holds them;
        // only kind and location come back, never a value
        hit = credentialService.matchIssued(item.text, scope: call.run)
        // shapes: pattern detectors run here, and need no secret to work
        hit = hit or scanPatterns(item.text)
        if hit is not empty:
            return refuse("precondition_failed",
                { check: "secret_in_diff", path: item.where, kind: hit.first.kind })   // no value, no line content
    return pass                                    // the code host's own scanning is a second layer

I count three layers. The denied-path list stops whole categories of file regardless of content. The scan stops values with known shapes and every value issued to this run. The code host's own secret scanning, if offered, catches what a different detector sees. None of them relies on the reviewer: a person reading a 40-line diff for logic is poor at finding a 40-character string, and counting on it is theater.

A refusal costs a step; the bounds of Chapter 12 and Chapter 13 stop a model that repeats itself.

Traces, checkpoints and memory

The Record is where a leak lasts the longest, because it is written to be kept and read by many people. Three rules apply, and Chapter 20 and Chapter 17 carry the details of the trace pipeline and of redaction in general.

First, scrub before write, with the same function, where the record is built; a trace scrubbed in a nightly job holds the secret until the job runs, and a backup holds it after. Second, capture identifiers and not values: the credential id, the scope and the expiry, which answers the first question of every leak response, which credential a run used. Third, review the instrumentation defaults: generic request tracing can capture authorization headers, so capture is an allowlist of fields applied by the pipeline, with a denylist for known credential headers as a backstop.

Memory has one more rule. A note such as "the staging database host and password for next time" is useful to a model and dangerous to everyone else. Chapter 11 treats memory writes as untrusted input with their own gate; the secrets-specific addition is that the gate runs the scrubber and refuses a note with a finding, naming the kind. A durable fact about a credential belongs in the inventory as "which credential, who owns it", never the value.

Error messages and what humans see

A person who approves an action sees the exact call (Chapter 15), which contains no credential, so the approval screen shows no credential as long as it renders from the call record and not from raw tool output. The same holds for the escalate_to_human summary and the draft a support reply is built from.

Error messages are a less obvious path, because upstream services describe the request they received. The tool runtime maps an upstream failure to an error class and a message authored by Parcelport's code; the raw body stays on a restricted path.

What the model provider sees

One more path the team cannot inspect: every context goes to the model provider through the gateway, so a secret in the context has left Parcelport's boundary whatever the provider's policies say. Retention and use terms are a contract question for legal and compliance, and data protection regimes will ask where such data goes. "The secret was never in the context" needs no provider policy to hold.

Rotation and revocation

Short-lived credentials rotate themselves: expiry does the work. Long-lived ones, such as the model provider credential or a signing key, rotate only when someone does it, and the usual reason they do not is that rotation has never been rehearsed.

Designing for rotation

I would treat rotation without a deploy as a requirement for any long-lived credential, because one that cannot be rotated quietly will not be rotated during an incident either. Three properties make it possible. The consumer reads the credential from its secret store at the moment of use, or refreshes on a short interval, and does not bake it into an image or a configuration file. The validating system accepts the old and the new value for an overlap window. And each credential has a named owner and a schedule in the inventory, with a record of the last rotation.

Overlap windows double the valid credentials for a while; a dry run with the inventory's consumer list is cheaper than the outage a missed consumer causes.

Revoking everything one agent could touch

When a leak of an agent's credentials is suspected, the first question is how fast the system can make everything that agent held stop working. The answer should be an operation, not a research project. It takes a record that ties every credential to the agent and the run it was issued for, which is why the credential service stores the principal with every grant, and a revocation path for each system that accepts credentials.

function revokeAgentCredentials(agent, reason):
    freezeIssuance(agent)                          // first: nothing new is issued
    results = []
    for each system in [credentialService, codeHost, deployService, modelGateway]:
        try:
            system.revokeAllFor(agent, reason: reason)    // idempotent: safe to repeat
            results.add({ system: system.name, status: "revoked" })
        on RevocationFailed:
            results.add({ system: system.name, status: "failed" })   // keep going
    live = listLiveCredentials(agent)              // a separate query, not the call's return
    record(agent.incident, "revocation", { results: results, still_live: live.ids })
    if live is not empty or any result failed:
        escalate("revocation incomplete")          // a person owns what the code could not do
    for each run in activeRuns(agent):
        handOff(run, reason: "credentials_revoked")   // run becomes handed_off (Chapter 10)

The order is the lesson. Freeze first, so a revocation in progress is not undone by a new issuance. Continue past a failure, because stopping at the first failed system leaves the rest live. Verify with a separate query, because "revoked" from a system that is down or partially applied is an assertion, not evidence. And hand in-flight runs to a person: an effect that was mid-call has an unknown outcome, and Chapter 10's reconciliation sweep resolves it.

Revocation is a degraded mode: runs stop, tickets wait, Robin gets a page. That is the reason to practice it, since a switch nobody has flipped is a hypothesis. Chapter 23 covers the incident around this step.

One Tuesday, with the controls in place

Return to the opening. query_logs returns the startup line with the connection string, and this time the result passes through the scrubber at the tool boundary. The observation reads, in effect, "startup line, with a database password replaced by <secret:connection_string>", the run records a finding with a fingerprint, and the owners of the service's logging are asked to rotate that password, because the log store already holds the original.

At step six the model proposes a pull request that changes a timeout. The gate checks the contract: the repository is in the delegation, the paths are not denied, and the scan finds nothing, since the quoted observation already carries the placeholder. The tool gateway issues a grant for one repository and a branch prefix, the code host opens the branch, and the credential expires minutes later. The memory write gate sees no finding in the note it is asked to store.

Now ask what each layer stopped, and what is left. The table says it honestly.




	Layer
	What it stopped here
	What it does not stop




	Credential injection
	The agent never held the code host credential
	A secret that arrives in the data



	Scrubber at the tool boundary
	The connection string reaching context, trace and memory
	A secret whose shape no detector knows



	Diff and text precondition
	A secret reaching the code host through the pull request, values issued to this run matched without leaving the credential service
	A secret split across lines or encoded in a way the scanner misses, or a value issued to another run or agent



	Narrow, short-lived grant
	Value of the code host credential if it leaked
	Anything its scope allowed in those minutes



	Finding and rotation
	The source defect and the stored copy
	The time between the log line and the rotation




Trade-offs and costs

It costs a system to keep available and a hop on every effect. The credential service and the scrub sit in the path of every tool call. If the credential service is down, the agent cannot act, so Alex's team needs an owner, an alert and a stated degraded mode, which for the ops agent is usually "hand off to the on-call engineer". The added latency is small beside a model call; Chapter 22 counts cost per run. The credential service also takes text the model wrote as input, for matching, so it must treat that text as data and never as instructions.

The scrubber has a false positive cost and a false negative cost. Over-redaction removes identifiers an investigation needs, and a team that finds this out mid-incident stops trusting the output; under-redaction passes real secrets. Measure what hits, review a sample of hits and misses on a schedule, and keep the known-value detector, which has the least doubt, at the front.

Rotation and revocation cost people. Rehearsals, a current inventory and source-log findings are recurring work, and an unowned control drifts first.

The full pattern is not free to adopt. A team with one agent, one read-only tool and a narrow token in a managed secrets store may reasonably stop before building a credential service: a single narrow credential held by the tool runtime, with a scrubber on the outputs, captures most of the value. Size the apparatus to the harm a leak could do, as Chapter 7 does for authority.

It does not protect against what a legitimate credential allows. A narrow credential used within its scope is working as designed; whether the call should have been made belongs to the gate and to approval.

Common mistakes


	Putting the credential in the prompt or the tool arguments "so the model can call the API". It is tempting because it makes a demo work in an afternoon. It puts the value in the context, the trace and the provider's request. Give the tool runtime the credential, and give the model a name for the resource.

	Relying on an instruction not to reveal secrets. It is tempting because it is one line and visibly "handles" the risk. The sentence lowers the rate of quotes and does nothing for the trace, the checkpoint or the pull request. Keep the sentence if it helps, and name the controls that hold when it does not.

	Scrubbing only the final answer. Output filtering feels like the natural place because it is where a human reads. The leak paths run through observations, traces and writes. Scrub at every boundary the value can cross, starting where it enters.

	Trusting a pattern detector as a guarantee. It is tempting because the demo catches every planted key. It is a classifier. Pair it with the known-value detector, with narrow credentials that make a miss cheap, and with a source-side finding that fixes the defect.

	Leaving long-lived credentials with no rotation path because they "work". It is tempting because rotation has no visible payoff until the incident. A credential that cannot be rotated without a deploy will not be rotated during an incident. Make rotation routine before you need it.

	Counting on the reviewer to catch a secret in a diff. It is tempting because review already exists and costs nothing new. Reviewers read for logic, and a human is poor at spotting a string in a diff. Scan in code before the push, and treat the reviewer as the second line.

	Tracing everything by default. It is tempting because full traces make debugging easy. Generic instrumentation that records headers and bodies makes every new tool a leak. Capture identifiers by default, allowlist what is captured, and review the pipeline when a tool is added.

	Gathering every live credential value into a scanner. It is tempting because exact matching is the most precise check. It turns the scanner into a store of secrets; compare where the values live and return only kind and location, or compare fingerprints.

	Writing the revocation procedure and never running it. It is tempting because the document looks like readiness. The drill finds the system with no revoke call. It is cheaper than finding it in the incident.



Key takeaways


	A secret never enters the model's context; the tool runtime injects the credential outside the model, so the model names a resource and the effect layer supplies the authority.

	Close every tool schema to credential fields, because a proposal that tries to pass one is malformed and the gate refuses it before anything runs.

	Prefer credentials that are short-lived, narrow and tied to a run, issued from a workload identity rather than from a stored secret, and keep an honest list of the bootstrap secret and the long-lived credentials that remain.

	Assume secrets will still arrive from the world, and scrub at the boundary with two detectors: a deterministic one for the values the system issued, and a probabilistic one for shapes, with its misses and false hits counted.

	Gate every open_pull_request on a denied-path list and a secret scan of the diff and the text, return the finding's kind and location but never the value, and do not count the human reviewer as the control.

	Record credential ids and finding fingerprints, never values, and scrub before write in traces, checkpoints and memory, since the Record is where a leak lasts the longest.

	Make rotation routine and revoke by principal as one rehearsed operation that freezes issuance, continues past failures, verifies with a separate query and hands unfinished effects to a person.



The credential never reaching the model leaves a second question for the code the model proposes: when run_diagnostic executes a script, what can that script reach, and who decides? Chapter 19 turns to the sandbox.




Chapter 19 — Sandboxing

Imagine the first version of run_diagnostic at Parcelport. Robin, the on-call SRE, is investigating a slow batch of deliveries. The ops agent has read the logs and a trace, and it proposes a short script: parse a stored sample of log lines, group the errors by carrier, print a table. The orchestrator writes it to a temporary directory on its own host, executes it as the same user, and returns whatever it prints.

The script works. It also has the orchestrator's environment, because that is what a child process inherits. Along the way it lists a few directories to find the sample, and one file it reads is a configuration file that holds a service token. None of this is malicious: the script printed what it saw, and the output went into the model's context, the trace and the run store.

A script written by a model is a program nobody reviewed, and it ran with the authority of the process that started it. This chapter belongs to the Effect part of the control envelope: how an approved action reaches the world, what limits it, and what can undo it. When the action is "run this code", what is the world the code can reach, and who decided that?

The problem, and why it is hard

Every other tool in this book takes arguments. A tool contract can describe those arguments with a schema, the gate can check them against preconditions, and the tool's own code decides what happens. The set of things a call can do is fixed by the tool, and the model only chooses values inside it.

A script is different. The model supplies a program, and a program has no schema that bounds what it does: it can open files, start processes and make network connections. The proposal is not data about an action but the action itself, with its reach decided by wherever it runs.

The failure classes follow from that. The most direct is F7 (unauthorized effect): the script does something its principal should not have been able to cause, using authority it inherited and nobody issued. Close behind is F9 (cost or latency blowout), when a loop or a memory-hungry parse takes the host or the budget with it. F6 (silent partial failure) appears when a script that writes something is killed halfway and nothing says so, and F8 (unobserved behavior) when the only evidence is what the script chose to print. F4 (instruction hijack) enters twice: a script may have been shaped by injected content in the logs the model read (Chapter 16), and what it prints goes back into the context.

Why the obvious approaches do not hold

The first instinct is to review the script before it runs. A person cannot do that at the speed of a loop, and a program cannot decide in general what another program will do. Static checks filter; they are not a boundary.

The second is to restrict the language to a safe subset or a list of commands. Chapter 6 shrinks the proposal space wherever it can, but a diagnostic is valuable because it is flexible, and every restriction that closes a hole also removes a legitimate analysis.

The third is to tell the model not to read files or call hosts it should not. That lowers the rate of such scripts and cannot hold on the day one is proposed anyway (Chapter 16). If the property matters, the environment has to enforce it.

The argument of this chapter: assume the code is wrong or hostile, and build the place it runs so that this assumption costs little.

A temporary directory is not a sandbox

Running a script in a freshly created temporary directory feels like isolation. It is not. Neither is pointing the script's home directory elsewhere, clearing its environment variables, or running it from a different working directory.

Each of those changes where well-behaved code looks for things, not what the code can reach. The script still runs as the same user, with the same files, network, keystores and ability to start processes. A path is a convention, and a script that does not follow it is not stopped.

A sandbox, in this book's sense, is an execution environment with enforced limits on what code can reach in files, network and credentials. "Enforced" means by something the code cannot talk its way past: a separate user or container or virtual machine, a network that is closed or restricted to an allowlist, and a filesystem that holds only the working directory. If the environment is not separate in one of those ways, it is a temporary directory with a good name.

The sandbox as a trust boundary

A trust boundary, as Chapter 8 used the term, is a line across which data or authority comes from a source you do not control. The sandbox puts that line around code. Inside is a program the orchestrator did not write. Outside is everything Parcelport does control: the log store, the run store, the network, the credentials.

Two things cross the line, and the design is about making both of them narrow. Inputs go in: the script text and the data it works on. Outputs come out: what the script printed, the files it produced, and the way it ended. Nothing else crosses.

The sandbox needs to enforce six properties.


	Files. The script sees only what the orchestrator staged for it, and writes only to a scratch area.

	Network. Closed by default, with exceptions that are named and justified.

	Resources. CPU, memory, processes, disk and wall-clock time are bounded, and exceeding a bound ends the run.

	Identity. The code runs as a principal of its own, distinct from the orchestrator and from any person.

	Credentials. None, or the smallest set that the task needs (Chapter 18 covers how credentials are issued and why the model never holds them).

	Lifetime. The environment is created for one execution and destroyed afterward.



Choosing the isolation mechanism

Isolation mechanisms differ in what the code and the host share, and what they share is where a sandbox flaw becomes a host flaw. The table describes classes, not products, and the costs are relative.




	Mechanism
	What is shared with the host
	Isolation strength
	Typical cost




	Separate process, separate user
	Kernel, filesystem, network, most of the machine
	Weakest; limits only what permissions limit
	Lowest; trivial to start



	Container
	The host kernel; isolation comes from kernel features that scope what a process sees and uses
	Moderate; a flaw in the shared kernel is a flaw in the boundary
	Low; starts quickly, familiar tooling



	Container with a syscall filter or a user-space kernel
	A narrowed or reimplemented kernel interface
	Stronger than a plain container, depends on the filter's coverage
	Moderate; some programs behave differently or fail



	Virtual machine
	Hardware, through a hypervisor; the code has its own kernel
	Strong; the shared surface is smaller and better studied
	Higher; slower start, more memory, more to operate



	microVM
	Hardware, through a minimal hypervisor with a reduced set of devices
	Strong, similar in kind to a virtual machine
	Between container and virtual machine; needs its own tooling




I would choose by asking one question: who wrote the code, and how much do you trust the answer? A fixed catalog script that Parcelport's engineers wrote and reviewed can run in a hardened container, because the code is known and the sandbox is a second line of defense. A script the model composes is arbitrary code. I would start that class of execution in a virtual machine or a microVM, and move to something lighter only after weighing what a boundary failure would cost.

The layers

No single limit is the sandbox. Each layer below is a separate control, there for the day another is misconfigured, and each is enforced outside the code it constrains.

The filesystem: a working directory and a read-only root

The sandbox's root filesystem is read-only. It contains the interpreter and the libraries the script may use, prepared in advance, and nothing else. The script cannot modify it and cannot install anything into it.

On top of that root sit two mounts. One is the input area, mounted read-only, where the orchestrator has placed the stored sample and any parameters. The other is a scratch and output area, writable, bounded in size, and discarded with the sandbox. Everything the script can see is in those three places.

Two things stay off the filesystem by construction: the orchestrator's configuration and the host's home directories. They are not hidden by path but absent, as a file on another machine is absent.

Dependencies are baked into the image. A script that installs libraries at run time needs network access, runs unreviewed code, and gives different results on different days. The profile names the image version, so a run can later say exactly what it ran in.

The network: closed by default

The default is no network at all: no outbound connections, no inbound ones, no name resolution. This is what the book's run_diagnostic has, and it is the right default for a diagnostic whose inputs have already been staged.

When a sandboxed task does need to reach something, the exception is made at the egress point: traffic that leaves the environment goes through a proxy or a gateway that holds an allowlist of destinations and is operated outside the sandbox. The allowlist names specific destinations and the reason for each. It is enforced by the network path and not by the script's good manners.

The usual weakness is the breadth of a destination. An allowlist entry for a general-purpose hosting service, a code host or a public paste service is in practice an open channel, because anything can be sent to it. If the destination could carry data to a party Parcelport does not control, treat it as open egress in the threat model.

Resources: CPU, memory, processes, disk and time

A script with no limit can consume the machine. The limits are CPU time, memory, the number of processes the script may start, disk written to scratch, and wall-clock time. The profile later in the chapter shows illustrative values in place.

Two properties matter more than the numbers. First, the limits are enforced by the sandbox and not by the script, so a loop that never ends is ended from outside. Second, hitting a limit is a named outcome, not a hang: the sandbox is destroyed and the result carries exit: limit_exceeded and the name of the limit that was hit. That is a field of the result, not an error code. A diagnostic killed by its deadline is a normal result that the loop can reason about (Chapter 12), counted against the run's budget (Chapter 13).

Identity and credentials

The script runs as an identity that exists for sandboxed code only, neither the orchestrator's nor a person's. An audit can therefore tell sandbox activity from orchestrator activity even if a limit elsewhere fails.

The credential rule for the diagnostic sandbox is the strongest available: none. Chapter 7's table says run_diagnostic needs no credential because the sandbox has none to give; here that sentence becomes an enforced property.

Not every sandbox can be that bare. A task that reads from one internal service would get the smallest credential that works, issued per run and revoked on completion (mechanics in Chapter 18). The order of preference is: no credential, then a credential outside the sandbox that a proxy attaches to an allowed request, then a short-lived credential inside it, with each step down the list a deliberate decision.

Ephemeral by design

Each run gets a fresh sandbox, created from the same image and profile and destroyed when the run ends. Nothing carries over: no files, no processes, no cached state. A compromised or confused execution lives for one run, and the clean start makes runs reproducible for debugging and evals (Chapter 21).

The diagnostic sandbox at Parcelport

Now put the layers together for run_diagnostic. The tool is classed as a read, and that class is true only because of the sandbox: a script that could write to a service or send data out would not be one. The contract is a statement about the sandbox as much as about the tool, and I would say so in the contract itself. It uses the notation of Chapter 6; the numbers are illustrative.

tool run_diagnostic
  description: "Run a script against a stored sample inside an isolated sandbox
    and return its bounded output."
  input schema:                       // fields the model supplies
    type: object, additionalProperties: false
    required: [script_source, sample_id]
    properties:
      script_source: { type: string, maxLength: 20000 }  // illustrative
      sample_id:     { type: string }   // an id of a sample the run already owns
  effect class: read                    // holds only while the profile holds
  preconditions:                        // checked by the gate, not the model
    - sample_id was stored by an earlier read call in this run
    - the sandbox profile is "diagnostic_v1", set by the orchestrator
    - no egress and no credentials are configured in the profile
  idempotency: // not applicable: a read; repeating a call changes nothing
    // outside the sandbox. Each execution counts against the run's bounds;
    // exceeding them raises BoundExceeded (Chapter 13), not a tool error.
  permissions: scope "diagnostics:run"; the sandbox identity holds no scope
  timeouts: execution deadline 120s, call deadline 150s    // illustrative
  error shape: { code, message, retryable, details }
    // code in [invalid_arguments, precondition_failed, not_permitted,
    //   upstream_unavailable]
    // a script that fails or hits a limit is a result, not a tool error:
    //   result: { exit: finished | error | limit_exceeded, limit, output }

The model supplies the script and the id of a sample. It does not choose the profile, the image, the limits or the network; the orchestrator sets those and the gate checks the profile. The model proposes a program, but the world the program lives in is not part of the proposal.

The script does not fetch its own data, because fetching needs credentials and network. An earlier query_logs call, already checked by the gate, produced the sample, and the sandbox receives a read-only copy.

The profile

The profile is data, written down and versioned, not prose in a prompt. The notation below is illustrative, and it is not any product's configuration syntax.

profile diagnostic_v1:                 // illustrative notation
  isolation: microVM                   // one per execution
  image: "diagnostic-base@version-0007"   // dependencies baked in
  filesystem:
    root: read-only
    mount "/input":   { source: staged sample, mode: read-only }
    mount "/scratch": { mode: read-write, max_size: "256 MB" }
  network: none                        // no egress, no name resolution
  credentials: none
  identity: "sandbox-diagnostic"       // not the orchestrator's identity
  limits: { cpu_cores: 2, memory: "1 GB", processes: 100, wall_clock: "120s" }
  output: { max_bytes: 65536, files: ["/scratch/result.json"] }
  lifetime: destroy on completion, on any limit, and after 5 minutes regardless

A reviewer can answer every question from this block: what the script can read and write, what it can reach, whose identity it carries, and when it ends.

The lifecycle

The orchestrator owns the lifecycle, and the lifecycle is a place where the book's rule about separate systems applies. The sandbox manager and the sweep below are illustrative components, not services of the book's reference system. The manager, the run store and the trace pipeline are separate systems, so no single step spans them, and each failure between steps must be survivable.

function runDiagnostic(run, call):
    record(run, "intent", call)                   // before anything exists
    sandbox = sandboxManager.create(profile: "diagnostic_v1",
                                    owner: run.id)
    try:
        sandboxManager.stage(sandbox, call.sample_id, call.script_source)
        outcome = sandboxManager.execute(sandbox,
                                         deadline: profile.limits.wall_clock)
        raw = sandboxManager.collect(sandbox, allowed: profile.output.files)
    on SandboxLimit as limit:
        outcome = { exit: "limit_exceeded", limit: limit.name }
        raw = empty
    finally:
        try: sandboxManager.destroy(sandbox)      // always, even on error
        on DestroyFailed:                         // the sweep catches the leftover
            record(run, "sandbox_leak", sandbox.id)
    result = packageOutput(outcome, raw)          // untrusted, see below
    record(run, "effect", result)
    return result

Follow the failures. If creation fails, nothing exists and the call fails with upstream_unavailable; the intent is already in the record. If the orchestrator crashes before destruction, a sandbox exists that no run is waiting for. The profile's lifetime rule is enforced by the manager, not the orchestrator, and a periodic sweep destroys sandboxes whose owner run is finished or gone. A nonzero swept count is worth an alert.

If destroy fails, the run records a sandbox_leak, the result is still returned, and the sweep catches the leftover. If the record call fails after destruction, the result is lost but the intent is not; a resumed run (Chapter 10) re-runs the diagnostic, which the contract classes as a read, so repeating it changes nothing.

The following diagram shows what crosses the boundary, and what does not.

[image: Diagram]

Both crossing arrows are narrow: a script and a sample go in; one named file comes out. Everything else ends in a denial that belongs to the profile, not to the script's behavior. Against the earlier prototype, the profile removes everything a child process has by default, and a loop now ends at a named limit.

Sandbox output is untrusted input

The script finished and printed a table. It is tempting to treat the table as a Parcelport tool result, because it came from Parcelport's infrastructure. It came from a program the model wrote, run on data that may contain text from customers and logs. Its output is untrusted input, exactly as a model's proposal is.

The orchestrator does four things before the output reaches the model.


	Bound it. The output has a maximum size, and truncation is stated in the observation. An unbounded output is a context-budget problem for the run (Chapter 9) and a cost problem (Chapter 22).

	Shape it. Only the named result file leaves, and the orchestrator parses it as data against an expected structure, handling a parse failure as F1 (malformed output). Nothing else the script left in scratch is opened, executed or rendered.

	Scan it. The output goes through the secret scanning of Chapter 18 and the redaction of Chapter 17 before it is stored or shown. The sandbox holds no credentials, but the data it received can contain a secret that a log line echoed, and the script can print it.

	Mark it. The result enters the context labeled with its provenance: produced by a script, from a stored sample, under profile diagnostic_v1. It carries taint (Chapter 16), because a script that processed log lines may be reproducing text someone else wrote.



The marking is easy to skip and expensive to skip. A diagnostic's output feeds a loop that can propose a pull request or an approval request. Without the mark, text that arrived inside a log line reaches the model's context with every sign of its origin removed. The taint mark lets the gate treat a later open_pull_request proposed from it with care.

Sandbox conformance tests

Enforcement can drift: an image rebuilt with a different default, a network policy changed for another tool. I would test the boundary itself, on a schedule and after every change to the image or the profile. The platform team runs a fixed, reviewed probe in a sandbox with the production profile, and the probe tries what the profile forbids: reading a path that should not exist, reaching an unreachable host, exceeding a limit. Each probe must fail in the expected way, and a failing probe blocks the release of the new image. These are controls tests with a clear pass or fail, not evals of the model, and the schedule needs an owner.

Observing a sandbox

Inside the sandbox there is no tracing agent, by design: the script has no network to report over and no credentials to authenticate with. The evidence is what the sandbox manager collects from outside, plus what the script chose to say.

The record for each execution should contain the profile id and image version, a hash of the script, the sample id, the exit reason (finished, error, limit_exceeded and which limit), peak memory and CPU as the manager measured them, the size of the output and whether it was truncated, and the number of denied operations if the sandbox layer counts them. A denied connection attempt means a diagnostic is either broken or being steered, and someone should look. Chapter 20 covers the span shape; here the manager, not the script, is the witness.


Note: The script's own print statements are evidence of what the script said, not of what it did. Keep the two apart in the record. An audit that relies on the output to reconstruct the behavior has handed the witness stand to the defendant.



The script text belongs in the trace, since a run you cannot reproduce is one you cannot explain. It can contain data copied from the sample, so the same redaction applies to the stored text (Chapter 17).

Trade-offs and costs

Every layer above has a price, and the price is paid by specific people.

Startup latency. A fresh sandbox for every run means every run starts cold, and a virtual machine or microVM starts slower than a container. A loop that runs a script at every step adds that start to the run's wall-clock bound. A pool of pre-created sandboxes handed out clean trades startup time for a more complex lifecycle, and the pool has to guarantee that no sandbox is reused. If reuse is ever allowed, "ephemeral" is gone, and that should be a recorded decision and not a quiet optimization.

Operating cost. A sandbox fleet is a system someone keeps available, patched and measured. The sandbox manager is a new dependency of the ops agent; when it is down the tool fails with upstream_unavailable, and the degraded mode (Chapter 14) is to continue without diagnostics and say so. A team too small to operate the fleet should consider a managed sandbox service, and then treat that service as a trust boundary like any other (Chapter 8).

Limited usefulness. A closed network and a read-only root mean some analyses cannot run: fetching a reference table, calling a service, using a library that is not in the image. Each is a request for an exception, and each exception is a decision with an owner. Stage the data or add the library to the image instead of opening the network.

Reduced visibility. Debugging a failing script means reading the manager's record and a captured output, not attaching to the process, and the team has to decide how much replay tooling to build.

Friction for authors. The platform team owns the profile and the image, and every change goes through a review, so the on-call engineer waits. Say in the runbook who approves a profile change and how long it takes.

When not to use it, or when less is enough

Not every execution needs a microVM. Code that Parcelport's engineers wrote and reviewed, on staged data, with no write access and no network, can run in a hardened container.

The sandbox reduces the blast radius to what the profile permits and cannot protect against what the profile does permit: a credential inside is one the script has, and an allowed destination is one it can send data to. No isolation mechanism is a guarantee, hence the layers and the conformance tests.

Common mistakes


	Calling a temporary directory a sandbox. It is tempting because it is easy and the script "worked in isolation". The tell is that the script still has the host's user, network and files. The fix is a separate user, container or virtual machine, with the filesystem and network enforced from outside.

	Opening the network for one exception. The first exception is cheap, and the second follows it. The fix is to stage data ahead of time or route the single destination through an egress proxy with an allowlist, written down with its reason and an owner.

	Passing the orchestrator's environment through. Environment variables are the usual place for a credential to ride along. It is tempting because the script needs a path or a setting and the environment is already there. The fix is a sandbox that starts with an empty environment and receives named inputs only, and a conformance probe that checks it.

	Treating output as trusted because the sandbox is. It is tempting because the output came from Parcelport's own infrastructure. The sandbox contains the code. It does not clean what the code returns. The fix is the bound, shape, scan and mark sequence, with taint carried into the context.

	Reusing a sandbox for speed. It is tempting because a cold start costs time and a warm sandbox is already waiting. A warm sandbox is a place where one run's state can reach the next. The fix is a pool of clean instances, destroyed after use, and a deliberate decision on the record if reuse is ever wanted.

	Relying on the script to stay within limits. It is tempting because a well-written script does stop. A script that is asked to stop after two minutes is making a promise. The fix is limits enforced by the sandbox manager from outside, and a lifetime rule that holds even if the orchestrator crashes.

	No sweep for orphaned sandboxes. The lifecycle looks correct on the happy path. The fix is a periodic sweep that finds sandboxes without a live owner and a metric for how many it destroyed.

	Letting the contract's effect class outlive the profile. It is tempting because the contract was correct when it was written. run_diagnostic is a read because the profile has no network and no credentials. If someone adds either, the class is wrong and the gate's assumptions are too. The fix is a gate precondition that checks the profile, and a review rule that profile changes re-open the contract.



Key takeaways


	Running code the model produced or chose is a separate trust boundary, because the proposal is a program whose reach is decided by where it runs, not by a schema.

	A temporary directory, a changed home path or a cleared environment is not a sandbox; a sandbox is a separate user, container or virtual machine, with a closed or allowlisted network and a filesystem limited to the working directory.

	Choose the isolation mechanism by who wrote the code: reviewed catalog scripts can run in a hardened container, while model-composed code deserves a virtual machine or microVM, and the choice is a trade-off in start-up time, cost and operations.

	The model should supply the script and the id of a sample, while the orchestrator sets the profile, the image, the limits and the network, so the world the code lives in is never part of the proposal.

	Prefer no credential in the sandbox, then a credential held outside it and attached by a proxy, then a short-lived one inside it, and make each step a deliberate and recorded decision.

	Sandbox output is untrusted input: bound it, parse only a named result file as data, scan and redact it, and mark it with provenance and taint before it enters the context.

	A sandbox has costs in cold starts, operations and visibility, and its boundary needs scheduled conformance tests, a manager that witnesses each execution from outside, and a sweep for sandboxes that outlive their runs.



The sandbox keeps the code in its place; it does not tell you whether the system is behaving. Part VI turns to that question, starting with Chapter 20 and what a trace of a whole run has to contain.




Part VI

Proving and Operating




Chapter 20 — Observability and Tracing

Picture a Friday morning at Parcelport. Sam, the support lead, forwards a message from a customer who received a refund and a reply that promised a delivery date nobody can find in the order. Sam asks Alex, who owns the orchestrator, a plain question: what did the agent do on this ticket?

Alex opens the places that might know. The ticket system has the final reply. payments-service has the refund, with an amount and a timestamp. The orchestrator's application log has a line that says the run finished. What is missing is everything between: which order the agent looked up, what the lookup returned, which proposals the gate refused before this one passed, whether a human approved anything, how many steps the run took, and which model call produced the sentence about the date. The refund is a fact. The reasoning path to it is a guess.

Alex can guess well, because Alex wrote the loop. But Sam asked for a reconstruction, and the on-call engineer who gets the next page may not be Alex. This chapter answers a question that belongs to the Record part of the control envelope: what evidence does a run leave, and is it enough to tell what happened and why? It covers what to observe, how to shape it as a trace, what to keep of the content, which numbers to derive, and what to alert on.

The problem, and why it is hard

The failure is F8 (unobserved behavior): the system did something and left no usable evidence, so nobody can tell what or why. It is the only failure class that belongs to the Record part, and it has an unusual property among the nine. The others are things the agent does. F8 is what happens to your ability to see the others. A run that issues a wrong refund is F2 (wrong tool or wrong arguments). A run that issues a wrong refund and leaves no trace is F2 and F8, and the second one is the reason the first takes a week to understand.

Observability for an agent is harder than for a conventional service for four reasons.

First, the interesting question is not "did the request fail". A run can return a clean final answer, take only normal-looking steps, and still be wrong because a claim in the answer is not supported by any tool result (F3, ungrounded claim). The status code is fine. Whether the behavior was right has to be read from the content of the run, which is the part you are most tempted to leave out.

Second, the run is a sequence of decisions, and the order matters. A conventional request handler has a code path you can read. An agent's path is produced at runtime by a model proposal at each step, so the path is data, and you can only know it if you recorded it.

Third, the evidence contains the sensitive material. The context holds ticket text, customer fields and tool results; the proposals echo them. Everything that makes a trace useful for debugging is what Chapter 17 told you to minimize. The tension is real and has no free resolution.

Fourth, the volume is lopsided. A run of 15 steps (say) produces dozens of spans, and each model call can carry a large payload. Keeping everything for everyone for a long time is costly, and sampling blindly throws away the one run you needed.

The obvious approach is to log what the application already logs and add the model's raw input and output "for debugging". That produces a pile of text lines with no structure: you cannot ask which runs touched issue_refund, how long the gate took, or how many runs were handed to a human last week. It also puts raw customer data into the log store, which Chapter 17 warns against. The second obvious approach is a prompt line such as "explain your reasoning". The model's explanation is another proposal-side string. It can be wrong, it can be missing, and it says nothing about what the gate decided or what the effect returned. The record cannot be a thing the model writes about itself. It is written by the orchestrator, from deterministic events, around the model.

That is why this is an engineering question. Observability is a property of the control system: where events are emitted, what they carry, what happens when the pipeline is down, who may read the content, and how long it lives. None of that is reachable from a prompt.

What an agent must let you observe

Start from the loop in Chapter 1 and ask, for each point, what a person would need in order to reconstruct the run. The control envelope's dotted arrows to the Record are the answer: context, proposal, gate, approval and effect all report. Seven kinds of thing are worth observing.




	Observable
	What it answers
	Envelope part




	Run
	Who or what started it, for which task, with which versions, and how did it end
	Record



	Step
	Which pass of the loop, in what order, and how long it took
	Bound



	Model call
	Which model and version, how many tokens in and out, how long, whether it returned a valid proposal
	Proposal



	Tool call
	Which tool, which arguments, which effect class, the result, the error code
	Effect



	Gate decision
	Allow, refuse or needs approval, under which policy version, and the reason
	Gate



	Approval
	Who decided, when, how long the run waited, and which exact call was approved
	Gate



	Budget consumption
	How much of each budget the run had used at each step, and which bound stopped it, if any
	Bound




Two things on that list are easy to skip because they are not events the model or a tool produces. The gate decision is made by your own code, so nobody thinks of it as something to log; yet a refused call is exactly the evidence that a control worked, and a policy version on the decision is what lets you answer, months later, which rule was in force. Budget consumption is the other: Chapter 13 gave the run a budget, and the trace should show the budget draining so that a run stopped by a bound is visible as a run that was about to be stopped, not only as a stop.

Two further kinds of fact sit next to these and belong in the same trace: the identifiers of the context pieces and their provenance (Chapter 9), so you can tell which source a claim came from, and the state transitions of the run (Chapter 10). I would record identifiers and provenance labels on every model call, together with the manifest of each assembly (Chapter 9) and a memory_read event for the memory entries that entered it (Chapter 11), and leave the full text to the content store described later in this chapter.


Note: Chapter 10's run store and this chapter's trace overlap on purpose. The run store is the source of truth for resuming and for the intent-before-effect record; it is transactional within itself and read by the orchestrator. The trace pipeline is for people, is optimized for querying and for volume, and may lose data. Do not make the run store depend on the trace pipeline, and do not rebuild run state from traces.



The trace: run as trace, calls as spans

This book's definition is short. A trace is the ordered record of one run across components. A span is one timed operation inside it. The general shape comes from distributed tracing, and OpenTelemetry is the common open standard for it. Spans nest, carry attributes and events, and can link to spans in other traces; a span context travels with each request so that the receiving side attaches its spans to the same tree.

For an agent the mapping is direct, and I would keep it direct.


	The run is the trace. The run id is, or maps one-to-one to, the trace id. Anyone who has the run id from a ticket or from the run store can find the trace.

	A step is a span under the run's root span.

	A model call, a gate check, a tool call and an approval wait are spans under their step.

	State changes, refusals and budget readings are span events or attributes, not new traces.



The text tree below shows one shape for both agents. It is a sketch, not a schema; the point is the nesting.

run  (root span)
  step 1
    model.propose
    gate.check
    tool.call
  step 2
    model.propose
    gate.check            verdict: needs_approval
    approval.wait         // a span with a duration, owned by the approval service
  step 3                  // after resume, linked to step 2
    gate.check
    tool.call
  step 4
    model.propose         // proposal.kind = final_answer

The shape is the same for support-agent and ops-agent, which is the benefit of putting the loop in the orchestrator: the same instrumentation serves both. Only the tool names differ. That uniformity is what lets one dashboard, one alert set and one inspection tool work for both.

Span attributes

Attributes are where the value is. A span with a name and a duration tells you where time went; a span with the right attributes tells you what happened. The table below lists the attributes I would put on each span kind. The names are this book's own and illustrative; use your tracing standard's names where it has them.




	Span
	Attributes worth carrying




	run
	run.id, agent, task.kind, ticket.id or alert.id, principal, orchestrator.version, policy.version, prompt.version, mode (the rung of the degradation ladder, Chapter 14), status, stop.reason, failure.class



	step
	step.index, bound.remaining (steps, spend, time)



	model.propose
	model.name, model.version, tokens.in, tokens.out, latency.ms, proposal.kind, proposal.valid (false marks F1), context.piece_ids



	gate.check
	tool, effect.class, verdict (allow, refuse, needs_approval), policy.rule, refusal.reason (a gate verdict reason, listed in the Appendix), policy.version



	tool.call
	tool, effect.class, idempotency.key, outcome (success, error code, unknown), latency.ms, attempt, retry.count



	approval.wait
	approval.id, approver.role, decision, wait.ms, bound.to (the call's digest)




Two of these deserve a comment.

failure.class is set on the run, and on the span where it was detected, with a value from F1 to F9. It is how Chapter 3's taxonomy becomes something you can count. Many runs will have no value because nothing went wrong; the useful ones are those where the control system detected a class (a failed schema check is F1, a refused call for the wrong order is F2 caught at the gate, a bound stop is F5 or F9). A class that no instrumentation can set is a class you cannot see, and that is worth knowing in itself.

model.version and the versions on the run span are the answer to the question that every agent incident eventually asks: did something change? The model, the prompt, the tool contracts, the policy and the orchestrator each have a version, and a run that cannot say which ones it ran under cannot be compared with last week's. A prompt is not a control, but it is a deployed artifact that changes behavior, and it deserves a version like any other. Kept with the time each version took effect, the same fields are the change history of an agent: what changed, and when. It is one of the first things an on-call person reads when an alert fires (Chapter 13), and Chapter 23 scopes its queries by it.

Semantic conventions

OpenTelemetry also has the idea of semantic conventions: agreed names for common attributes, so that every service that talks to a database or an HTTP server labels its spans the same way and a backend can recognize them. Conventions for generative AI calls exist too, and they are maintained as their own effort and still evolving. I will not list attribute names from them here, because names in a moving specification are the kind of detail that is wrong by the time a book is read. The pattern is stable: use the standard's names where it has them, so that tools understand your spans; keep a short mapping table in your repository from your own attributes to the standard's; and put your agent-specific attributes (policy decision, effect class, failure class) under a namespace of your own, since no general convention will carry them. Read the current specification on opentelemetry.io before you commit to names.

Context propagation: keeping one run in one trace

A trace is only a tree if the parts agree on the parent. In an agent system, the parts are many: the orchestrator, the model gateway, the tool gateway, the services behind the tools, the approval service. A model call crosses to the gateway; a tool call crosses to the tool gateway and then to orders-service or payments-service. If each component starts its own trace, you get a dozen fragments with no shared id.

The control is context propagation: the orchestrator creates the run's trace context once, and passes it on every outgoing call, in the headers or metadata your transport already has. The gateway, tool gateway and services attach their spans to it. That gives you a tree in which the model gateway's own latency and the payments-service call both sit under the step that caused them.

Three situations need extra care.

A run that suspends. When the gate returns needs approval, the orchestrator suspends the run (Chapter 15), and a human decides minutes or hours later. The run resumes, possibly on a different worker. The trace must survive this. I would keep the run's trace id in the run store, so that the resumed step starts a span under the same root, and add a link from the resumed step to the step that suspended. The approval's waiting time is a span of its own, so that "this run took, say, four hours" can be seen as "this run waited for a person for, say, three hours and fifty minutes".

Work after the answer. Some effects complete after the model's final answer: a reply is queued and sent later, a rollback finishes in deploy-service. Those spans may land after the root span has ended. A link, or a late-arriving child span, keeps them attached. This matters for F6 (silent partial failure): the case where the reply never went out is visible only if the send is part of the same story.

Boundaries you do not control. A model provider, a third-party MCP server (Chapter 8) or an external carrier will not join your trace. Treat each as a leaf: your span around the call records what you sent, what came back and how long it took. Do not pretend to see inside it, and do not put your trace ids into requests to parties that have no reason to receive them.

[image: Diagram]

Look at the two kinds of arrow. The solid ones carry the trace context forward with the work, so each component knows its parent. The dotted ones carry the finished spans to the trace pipeline, which fills the trace store. The pipeline is a separate system from all of them, which matters in the next section.

Instrumenting the loop

The loop in Chapter 1 already calls record(run, event, detail) at the right places. The observability layer is what record does with each call, and what the surrounding code does when the pipeline is not available. The design question is: does the run wait for the trace?

My answer is no for the trace pipeline, and yes for the run store. The orchestrator writes the intent and the effect record to the run store, because the run's correctness and its resumption depend on them (Chapter 10). It emits spans to the trace pipeline asynchronously, with a local buffer, because blocking the step until a span is durably written would trade the agent's availability for the record's completeness, and a slow or unavailable pipeline should not stop a customer's refund; for an irreversible write the intent record in the run store already provides the durable part. This is a choice with a cost, and the cost is F8 by a side door: if spans are lost, the run happened and the evidence did not. So the design adds a way to see the loss.

function emitSpan(run, span):
    span.run_id = run.id
    span.seq = nextSpanSeq(run)            // assigned by the orchestrator, per run
    if buffer.isFull():
        buffer.dropOldest(preferring: "low_priority")   // if only high-priority spans remain, the oldest goes too, and is counted
        counters.increment("spans_dropped", reason: "buffer_full")
    buffer.append(span)                    // local, bounded; never blocks the step

function flushBuffer():
    for each batch in buffer.batches():    // a batch stays in the buffer until send succeeds
        try:
            tracePipeline.send(batch)
            buffer.remove(batch)
        on PipelineUnavailable:
            counters.increment("spans_unsent")
            return                         // retry later; the run is not affected

function reconcileRun(run):
    for each intent in runStore.intents(run.id):        // Chapter 10's intent records, written before the effect
        if not traceStore.hasSpan(run.id, "tool.call", intent.idempotency_key):
            flag(run, "trace_incomplete")
    for each result in runStore.results(run.id):        // Chapter 10's outcome records, written after it
        outcome = toSpanOutcome(result.status)           // run store terms -> success | error code | unknown
        if not traceStore.hasSpan(run.id, "tool.call", result.idempotency_key, outcome):
            flag(run, "trace_incomplete")                // a visible hole, counted and alertable

Three details carry the weight. The sequence number is assigned by the orchestrator, per run, so that spans can be ordered and the counted drops compared against the numbers that are missing. The buffer is bounded and drops low-priority spans first. And reconcileRun checks the run store, the authoritative list of effects: every intent needs a tool.call span with its key, and every result needs one with its key and the matching outcome, so that losing the span that carries the recorded outcome is not hidden by an earlier failed attempt, and so that a hole becomes a flagged run and a rate you can alert on. A trace you cannot trust to be complete is still useful, but only if you know when it is not.

The run store, the trace pipeline and the payments service are separate systems with no transaction between them, so the trace must never be the only witness to an irreversible write (Chapter 10).

Emit events, not prose

One discipline makes the rest of the chapter work: emit structured attributes, not sentences. A span that says refused: "the amount was too high" can be read by a person and counted by nobody. A span with verdict: refuse, refusal.reason: precondition_failed and field: amount_minor can be counted, graphed and alerted on. Reasons should come from a closed list that the gate and the orchestrator share, the same way error codes do in a contract. An open text field is fine for human notes; it is not what a metric is built from.

What to keep of the content

Everything above is metadata: structure, identifiers, versions, sizes, timings. It is cheap and low risk. The hard question is the content: the rendered context, the model's proposal text, the tool arguments and the tool results.

Content is what you need to answer "why did the agent propose that". You can see that a step proposed issue_refund for the wrong order; you can only see why if you can see the context at that step, including the tool result that listed two orders. Without the content, you know what happened and cannot say why. With it, you hold a copy of the customer's data in yet another place.

I would not make this a yes or no. I would make it a set of tiers, decided per field, with the decision written down.




	Tier
	What it holds
	Who may read
	Retention




	Metadata
	Span structure, attributes, versions, sizes, timings, verdicts, reason codes
	Everyone on the engineering and support-operations teams
	Longest; it is cheap and carries no content



	Redacted content
	Context pieces, proposals and tool results with PII and secrets removed at write time (Chapter 17)
	Engineers working on agent behavior
	Shorter



	Raw content
	Content as it was, or the reveal path to it
	A small named group, with an audited reveal that expires
	Shortest, or none




The rules that go with the tiers:


	Redact at write time, not on read. The span that reaches the trace pipeline has already passed through the redaction function from Chapter 17. If redaction fails, the content field is omitted and the span says so; it is not written raw. A hole is visible; a leak is not.

	Keep content in a separate, access-controlled store. The span holds a reference to the content, not the content. This lets the metadata tier be broadly readable while the content tier is not, and it lets retention and deletion work on the content store without touching the span tree. Chapter 17's erasure path needs to reach it; a reference by run id and ticket hash makes that possible.

	Secrets never enter any tier. A secret is a value that grants access if disclosed. The tool gateway issues per-call credentials (Chapter 18) and the orchestrator never sees them in the clear; the trace should not either. A trace store that holds a token is a credential store with query access for the whole team.

	Sample the content, not the metadata. Metadata is cheap; keep it for every run. Content is expensive and risky; keep it for a sample, and for every run that matters.



Sampling that keeps the runs you need

A uniform random sample of content is the usual default, and it fails in the way that matters: the run you need to investigate is rare, so a one in twenty sample (say) has a nineteen in twenty chance of not having kept it. The alternative is to decide after the run ends, when you know how it went. This is often called tail-based sampling: collect the run's spans, and when the run completes, apply a rule that decides what to keep.

A rule set I would start from:


	keep full redacted content for every run that was refused, escalated, stopped by a bound, handed to a human, or approved;

	keep it for every run with a failure.class set, and every run flagged trace_incomplete;

	keep it for every run where a customer complaint, a reversal or an incident later refers to the run id (a job can promote a run's content retroactively if the content store still holds it);

	keep a small uniform sample of ordinary successful runs, because without them you have no baseline for what normal looks like and no source of cases for Chapter 21.



The price is memory: to decide at the end, you hold the run's content until the end. For a run of 15 steps (say) that is small; for a long investigation by the ops agent that resumes over hours, it is larger, and the holding happens in the content store's staging area, not in the orchestrator's memory. A time limit on staging keeps it bounded.


Warning: If you cannot tell what happened on a run that moved money, the design has failed, whatever the cost of keeping the evidence. For irreversible writes and for external side effects, always keep the metadata and the redacted content of the call and its result, regardless of sampling. This is one of the few places where the book says "always", because the alternative is losing the ability to tell what happened.



Metrics: what the trace becomes in aggregate

A trace answers questions about one run. Metrics answer questions about all of them: is the agent getting better or worse, is something drifting, and is this a bad run or a bad day? Metrics for an agent are derived from the trace's attributes, in the metrics store, and the derivation is the reason the attributes should be structured.

The ones I would build first:




	Metric
	How it is derived
	What it tells you




	Run success rate
	Runs with status done and no hand-off, over all runs, per task kind
	Whether the agent completes what it starts. Define success carefully: "done" is not "right"



	Refusal rate
	Gate verdicts of refuse over all gate checks, per tool and per reason
	How often proposals are wrong in ways the gate can see; a rise is an F2 or F4 signal



	Hand-off rate
	Runs ended by escalate_to_human or a bound, over all runs
	How much work still lands on people; a drop may be good or may be a hole



	Approval rate
	Approved over decided, per tool and per approver role
	If it is near 100% and decisions take seconds, the approval is theater (Chapter 15)



	Approval wait time
	approval.wait durations
	The human cost of the control; where the queue builds



	Steps per run
	Count of step spans, as a distribution
	Loops show in the tail, not the mean (F5)



	Tokens and cost per run
	Sum of tokens.in and tokens.out, and spend, per run
	The input to Chapter 22



	Failure class distribution
	Count by failure.class
	Whether F1 to F9 are moving; what the control system is catching



	Invalid proposal rate
	proposal.valid false over model calls
	F1 pressure, and whether a model or prompt change made it worse



	Trace completeness
	Runs flagged trace_incomplete over all runs
	How much to trust everything above




A few cautions on reading them.

Rates need denominators that mean something. A refusal rate computed over all gate checks goes down when the agent takes more successful steps, and goes up when it takes fewer; look at it by tool and by reason, and keep the count next to the rate, because a rate of 50% on four calls is not a finding.

A refusal is not a failure. A gate that refuses a refund for an order that is not the customer's with not_permitted, or sends a refund above the ceiling to approval, is the system working. Treat refusal and hand-off rates as signals of where the model's proposals and your policy disagree, and read them as a question, not as a score to minimize.

Cardinality is a cost. A metric labeled by run id or ticket id is a new time series per run, and metrics stores do not like that. Labels should be the bounded ones: agent, tool, task kind, verdict, reason code, failure class, version. The unbounded identifiers belong in the trace, which is the place you go to from a metric when something looks wrong.

Finally, slice by version. Every metric above should be sliceable by model version, prompt version, policy version and orchestrator version, because a change in any of them is the most likely explanation for a movement. Chapter 21 uses the same slices before a change ships; here they are how you notice a change that shipped without an eval.

Alerts and service level objectives

An alert is a decision that someone should be woken, or interrupted, and the cost of that is real. Agent alerts follow the usual rule for alerting: page on what needs action now; ticket what can wait. What is different is what you watch.

A conventional service alerts on errors and latency. An agent can have neither and still be misbehaving, so I would add the signals the control system itself produces.




	Signal
	Why it matters
	Likely class




	Refusal rate for one tool rising against its own baseline
	Proposals are changing shape: a model, prompt or context change, or content steering calls
	F2, F4



	Gate refusals for not_permitted on a tool the agent should not need
	An authority question, possibly an injection
	F7, F4



	Steps per run, 99th percentile, near the step limit
	Loops forming
	F5



	Run cost or tokens, tail rising; spend rate per hour above baseline
	Retry storm, context growth, runaway
	F9



	Tool outcome unknown or reply send failures after a refund
	Partial effects with no confirmation
	F6



	Invalid proposal rate rising after a deploy
	A version change broke structure
	F1



	Hand-off rate or approval wait time rising
	People are the bottleneck, or the agent is failing more
	all



	trace_incomplete rate above a small threshold
	You are losing evidence
	F8



	Any irreversible write with no matching intent record
	The most serious mismatch
	F6, F8




Alert on change against a baseline for the rate signals, and on a fixed condition for the invariants. "Any irreversible write with no intent record" is an invariant and should fire on one occurrence; "refusal rate for issue_refund is twice the previous week's" is a rate and should fire when the change is sustained.

The last row deserves its reason. It needs a reconciliation job (an illustrative one) that compares payments-service refund records, the authority on whether a refund happened, with the run store's intent records. A refund that exists in payments-service with no matching intent is an effect that did not come through the gate, and that is the kind of fact an alert exists for. Chapter 23 picks up from there.

A service level objective for an agent

A service level objective (SLO) is a target for a measured behavior over a period, together with a tolerated amount of miss. The idea carries over to agents, with care about what is being promised.

I would not write an SLO for "the answer is right", because you cannot measure that online for every run, and a target you cannot measure is a wish. I would write SLOs for what the control system and the pipeline can measure:


	the share of runs that reach a terminal status (done, handed off, stopped) within a deadline, say 99% within the task's deadline over a rolling period;

	the share of irreversible writes that have a complete trace and a matching intent record, with a target that is close to all of them and no tolerance for an unexplained one;

	the share of approval requests decided within a stated time, which is an SLO for the human side of the system and belongs to the support lead and on-call team, not only to the platform;

	the share of runs with a complete trace, as the SLO on the evidence itself.



The percentages above are illustrations. The right values depend on your tasks, your staffing for approvals and what a missed target costs you. Whether the agent's answers are good is an eval question (Chapter 21), and an SLO on a sampled grader score can exist, but I would label it as an estimate and put its sample size next to it.

Each alert names who acts, what they open first and what they may do; if the answer to "what may they do" is "nothing", it is a dashboard, not an alert (the rule is Chapter 13's, and Chapter 23's runbook is where it lives).

Replay and inspection

A trace is evidence. The tool that makes it usable is an inspection view, and the most useful form of it is a replay.

By replay I mean something narrow: stepping through a recorded run in order, seeing at each step the context as it was assembled (redacted, at the tier the viewer is allowed), the proposal, the gate's verdict with the policy rule and version, the approval if there was one, and the effect or refusal that followed. It is a read-only view of what happened. It is the answer to Sam's question at the start of the chapter.

Replay in this sense does not run the model again, and it must not call any tool. Re-executing a recorded run against live tools is how a diagnostic turns into a second incident: the refund is issued again, or the reply is sent twice. A viewer shows the record; it does not act on it.

A second kind of replay is useful and different, and I would keep the two apart in naming and in permissions: re-evaluation. Given the recorded context of a step and a new model, prompt or policy version, re-run the proposal or the gate check in a sandbox with no effects and compare. This is an eval technique, and Chapter 21 uses it; here the trace is the source of the cases. Two limits apply. The model's output is not reproducible in general, so a different proposal on re-evaluation is not a regression by itself; it is a sample. And the gate is deterministic, so re-running recorded proposals through a new policy version is exact, and is a cheap way to see what a policy change would have refused.

function inspectRun(runId, viewer):
    trace = traceStore.get(runId)
    for each step in trace.steps:
        show(step.index, step.bound.remaining)
        show(step.proposal.kind, step.proposal.valid)
        show(step.gate.verdict, step.gate.policy_rule, step.gate.policy_version)
        if step.approval:
            show(step.approval.decision, step.approval.wait_ms)
        if viewer.mayRead("redacted_content"):
            show(contentStore.fetch(step.content_ref, tier: "redacted"))
        else:
            show("[content not available at your access level]")
    audit(viewer, "inspect", runId)         // reading a run is itself recorded

The viewer is a way into customer data, so reading is audited.

The ops agent's get_trace tool is this same store, read through a tool. That is a good use, and it has a limit worth saying plainly. The tool reads traces by id with the access of the ops agent's delegated authority (Chapter 7); it should read the metadata and the redacted tier, as the engineer who started the investigation could, and not more. Trace content includes text that came from tickets and tool results, so Chapter 16's rules apply: it is data with provenance, marked untrusted when it enters context.

One trace through Parcelport

Consider the opening scenario's ticket, with the instrumentation in place. The ticket tkt-5521 asks about a damaged parcel; the order is ord-7f3k2m91, and the amount is a hypothetical value above refund_ceiling. The tree below shows the run.

run run-3b9d  agent: support-agent  ticket: tkt-5521
  versions: orchestrator 41, policy 17, prompt 9, model "model-A" version "v-x"   // illustrative labels
  status: done  stop.reason: final_answer  failure.class: none
  step 1  bound.remaining: steps 9, spend 80%
    model.propose   tokens.in 1900  tokens.out 60   proposal: tool_call lookup_order   valid
    gate.check      verdict: allow  rule: read_tools_default
    tool.call       lookup_order  outcome: success  latency 120ms
  step 2  bound.remaining: steps 8, spend 70%
    model.propose   tokens.in 2300  tokens.out 80   proposal: tool_call issue_refund   valid
    gate.check      verdict: needs_approval  rule: above_ceiling
    approval.wait   approver.role: support_lead  decision: approved  wait 540s
  step 3  (linked to step 2)  bound.remaining: steps 7, spend 62%
    gate.check      verdict: allow  approval.bound_to: call-digest-0007
    tool.call       issue_refund  outcome: success  idempotency.key: key-0007
  step 4
    model.propose   proposal: tool_call send_customer_reply   valid
    gate.check      verdict: allow
    tool.call       send_customer_reply  attempt 1  outcome: error upstream_unavailable  idempotency.key: key-0008
    tool.call       send_customer_reply  attempt 2  outcome: success  idempotency.key: key-0008  retry.count 1
  step 5
    model.propose   proposal: final_answer

All the numbers are invented for the illustration. The gate.check lines are a partial view of the gate in Chapter 5: rule names the policy rule that fired, and a refusal would add refusal.reason from the same vocabulary; the read in step 1 passes through the gate like every other call. Read the tree the way Alex would. The refund went through approval, and the wait was nine minutes; the approval was bound to one call digest, and the refund carries the idempotency key that would catch a repeat. The reply failed once with an explicit error before the message was accepted, which Chapter 14's classification treats as retryable, and the retry stayed inside step 4 as a second attempt: it reused the gate's verdict and the same key, and was charged to the run's budget like a first attempt, because a retry does not re-open the gate (Chapter 14). Nothing here shows the sentence about the delivery date, because the date is not in the structure; it is in the content. That is where the tiers pay off. Alex opens the redacted content for step 4 and sees the context pieces by id and provenance: the order lookup result lists a status and no date, and the date in the reply has no source. That is F3 (ungrounded claim), visible in the trace, with a failure.class that a grader, from Chapter 21, can set after the fact on a sampled run.

A variation shows the Record at work. Suppose the tool.call span for issue_refund in step 3 had been lost to a full buffer. Every step span is present, so a step count would see nothing wrong. But the run store holds the intent and result records for key-0007, reconcileRun finds no tool.call span for that key, and it flags trace_incomplete. The refund, an irreversible write, is still visible through those records. The hole is a fact with a number on it, not a mystery.

The ops agent's runs have the same tree, with query_logs, get_metrics, get_trace and run_diagnostic spans instead. A run_diagnostic span records the sandbox's outcome, its duration and whether it hit a limit; what the script printed is content and follows the tier rules, because diagnostic output can contain data the script was able to read in the sandbox. A request_rollback span carries the approval with Robin's role and decision, and the deployment identifier deploy-service returned, so that "what did the agent change in production" is a query on effect.class and tool, not an archaeology exercise.

Trade-offs and costs

Volume and money. Budget the trace pipeline and the content store as you budget the agent, and let Chapter 22 count them in the cost per ticket.

Privacy against debuggability. Redaction costs the engineer some of the information needed to explain a run, and reveal paths cost an approval and an audit. This is a cost on on-call, who will sometimes need the raw value at an inconvenient hour. A reveal that takes a day is a control nobody uses, and a reveal anyone can trigger is no control. Where to set it depends on your data and your regime; regimes of this kind tend to ask where personal data is stored, who can read it and for how long, and your legal and compliance people own that interpretation.

Instrumentation upkeep. Every new tool, span kind or failure class needs attributes, and the attribute list drifts from the code unless a contract test or a schema check holds it. A trace schema that nobody validates degrades into free text within a quarter.

When not to use all of it. A prototype that handles a few runs a day for one team does not need tail-based sampling, a content store with tiers or an SLO. It needs, from the first day, three things: a run id on everything, the gate decision and the tool call with its result recorded as structured events, and redaction at write time. Add the rest when volume, risk or the number of people who need to read the record grows. What you should not do at any scale is run an agent that can move money or contact customers with no record of what it did.

What observability does not do. A trace tells you what happened. It does not stop it.

Common mistakes

Asking the model to explain itself and storing that as the trace. It is tempting because the explanation reads like a record. An explanation string is another proposal-side output; it can be wrong and it can be missing. It may be useful context for a human, kept as content. It is not the record. Fix: the orchestrator writes the record from events it observed; the model's text is content inside the record.

Raw prompts and tool results in the general log store. It is tempting because it is the quickest way to debug. It creates a copy that retention and deletion do not know about (Chapter 17). Fix: redact at write time, keep content in its own store, give reveal an audit trail and an expiry.

Uniform random sampling of content. It keeps cost down and drops the incident. It is tempting because it is simple and the volume looks representative. Fix: decide after the run ends, and keep every refused, escalated, approved, stopped or failed run, plus a small uniform sample for baseline.

Letting stored traces back into context as trusted text. It is tempting because the trace is our own data. A trace holds text from tickets and tool results. Fix: when a trace enters an agent's context, for example through get_trace, it enters as data with provenance, marked untrusted (Chapter 16).

Key takeaways


	The record of a run is written by the orchestrator from deterministic events, and the model's own account of what it did is content inside that record, never a substitute for it.

	Treat the run as a trace and every step, model call, gate check, tool call and approval wait as a span, with attributes for versions, tokens, latency, effect class, policy verdict and failure class.

	Keep the trace pipeline off the critical path, give every span a sequence number, and reconcile every effect record in the run store against a tool.call span, so lost evidence becomes a measured hole and not a silent F8.

	Metadata is cheap and broadly readable; content is risky and tiered, redacted at write time, held in a separate access-controlled store, and kept by outcome rather than by chance, so that every run that was refused, escalated, approved, stopped or failed is available for inspection.

	Derive metrics from structured attributes, read their tails and denominators, and slice them by version, because the usual explanation for a shift in behavior is a change in the model, prompt, policy or tool that nobody tied to an eval.

	Alert on agent-specific signals such as refusal rate, steps in the tail, cost rate, unknown outcomes and irreversible writes with no intent record, and give each alert an owner and a first action, or turn it into a dashboard.

	Replay is a read-only view of what happened, re-evaluation is a sandboxed comparison, and neither is allowed to call a tool.



The record tells you what the agent did and what it cost to do it. Chapter 21 uses that record to decide, before a change ships, whether the agent should be allowed to keep doing it.




Chapter 21 — Evaluation

Imagine that Alex, on the platform and AI enablement team at Parcelport, changes one sentence in the policy text of the support agent's system prompt. The sentence was clumsy, and the new wording is clearer to a human reader. The unit tests for the orchestrator pass. The gate tests pass. The contract tests for issue_refund pass. Nothing in the pipeline is red, so the change ships that afternoon.

By Thursday, Sam, the support lead, notices that the queue of escalations has grown. The support agent has started handing over tickets about damaged parcels that it used to resolve itself, and it has also started offering a goodwill refund in a few cases where the customer had not asked for one. Nothing crossed a ceiling and nothing broke a rule, so the gate stayed quiet. The behavior changed anyway, and no test in the pipeline was built to notice. Alex has a clumsy sentence, a clearer sentence, and no way to say which of the two produces the better agent.

This chapter belongs to the Record part of the control envelope. Chapter 20 answers "what happened in this run"; this chapter answers a different question of the same part: how do you measure the behavior of a probabilistic component before a change ships and while it runs, so that a change to a prompt, a model, a tool or a policy is a measured decision and not a hope?

The problem, and why it is hard

Most of the control system in this book is deterministic, and it is tested the way deterministic code is tested. The gate returns the same verdict for the same proposal. The contract validator accepts or rejects the same arguments every time. A unit test for either one is cheap, fast and exact, and it should be written. Nothing in this chapter replaces it.

The part that does not behave this way is the model. Given the same context twice, it may return two different proposals. Given a slightly different context, it may return a very different one. A test that asserts "for this ticket, the proposal equals this exact tool call" will fail on a good day for harmless reasons and pass on a bad day by luck. Chapter 2 explains why the model behaves this way; for this chapter the consequence is enough. A single run tells you almost nothing about a rate, and a rate is the thing you need to know.

That gives three problems. The first is that behavior has to be measured as a distribution: out of many runs on many cases, what share did the right thing? The second is that "the right thing" is often not a string you can compare. A draft reply can be correct in a hundred different wordings and wrong in one subtle way. The third is that the measurement itself can be wrong, because the thing doing the grading may be a model, or a human who is tired, or a rule that is too strict.

Every failure class in the taxonomy shows up here, which is why evals are a Record concern and not a Proposal concern; a table later in the chapter maps each class to a case and a grader. F8 (unobserved behavior) is the one that makes an eval impossible, because a run with no record cannot be graded.

It is an engineering question and not a prompt question because the alternative is to read a handful of outputs, decide they look fine, and ship. That is a review, and a review is worth something, but it does not scale to the number of changes a team makes, it does not remember last month's failures, and it cannot give you a number to compare against. An eval can.

Eval is not a replacement for tests

I would keep two ideas apart from the start, because mixing them produces both false confidence and wasted effort.

A test asserts that deterministic code does what its specification says. The input is fixed, the output is fixed, and a failure means a defect. Tests cover the parser that turns a proposal into a typed call, the gate's refusal of a refund above the ceiling, the function that derives an idempotency key, the redaction filter, the state machine that moves an approval from pending to decided. These run on every commit and they must be exact. If a test is flaky, the fix is in the test or the code.

An eval is a repeatable measurement of behavior against expected outcomes. The input is a case, the thing measured is a probabilistic proposal or a run built from several of them, and the result is a score or a rate. A failure of one case in an eval is not necessarily a defect; it is a data point in a distribution, and what matters is whether the distribution moved.

The boundary between them is the determinism boundary from Chapter 4. Everything on the deterministic side of it gets tests. Everything on the probabilistic side gets evals. When a team notices that an eval is checking something deterministic, such as "the refund amount never exceeds the ceiling", that is a signal that the check belongs in the gate, where it holds on every run, and that the eval should only confirm the gate is wired in. An eval should not be the thing that enforces a limit.

The two also complement each other. A test of the gate tells you the gate refuses a bad proposal. An eval tells you how often the model produces bad proposals for the gate to refuse, and a high refusal rate points to the prompt, the tool descriptions or the retrieval. The gate is the control; the eval is how you see how much work the control is doing.

Eval levels

An eval is only useful when it is clear what it measures. I find four levels worth separating, because they have different costs, different graders and different owners.

Single step

A single-step eval takes a context and checks one proposal. Given this ticket and these tool results, does the model propose lookup_order with the right order id? Given this order and this customer message, does it propose issue_refund with an amount and currency that match the situation, or does it propose escalate_to_human?

These evals are cheap and sharp. The context is fixed, so you can build it by hand or by replaying a stored step from the run store. The expected outcome can often be stated as a check: the tool is in an allowed set, the arguments validate against the contract, the order id equals the one in the ticket. They are the right level for catching F1 and F2, and for measuring how a change to a tool description moves argument quality. Their weakness is that a single step does not show how errors compound across a run.

End to end

An end-to-end eval runs the whole loop on a case against stubbed or sandboxed tools and grades the outcome. Did the run end in the right state? Was the refund issued once, for the right amount, with the reply sent? Did it hand off when it should have? The tools are replaced with deterministic fakes that return recorded results, so that the only thing that varies between repeats is the model.

This level catches F5 and F6: loops that do not converge, a refund recorded and a reply never sent. It is slower and more expensive, since every case costs a full run, and harder to debug: a failing case has many steps. I would grade the end state and a short list of invariants (no more than one refund per intent, no effect after a refusal) rather than trying to match the exact sequence of calls. The sequence is not what the customer cares about.

Safety and boundary

A safety eval asks whether the controls hold when the input is hostile or the situation is at the edge. Does a ticket whose body contains instructions aimed at the agent change the next tool call? Does a request that needs more authority than the delegated one produce a refused proposal or an approved effect? Does the final reply contain PII it should not?

These evals matter because they verify that the gate is in the path at all. A case where the model is made to propose an out-of-ceiling refund, and the expected result is needs_approval, is testing the wiring more than the model.

Following the defender's side of the book, the cases here describe the situation and the expected control behavior; they do not need to carry working attack text. A case can say "ticket body contains an instruction directed at the agent, marked untrusted" and the fixture can use a harmless placeholder. Chapter 16 owns the injection controls; this level is how you check they still hold after a change.

Cost and latency

The last level measures what a run costs and how long it takes: steps, tokens, model calls, tool calls, wall-clock time. These are properties of a run, graded against a budget from Chapter 13 and the cost targets from Chapter 22. A change that keeps the answer quality and doubles the number of steps is a regression for F9 (cost or latency blowout), and it will not show up in any correctness eval.

I would record these on every eval run, whatever the level, and not treat them as a separate project. The cost of a case is a by-product of running it and it is almost free to keep.




	Level
	What it checks
	Typical grader
	Main failure classes
	Cost to run




	Single step
	One proposal for a fixed context
	Deterministic check
	F1, F2, F3
	Low



	End to end
	Final state and invariants of a run
	Deterministic plus model grader
	F5, F6, F2
	Medium to high



	Safety and boundary
	Controls hold under hostile or edge input
	Deterministic check
	F4, F7
	Medium



	Cost and latency
	Steps, tokens, time against bounds
	Deterministic check
	F9, F5
	Free with the others




Building the golden set

A golden set is the fixed collection of cases an eval measures against. Its quality limits everything downstream, and it is where I would spend the first effort of any eval program.

Where cases come from

There are three sources, and a healthy set has all of them.

Sampled real traffic. The most representative cases are real tickets. Sample them from the ticket system by category and difficulty, not uniformly, because a uniform sample is dominated by the easy majority and tells you little about the cases that matter. Real tickets contain PII, so they pass through the redaction path from Chapter 17 before they enter the set, and the set lives in a store with the access controls of a production data store. A fixture with a real name in it is a leak with a delay. Redaction has a side effect worth stating: it can change the case. If the original ticket mentioned a name in a way that mattered, the redacted version should keep the role and drop the value.

Hard cases. Some situations are rare in traffic and costly when they go wrong: a refund request for an order that has two partial refunds, an address change one minute after the carrier hand-off, a customer who writes in a language the support team handles through another channel, a ticket that asks for two things at once. These are written by hand, with Sam or a support lead who knows what the hard tickets look like. They are small in number and they carry a lot of weight.

Cases from incidents. Every incident that involves an agent should leave at least one case behind. Chapter 23 owns the procedure that turns an incident into a case. This is the only source that gets better with the passage of time.

What a case contains

A case needs enough structure that a grader can use it and a person can read it a year later.

case refund-partial-goodwill-017
  agent: support-agent
  level: end_to_end
  failure_class_targeted: F2        // wrong arguments for the situation
  context:
    ticket: "Customer reports one of two items arrived damaged."  // redacted
    order: ord-EXAMPLE-0001, lines: 2, status: "delivered"
    tool_results: recorded         // fakes replay these
  expected:
    final_state: "resolved"
    effects: [ one issue_refund, one send_customer_reply ]
    invariants:
      - refund amount_minor <= price of the damaged line
      - reason_code == "damaged"
      - no second issue_refund for this intent
  source: sampled_traffic          // or hard_case, or incident:INC-EXAMPLE
  added: "2026-09-14"
  last_reviewed: "2026-09-14"

Two fields here are easy to leave out and expensive to be without. The targeted failure class lets you slice results by taxonomy (a later section). The source and dates let you retire cases that no longer reflect how Parcelport works.

Size and balance

I don't know the right size for your golden set, and nobody can tell you without knowing your traffic. It depends on how many distinct situations your agent meets, how much a wrong answer costs in each, and how much a run costs to execute. A set of, say, 150 cases that cover the situations well is more useful than a set of 2,000 cases that are all variations of "where is my parcel". Start with what you can review by hand, grow it from incidents, and watch the balance by level and by failure class.

One more warning about balance. A set that is mostly easy cases will score high and say nothing. If the pass rate is 98 percent on day one, the set is probably not hard enough to see a regression, and a regression will hide in the two percent.

Graders

A grader decides whether an output meets expectations. There are four kinds, and I would reach for them in this order.

Deterministic checks

If a property can be checked by code, check it by code. The tool name is in the allowed set. The arguments validate against the contract. The refund amount does not exceed the refundable balance. The reply contains no value from the redaction list. The run ended in a state from the allowed set. The number of steps is under the bound. Deterministic graders are cheap, exact, repeatable and easy to explain when one disagrees with a person. They are also the only graders you can trust without calibration.

Their limit is expressiveness. They cannot tell you whether a reply is polite or whether it answers the question the customer asked.

Reference comparison

Where there is a known good answer, compare against it: the expected tool call, the expected final state, the expected escalation. For structured outputs this works well, with the caveat from earlier that you should compare what matters (the order id, the amount, the currency) and not the incidental parts (the wording of a free-text field). An exact string comparison on a draft reply is a grader that will punish every harmless rewording and it will teach the team to ignore failures.

Model graders

For the properties that code cannot check, a model grader reads the output and a rubric and returns a judgment. Does the draft reply make a claim that the tool results do not support? Does it address the customer's question? Is the tone acceptable under the support guidelines? This is useful, and it is also a model, with the uncertainty that Chapter 2 describes. A model grader is a probabilistic component inside your measurement system, and it needs to be evaluated like one.

Three habits keep a model grader honest. Give it a narrow rubric with a small number of explicit questions, not a general request to rate quality. Ask for a judgment tied to evidence in the output, so that a person reading the result can see why. And do not use the same model and configuration that produced the output as its only grader, because the two share blind spots. I will not name which model to use; the design has to hold when the model is replaced, and a change to the grader should itself pass through the calibration below.

Calibration. Before a model grader's score means anything, measure how well it agrees with people. Take a sample of outputs, say 100, and have two or more humans grade them against the same rubric. Compare the grader to the humans, and compare the humans to each other. Raw agreement flatters a grader when most outputs pass, because two graders agree by chance on the common label; use a chance-corrected measure such as Cohen's kappa, or at least report agreement on the fail class separately. The agreement among people is the ceiling: a grader that agrees with a human as often as humans agree with each other is about as good as the rubric allows, and a low human agreement tells you the rubric is vague. Look at where the grader disagrees. If it is lenient on ungrounded claims (F3), which is the failure that matters most in drafted replies, then its pass rate overstates quality exactly where you need it to be accurate.

Recalibrate when anything in the grader changes: the model, the rubric, the instructions. Keep the human-labeled set as a small golden set of its own. It is the evaluation of the evaluator.

Human evaluation

People remain the reference. They grade the calibration set, they review samples of production runs, and they judge the cases no grader handles, such as whether a reply to an upset customer was handled well. Human evaluation is slow and expensive, and it is subject to fatigue and drift between reviewers. I would use it sparingly and deliberately: for calibration, for new failure modes that no grader covers yet, and for periodic spot checks that keep the automated graders honest. Name who does it and how much time it takes, as with approvals in Chapter 15. A human review that is scheduled but not staffed is theater.

Probabilistic results: repeats, rates and intervals

The model is not deterministic, so a case is not pass or fail; it has a pass rate over repeats. This changes how you run and read an eval.

Repeats

Run each case several times, say five, and record the outcomes. For a deterministic grader the cost is the cost of the runs. A case that passes five out of five and a case that passes two out of five are different, even though a single run of either could have gone either way. The second case is telling you the agent is unreliable on that situation, which is exactly what you need to see, and a one-shot eval would show it half the time.

The right number of repeats depends on the variance of the agent, the cost of a run and how fine a change you need to detect. I would start low, look at which cases disagree with themselves across repeats, and spend repeats where the variance is.

Rates and the idea of an interval

An aggregate result is a rate: the share of case-runs that passed. A rate comes from a finite sample, so it carries uncertainty. If a set has 150 cases with five repeats each, the pass rate may read 91 percent on one run and 89 percent on another with no change to the agent at all. A change that moves the number from 91 to 89 has not shown anything.

The idea you need is a confidence interval: a range around the measured rate that the true rate plausibly lies in, which gets narrower with more cases and wider with fewer. You do not need a statistics course to use it. Compute an interval for the difference between candidate and baseline: if it excludes zero, that is the evidence, while comparing two separate intervals by eye is a conservative shortcut that can hide a real difference. Ask your data or platform colleagues for the right method for your set; I am describing the principle, not prescribing a formula.

Cases are not independent samples, since repeats of one case are correlated and similar cases cluster. This makes naive intervals too narrow. A practical safeguard is to count the case, not the repeat, as the unit when you compare, and to look at the list of cases that flipped and read them.

Flaky evals

An eval that gives different results on the same agent is flaky. Some of this is the nature of the model and shows up as high variance on specific cases; that is a finding and not a nuisance. Other sources are in the harness and are your responsibility: tool fakes that depend on time, graders with their own randomness, fixtures that leak state between cases, a gateway that varies under load.

Manage flakiness the way you would manage a flaky test, with one extra step. Separate the cases whose variance comes from the agent (keep them, and report their pass rate) from the cases whose variance comes from the harness (fix them). Quarantine a flaky case with an owner and an expiry date, not with a silent skip. A quarantine without an expiry is how a set quietly stops measuring the thing it was built for.

The eval as a deploy gate

An eval that nobody has to look at before shipping is a report. An eval that stands between a change and production is a control.

What counts as a change

In an agent, more than code changes behavior. The following all change what the agent does, and each one should trigger an eval run:


	A change to the system prompt's policy text or any other prompt text.

	A change of model, or of the model gateway's configuration for the project.

	A change to a tool description, a tool contract, or the set of tools the agent sees.

	A change to a policy at the gate that alters which proposals pass.

	A change to retrieval, context assembly, or memory behavior.

	A change to the bounds: step limits, budgets, retry and fallback rules.



The incident in the opening of this chapter belongs in the first item. The change was a rewording, and the review process treated it as documentation. Nothing in the pipeline distinguished a prompt edit from a comment edit. I would treat prompt and policy text as code that ships through the same pipeline, with the same gate.

Thresholds

A deploy gate needs a rule. The simplest rule is a regression threshold against the baseline: the candidate may not be worse than the current production configuration by more than a stated margin on any gated metric. The margin should reflect the noise in the measurement, which is where the intervals above earn their keep.

function evalGate(candidate, baseline, goldenSet):
    results = runEval(candidate, goldenSet, repeats: 5)
    base = loadResults(baseline, goldenSet)
    // hard gates: a safety or boundary case that fails blocks the change
    for each case in goldenSet.where(level == "safety"):
        if results.passRate(case) < 1.0:
            return { decision: "block", reason: "safety case failed", case: case.id }
    // soft gates: compare rates by slice with a margin that covers noise
    for each slice in ["F2", "F3", "F6", "overall"]:
        drop = base.caseRate(slice) - results.caseRate(slice)  // unit: the case, not the repeat; a case passes when its pass rate over repeats meets the threshold in its definition, say 4 of 5
        if drop > margin(slice):
            return { decision: "block", reason: "regression", slice: slice }
    // cost is read at the tail, not the mean
    if results.p95Cost() > base.p95Cost() * costLimit:
        return { decision: "inconclusive", reason: "cost increase" }
    return { decision: "ship" }

inconclusive here means that the gate cannot decide alone. A cost increase goes to a person and not to an automatic block, because a more expensive agent can be the right trade for better quality, and that is a product decision for the owner of the budget.

I would not set the thresholds from a template. Start with a loose margin, watch the false blocks and the missed regressions for a few weeks, and tighten. A gate that blocks a good change twice a week will be bypassed by the third week.

Who owns the gate

The eval suite is owned by Alex's team, but the cases belong to the people who know the situations. Sam's team should be able to add a case without a code change. The override path, a person shipping despite a failed gate, should exist, because there will be a day it is needed, and it should leave a record of who did it and why. An override that leaves no record is F8 inside your own process.

Online evaluation

An offline eval measures the cases you thought of. Production brings the ones you did not, so the offline eval is a necessary and insufficient control. Online evaluation measures the behavior of the agent on real traffic, in a way that does not harm the customer.

Sampled grading of production runs

The trace pipeline from Chapter 20 already records every run. Sample a share of finished runs, pass them through the graders that can work without a reference (the deterministic invariants, and model graders for grounding and tone), and track the rates over time. This is where drift shows: a model update at the provider, a change in what customers write, a tool whose results changed shape. These do not come with a deploy, so no deploy gate catches them. Sampled online grading is the control that sees them.

Sampling touches production data, so the same rules apply as for any use of traces: redaction, access control, and a retention period (Chapter 17 and Chapter 20). The output of online grading is also a source for the golden set. A production run that a grader flagged and a human confirmed is a candidate case.

Shadow runs

In a shadow run, the candidate configuration receives a copy of real inputs and produces proposals that are recorded and graded but never applied. The tools it calls are read-only versions or recorded fakes; a shadow agent must not be able to call issue_refund or send_customer_reply for real. That constraint is a design requirement and I would enforce it at the gate, with the shadow agent holding no credentials for write tools at all, since a prompt that says "do not apply effects" is not a control.

Shadow runs show how a candidate behaves on traffic the golden set does not cover, at the cost of running the agent twice. They cannot show how customers react, and they cannot show behavior that depends on the effects of earlier actions, because those never happen.

Canary

A canary routes a small share of real traffic to the candidate and applies its effects. It is the first point where the candidate's actions are real, so it comes after the offline eval and, for a risky change, after a shadow run. Use an assignment that is stable per ticket or per customer, so that one ticket is not handled half by one configuration and half by another. Compare the canary's rates and its escalation and approval rates to the baseline, and set a rollback rule in advance: if a named metric crosses a named line, traffic returns to the baseline without a meeting.

The usual caution about money applies. For a support agent that issues refunds, a canary cohort is spending real money on an unproven configuration. Keep the canary share small, keep the gate and approval thresholds in force at their production values, and prefer starting with the ticket categories where the effects are reversible. A canary is one place where I would keep a human approval step in the path longer than the steady state needs.
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Read the diagram from the left and find the three exits before full rollout. Each stage costs more than the one before it and catches a different kind of problem, and the loop at the bottom is the part teams skip: what online grading finds goes back into the golden set, so that the next change faces the case.

Aligning evals with the failure taxonomy

A single pass rate hides the information you need most. "Ninety percent" says nothing about whether the missing ten percent are slightly awkward phrasings or wrong refunds. The failure taxonomy from Chapter 3 is the cure, and it costs one field in each case.

Tag every case with the failure class it targets, and tag every failing result with the class the failure falls into. Then report the results as a table by class, along with the overall rate.




	Class
	Typical eval case
	Grader
	What a regression means




	F1 malformed output
	Context where a tool call is needed, with an unusual field
	Deterministic: validate against the contract
	The model's proposals fail the parser more often; check tool descriptions



	F2 wrong tool or wrong arguments
	Ticket with two orders, only one refundable
	Deterministic and reference
	Proposals pick the wrong order or amount; the gate is catching more



	F3 ungrounded claim
	Reply drafted when the tool result lacks the requested fact
	Model grader, calibrated, plus a deterministic check on cited fields
	Replies state things the context does not support



	F4 instruction hijack
	Ticket with text addressed to the agent, marked untrusted
	Deterministic: next call unchanged, no effect
	The structural controls from Chapter 16 are weaker or bypassed



	F5 runaway loop or stale context
	Case where a tool returns the same empty result
	Deterministic: steps under bound, stop reason recorded
	Loops are longer; check progress checks in Chapter 12



	F6 silent partial failure
	Reply tool fails after the refund succeeds
	Deterministic: run is not marked complete, gap is detected
	The run store and effect ordering have a hole



	F7 unauthorized effect
	Request above the delegated authority
	Deterministic: gate verdict is refuse or needs approval
	The gate is not in the path; stop the release



	F8 unobserved behavior
	Any run, checked for a complete trace
	Deterministic: every effect has a span and a record
	The record has gaps and later incidents will not be reviewable



	F9 cost or latency blowout
	Case that historically triggered many steps
	Deterministic: steps, tokens, time against bounds
	The change costs more; compare with the cost targets




The table also tells you where to invest. A regression in F7 or F4 is a stop-the-line event regardless of the overall rate, because those cases check controls. A regression in F3 may be acceptable in exchange for a gain elsewhere, if the reply passes through a human before sending, and not acceptable if it is sent directly. The taxonomy converts "the score dropped" into "this class of failure got more frequent", and that is something a team can act on.

For ops-agent, the same alignment holds with different cases. A runbook eval gives the agent a recorded alert and a set of recorded tool results (logs, metrics, a trace), and checks the investigation: did it consult the right runbook through search_docs, did its proposed diagnosis cite the evidence it retrieved (F3), did it stop within its bound (F5), and did the proposal for request_rollback reach the gate with the verdict needs_approval, with no effect applied before a recorded approval (F7). The grader for the last item is deterministic, and the case should be in the safety level.

Maintaining the set, and overfitting to it

A golden set is not a finished artifact. It is a piece of the system that needs the care any other piece needs.

Staleness

Parcelport's policies change, the tools change, the products change. A case that expects a refund to be issued under a policy that no longer exists will fail the new, correct behavior. Each case carries a review date, and a periodic review retires, updates or confirms cases. When a case fails after a deliberate policy change, the case is the thing that is wrong; update it in the same pull request as the policy, so that the set and the system do not drift apart.

Overfitting

This is the most subtle failure of an eval program. When a team improves a prompt until the golden set passes, it is optimizing the prompt for those cases. The more times the set is used as a target, the less the pass rate says about cases the set does not contain. The agent has not learned to handle refunds; the prompt has been tuned to these 150 tickets.

There are practical countermeasures, none of them complete. Keep a held-out portion of the set that is used for gating and not for tuning, and refresh it from new traffic and incidents so that it does not stay known. Prefer fixes that change the context, the tool description or a control over fixes that patch one ticket's phrasing. A general fix moves many cases and a patch moves one. A prompt that grows an exception for every failed case is a design smell, as each exception stands in for a missing control that belongs in code. Watch the gap between the golden set's pass rate and the online pass rate. If the offline number rises and the online number does not, the set has been learned.

Cost of the suite

The eval suite has running costs: model calls for every repeat of every case, model grader calls, fixture maintenance, human grading time. Suppose a full run of the set takes, say, 40 minutes. Developers will run it less often and ask for exceptions. The remedy is a tiered suite: a small fast set on every change to the prompt or policy, the full set before a release, and the expensive human-graded checks on a schedule. A control that is too costly to run gets run less, and a control that is run less has been removed in practice.


Warning: An eval suite that is red for weeks and has been waived each time is the same as having none, and worse, because the release process still claims to include one. If the suite is not blocking changes, either fix what it reports or remove its authority openly, so that nobody mistakes it for a control.



Trade-offs and costs

Evals cost real effort, and I would be dishonest to present them as free.

Building the set costs people. Someone has to sample tickets, redact them, write the expected outcomes, and review the hard cases with Sam's team. That is skilled time, and it competes with feature work. The return arrives slowly, in the changes that do not cause a Thursday queue, which are invisible by nature.

A model grader adds a component to be wrong. For small teams this overhead can be larger than the problem. If deterministic graders cover most of what matters, I would not add a model grader for the remainder because it is possible.

Thresholds create friction. A gate that blocks changes slows the team down, which is its job, and until the margin is tuned the price is paid in false blocks.

When not to build all of this. An agent that only drafts replies for a human to review, at low volume, does not need a canary system. A prototype with no users needs a handful of hand-written cases and a habit of running them. The full program, with an owned set, calibrated graders, a deploy gate and online sampling, is justified when an agent takes effects that cost money or touch customers, when several people change it, and when it changes often. The order I would build in is: deterministic graders on a small hand-made set, then incident cases, then the deploy gate, then online sampling, and only then model graders, shadow runs and canaries if the traffic and the stakes warrant them.

Evals do not prove safety. A passing suite says the agent did well on the cases in the set. It says nothing about cases outside it, and it does not make the agent safe.

Common mistakes


	Treating the eval as a unit test. Asserting an exact proposal on one run fails for harmless reasons and passes by luck. Tempting because it is the form of testing the team already knows. Measure a rate over repeats, grade what matters, and keep exact assertions for the deterministic side.

	Using one overall score. A single number hides which class of failure moved. Tempting because it fits on a dashboard. Report by failure class and by level, and treat F4 and F7 regressions as blocking regardless of the average.

	Trusting an uncalibrated model grader. The grader's pass rate becomes the quality number, and nobody knows how it relates to what people think. Tempting because it removes the human labeling work. Calibrate against human labels, find where it is lenient, and recalibrate when it changes.

	Reading differences inside the noise. Declaring a change better because the score moved from 89 to 91 on one run. Tempting because a number moved. Repeat the cases, compare with an interval, and read the cases that flipped.

	Tuning against the whole set. Iterating on the prompt until every case passes, then using the same set as the gate. Tempting because the set is the only measure available. Hold out a portion for gating, refresh it from traffic and incidents, and watch the gap between offline and online rates.

	Leaving real PII in the set. Copying tickets in as they are. Tempting because a real ticket is the most faithful case. Redact on the way in, keep the role and drop the value, and store the set with production-grade access control.



Key takeaways


	An eval measures the probabilistic parts of the system and a test checks the deterministic parts, so you need both, and any limit that must always hold belongs in the gate and not in an eval.

	Separate four levels of eval, single step, end to end, safety and boundary, and cost and latency, because they have different graders, costs and owners.

	Build the golden set from sampled and redacted real traffic, hand-written hard cases and cases from incidents, and treat an incident review that leaves no case behind as unfinished.

	Prefer deterministic graders, use model graders only for what code cannot check, and calibrate every model grader against human labels before its score is believed.

	Report results as rates over repeats with some notion of uncertainty, sliced by failure class, so that a regression is read as "this class of failure got more frequent" and not as a number that moved.

	Make a change to a prompt, a model, a tool, a policy or a bound an eval run with a regression threshold, treat safety cases as blocking, and complement the deploy gate with online sampling, shadow runs and a canary where the stakes justify them.

	Maintain the set as part of the system by retiring stale cases, holding out cases against overfitting, and keeping the suite cheap enough to be run, since a control that is skipped is a control that is gone.



The eval tells you whether the agent still does the right thing; it says nothing about what the right thing costs. Chapter 22 takes up the Bound that the eval has been measuring on the side, the spend and the latency of every run, and shows how to attribute, limit and reduce it without letting quality quietly pay for the savings.




Chapter 22 — Cost Control

Imagine that the head of operations at Parcelport asks Alex a simple question at the end of a quarter: what does a support ticket cost now that the support agent handles the first pass? Alex opens the model provider's invoice and finds one line. It is large, it grew over the quarter, and it says nothing about which agent, which customer, which feature or which kind of ticket caused it. The ops agent shares the same gateway, so its investigations are in that line too.

Suppose a prompt change in the second month added a long policy excerpt to every model call. Nobody decided to double the input of a typical run; the excerpt was reasonable, the answers improved a little, and the change shipped. Suppose also that a retry policy against a slow provider quietly multiplied calls during one bad week. Each of those was a sensible local decision, and each is invisible in a single invoice line.

Sam has a different version of the question. The agent hands some tickets off, and every hand-off lands in a human queue. Is the agent cheaper than before, or has the cost moved from the invoice to Sam's team, where nobody puts it on a dashboard? The question this chapter answers is how to see what a run costs, how to hold it down with controls that do not quietly degrade the work, and how to notice when the cost changes.

This chapter belongs to the Bound part of the control envelope. Bound asks where the loop stops and what it costs to run. Chapter 13 gave the hard ceilings; this chapter is about the everyday spend that stays within every limit and is still wrong: how to measure it, attribute it, reduce it and watch it.

The problem, and why it is hard

The failure class is F9 (cost or latency blowout): the run is correct, and it costs far too much. It is an awkward class because nothing is broken. Every call succeeds, every answer is acceptable, the gate allowed every proposal. The symptoms are a bill and a queue, and both arrive late.

Cost also feeds other classes. A run that loops spends money as a side effect of F5 (runaway loop or stale context). A run that cannot see its own spend cannot be said to be bound by it. And a cost that nobody can attribute is a case of F8 (unobserved behavior): the system did something expensive and left no usable evidence of what or why. Without attribution, a cost spike is an investigation from scratch.

The obvious approach is to cut the biggest number. Use a smaller model, shorten the prompt, cache answers. Each of those can be right, and each can also remove the thing that made the answers acceptable. The cost of a model call is one line in a longer sum, and optimizing one line while the others move is how cost control turns into a quality regression that appears weeks later as a longer human queue.

The second obvious approach is to ask the model to be economical. The prompt says to use as few steps as possible and not to repeat itself. It may lower the rate of wasteful steps, and it is not a control. The model cannot see the day's total or the price table, and a limit that depends on the thing being limited is not a limit. The ceiling lives in code (Chapter 13); the everyday cost lives in design choices that code makes: what goes into the context, which model tier is asked, which requests never reach the agent.

Where the money goes

Before measuring anything, list the places where a run spends. Most lists stop at tokens. For an agent, tokens are the largest visible line and rarely the only one.




	Source
	What drives it
	Where it hides




	Input tokens
	Size of the assembled context, sent again on every step
	Context growth: every step carries what earlier steps added



	Output tokens
	Length of proposals and drafts
	Verbose drafts, repeated plans, explanations nobody reads



	Loop steps
	Number of passes before a final answer or a stop
	Steps with no progress (Chapter 12)



	Retries and fallbacks
	Repeated model calls, a more expensive fallback tier
	A degraded week looks like normal traffic, only costlier (Chapter 14)



	Tool calls
	External cost of the service behind the tool
	A log query over a wide range, a diagnostic that runs long



	Sandbox
	Start-up and compute seconds for run_diagnostic
	Short scripts dominated by start-up



	Human time
	Approvals, hand-offs, review of sampled runs
	Appears in a team's calendar and never on an invoice



	The record
	Storing traces, prompts and outputs (Chapter 20)
	Retention of full context for every step



	Evals
	Golden-set runs, graders, shadow traffic (Chapter 21)
	Every change triggers a paid run




Context growth deserves a number, because it is the cost that surprises people. Say a run starts with 2,000 tokens of context and each step adds 1,000 tokens of tool results and proposals. On step k the model call carries 2,000 plus 1,000 times k tokens of input. Over ten steps that sums to 75,000 input tokens; a context that did not grow would have sent 20,000. Over fifteen steps the sum is 150,000. Half again as many steps, twice the input. The numbers are hypothetical, and the shape is the point: input cost grows faster than the number of steps, which is why the step limit and the context diet are cost controls as well as reliability controls. If your provider prices repeated prefixes differently, that changes the rate and not the shape.

Human time is the cost most often left out. Sam's team reads a hand-off summary and answers, and an approval costs a person's attention each time (Chapter 15). When this chapter says "cost of a run", the human minutes that the run causes belong in it.

Measuring and attributing cost

You cannot cut a cost you cannot place. Attribution answers four questions about every unit of spend: which run, which agent and version, which feature, and which customer or tenant. The place to answer them is the trace (Chapter 20), because the trace already carries run and step identifiers, and a cost event is one more fact about a span.

I would record raw usage, not money. Tokens in, tokens out, calls, sandbox seconds. Money is computed at report time from a price table that has its own version. If the provider changes a price, or you change the tier of a route, history does not need rewriting, and you can ask what last month would have cost at today's prices.

function recordCost(run, step, call, kind, usage):
    event = {
        run_id: run.id, step_id: step.id,
        kind: kind,                      // "model", "tool", "sandbox"
        usage: usage,                    // raw: tokens in/out, calls, seconds
        route: step.route,               // "short_path", "small", "primary", "fallback"
        retry_of: call.attempt > 1 ? call.id : null,   // attempt number from the retry loop (Chapter 14)
        agent: run.agent, agent_version: run.agent_version,
        feature: run.feature,            // e.g. "delayed_parcel"
        tenant: run.tenant_id,           // opaque ids only, never names
        subject: run.ticket_id,
        price_version: prices.version,   // money is computed later
        estimated: usage.is_estimate     // true after a timeout
    }
    record(run, "cost", event)           // trace pipeline: may lag, may be lost

Three fields do work that is easy to underrate. route lets you separate the cost of the cheap path from the primary and the fallback. retry_of makes the cost of repeated calls separable from the cost of the work. estimated marks calls whose usage was never reported, which is what a timeout leaves behind; the orchestrator holds an estimate, the gateway may have billed something else, and the event says which it is.

The trace pipeline is a separate system from the model gateway, so the two will disagree sometimes. I would treat the gateway's usage as the source of truth for tokens and reconcile against it daily: the sum of cost events by agent and day against the gateway's total. A gap is not an accounting nuisance, it is a signal. A positive gateway gap says some calls leave no cost event, which is an F8 inside the cost system: a code path that reaches the model without the orchestrator. A negative gap says events are being double counted. Both are worth an owner.

Identifiers matter for another reason. Cost per customer is a useful question, and it must be asked with opaque tenant and subject identifiers, never with names or emails in the event (Chapter 17). The cost record is long-lived and widely readable, because finance and engineering both look at it, and PII has no place there.

The unit that matters

A cost per model call is a useful engineering number and a poor business number. The unit I would manage to is cost per resolved ticket for the support agent and cost per investigation for the ops agent, where the cost includes everything the run caused: model, tools, sandbox, and the human minutes of hand-offs and approvals.

Resolved matters in the denominator. A run that ends in a hand-off was not resolved by the agent, and its human cost belongs to the run. If you divide only invoice cost by only agent-resolved tickets, you can make the number fall by handing off the expensive tickets early, which drops their tokens from the invoice while their human cost lands elsewhere; it looks like savings on the invoice and is a cost in a different budget.

Unit economics, with made-up numbers

Hypothetical numbers show the structure, and nothing below is a measurement. Use your own. Say Parcelport's support queue receives 200 tickets a day. Suppose the unit is an abstract cost unit, and a human handling a ticket from scratch costs 50 units. Say the agent's model, tool and sandbox spend averages 3 units per run, so 600 units a day.

Suppose that on a typical day 130 of the 200 tickets are resolved by the agent with no human work, and 70 are handed off with a summary, each costing a human 35 units because the summary saves reading time. Say 20 of the 200 involve an approval costing 5 units of Sam's attention each. The daily total is:

model, tool, sandbox:   200 runs x 3 units          =   600
hand-offs:               70 tickets x 35 units       = 2,450
approvals:               20 x 5 units                =   100
total                                                = 3,150
per ticket handled:      3,150 / 200                 =  15.75 units
all-human baseline:      200 x 50                    = 10,000

In this made-up example the invoice-like line, 600 units, is under a fifth of the total, and the human cost of hand-offs is the largest line. The lever that looks biggest is not the lever that is biggest.

Test it. Say a cheaper model tier lowers model spend by a third, which saves 200 units a day. Suppose it also lowers the resolution rate so that ten more tickets a day end in a hand-off. Each of those ten now costs 35 units of human time that it did not cost before, which is 350 units. The change saves 200 and costs 350, for a net increase of 150 units a day, and the invoice shows a good result while the human queue gets longer. The reverse also holds: a change that costs more per run and resolves ten more tickets can reduce the total. This is why a cost change is always evaluated against quality, and the rest of the chapter returns to it.

Controls that reduce cost

There are five controls, and they are listed in order of how little they put at risk. The first does not involve the model at all.

The Mermaid diagram shows where each control sits on the path of a ticket. Look for the places where a request leaves the path before it reaches the model, and for the cost record that listens at every exit.

[image: Diagram]

Deterministic short paths

The cheapest model call is the one that does not happen. A coded path for the few ticket types that account for most of the volume, such as "where is my order" as a lookup_order call and a formatted status, answers with no model call (Chapter 14 describes the same path as a fallback rung). As a cost control, it earns its place on a normal day.

The same idea applies to the ops agent. Say forty alerts fire from one cause. Opening forty investigations is forty times the spend and one answer. A grouping step before the agent, keyed on the alert's source and time window, starts one run and attaches the other thirty-nine to it. Chapter 13's subject level counts runs per subject; grouping is the step that makes the count mean something.

A short path is deterministic, so it gets classic tests, not evals (Chapter 21). I would build short paths for the top handful of ticket types with a clear answer in tool data and stop there.

Model routing

A router picks the model tier for a run or a step: a smaller, cheaper tier for work that is easy, the primary tier for the rest. The principle is the one that governs every control in this book: the routing decision is made by code from structured signals, and it is validated by evidence. A router that asks the model to rate its own difficulty is one more proposal, and it must be evaluated as one.

The rule I would hold to is that no route is cheap until an eval says it is allowed to be. The route table names, for each ticket type, the tier, and the eval run that justified it.

function pickRoute(run, ticket):
    if shortPaths.matches(ticket):                      // structured signals only
        return "short_path"
    type = ticketType(ticket)                           // deterministic classifier
    entry = routeTable.lookup(type)
    if entry == null or entry.eval_run == null:         // no eval, no cheap route
        return routeTable.default                       // the tier that was evaluated
    return entry.tier

function escalateTier(run, current, reason):
    if reason not in ["invalid_output_twice", "gate_refused_twice"]:
        return current                                  // not a reason to pay more
    run.bound_counters.escalations = run.bound_counters.escalations + 1
    if run.bound_counters.escalations > run.limits.escalations:
        raise BoundExceeded(level: "run", kind: "escalations")  // escalation is spend, so it is bound
    return nextTier(current)

Escalation is the part that is easy to forget. If the small tier produces malformed output (F1) or tool calls that the gate refuses twice (F2, wrong tool or wrong arguments), stepping up one tier is reasonable, and it is also a second call that you pay for on top of the first. Escalations are therefore counted and bound, and they are in the record: a route whose escalation rate climbs is a route whose small tier is not doing the work, and the table should say so.

An illustrative policy keeps the evidence next to the route, so that a reviewer can read why a route is cheap. The notation below is illustrative, and no real product's syntax.

policy cost_routing:
  route delayed_parcel_status:
    tier: small
    evidence: eval_run "eval-0193", golden set "support/delayed_parcel"
    holds_if:                                // checked on each eval run
      resolution_rate >= baseline - 2 points  // illustrative margin
      f3_rate <= baseline                     // no more ungrounded claims
      refused_proposal_rate <= baseline
    review_every: 30 days
  default: primary

A route is not permanent. A change to the prompt, the model, a tool or a policy is an eval run (Chapter 21), and a route whose evidence is out of date reverts to the default tier rather than staying cheap on faith. The cost is paid in eval runs and in the discipline of keeping the table: the savings are real only if the table is current.

The context diet

Input tokens recur on every step, so the context is the lever with the largest multiplier. Chapter 9 owns how context is assembled; the cost lens adds one question: which source in the context is paying its way?

The context manifest that Chapter 9 recommends records each item's source and size. Joined to the cost event, it gives a breakdown of input tokens by source: system policy, ticket text, tool results, retrieved passages, memory notes, history. The breakdown is usually informative. A tool result that returns an entire order record when the step needs two fields is the common case, and trimming a result to the fields the next step needs is also a PII reduction (Chapter 17). Repeated tool results, retrieved passages that nothing cited and old history that no longer informs the decision are the others.

The diet has a quality cost. Each item removed is something the model can no longer ground a claim in, and removing too much produces F3 (ungrounded claim) or F5 through context that is missing or stale. So the diet is an eval-backed change like any other: remove, run the golden set, read the failure class distribution, and keep the change only if the numbers hold. Summarization of history deserves special suspicion, because a summary is a model output with the F3 risk that implies (Chapter 9 describes what each truncation loses).

Caching, and what it risks

A cache returns an earlier result instead of recomputing it, and the cost of that is the risk that the earlier result is no longer true. Three different things get called caching, with different risk.

Caching read data, such as an order status or a docs search result, is the safest. Give each item a maximum age in policy, record the age in the trace, and tell the reader when it matters, as Chapter 14 does for template answers. Never use a cached value as the basis of a write: a refund or an address change is checked against a fresh read at the gate. Stale reads are F5, and a cache stretches the window.

Caching model responses keyed on the request is riskier, because the key is not the situation. A reply to one customer's delayed parcel is wrong for another's, even when the text looks similar. If you cache at all, the key includes the principal, the tenant, the tool results the answer depended on and the version of the prompt and policy. A cache that crosses customers is a PII exposure (Chapter 17), and a cache that outlives a prompt change is a way for a fixed behavior to keep running. I would not cache final answers that reach a customer, and I would not cache anything that led to an effect.

Caching of retrieval results keyed on document version is the middle case: if the documentation has not changed, the passages have not, and the key says so. It saves a search and a re-embedding, and it fails when the version is not part of the key. Whatever you cache, a cache hit is an event in the trace with its age, so that a wrong answer can be traced to a cached input.

function cachedRead(run, key, maxAgeSeconds, fetch):
    entry = cache.get(scopeKey(run.principal, run.tenant_id, key))   // scope in the key
    if entry != null and now() - entry.stored_at <= maxAgeSeconds:
        record(run, "cache_hit", { key: key, age: now() - entry.stored_at })
        return { value: entry.value, age: now() - entry.stored_at }  // age travels with it
    value = fetch()                                                  // a miss is a fresh read
    cache.put(scopeKey(run.principal, run.tenant_id, key), value, stored_at: now())
    return { value: value, age: 0 }

Limits as cost controls

Chapters 12 and 13 own the step, tool-call and token limits, and each is a cost control on the days a run misbehaves. The cost-specific point is that these limits are set from the distribution of legitimate runs, and the cost record is where that distribution comes from.

Cost anomalies and the kill switch

The ceilings in Chapter 13 stop the worst case. Alarms on the cost record catch the cases between a normal day and a ceiling, and they need to be attributed to be actionable.




	Signal
	Compared against
	First question




	Spend per hour, per agent
	Same hour in recent weeks
	Did a deploy, a route change or a traffic change happen?



	Cost per run, upper tail
	Distribution for that ticket type
	Which feature or tenant is in the tail?



	Input tokens per step
	Recent average for the agent version
	Did the context grow, and which source?



	Retry and fallback share of calls
	Normal share
	Is a provider or a dependency degraded (Chapter 14)?



	Cost per resolved ticket
	Trailing window
	Did the resolution rate move?



	Spend far below normal
	Same hour in recent weeks
	Did runs stop, a breaker open or a short path swallow tickets?




The last row is the one people do not set up. A cost that falls sharply is also an anomaly, because an agent that does less work spends less. A breaker that opened, a short path that matches too much, or an orchestrator that is not starting runs all look like savings on the invoice. Pair every cost alarm with a volume or outcome signal so the two can be read together.

Alarms should compare against the agent version and the route, not only against a global average, because a change that moved cost is nearly always a change to one of those. The deploy marker, the prompt version and the route table version belong on the dashboard next to the cost line. That is the Record part doing what it is for.

When an alarm turns out to be real, limit the place the attribution points to first: lower its subject or tenant budget, or send that route to the default tier. If the cost is spread widely and growing, use the agent-level breaker and the kill switch from Chapter 13; the runbook states that trade-off in advance (Chapter 23).


Note: Every cost alarm needs a named owner and a first action, which Chapter 13 states as a rule and Chapter 23 holds in the runbook.



Making cheaper visible

Every control above can make the agent worse, and the way it fails is quiet. Cost is measured daily and quality is measured when somebody looks, so a cost reduction can look like a clear win for weeks. The way to keep the two together is to make every cost change carry its quality evidence.

For a change you can run offline, such as a route change, a context diet or a different step limit, run the golden set (Chapter 21) with the current version and the candidate, and compare cost per resolved case, resolution rate and the failure class distribution. Cost falling while the F3 or F2 rates climb is a transfer, from the invoice to the reviewers and to the customers who got a wrong answer. State the acceptance rule as a quality threshold before the run, so that a good cost number cannot argue its way past a bad quality number.

Offline evidence is not enough for the delayed signals, such as a reopened ticket or a reversed decision. For changes that touch customer-facing answers, route a small share of traffic to the candidate and compare the hand-off, reopened and refused proposal rates with the baseline over a full weekly rhythm (Chapter 21 covers shadow and canary).

If the golden set does not contain the kind of ticket a change affects, you have no evidence and should not claim a saving.

Parcelport: two runs, itemized

Consider a delayed-parcel ticket at Parcelport. The orchestrator first checks whether a run is open for the ticket; none is. The short-path matcher does not match, because the customer asks about a late delivery and a possible refund, which is not a status question. The route table sends this ticket type to the small tier, for which an eval run is recorded, and the run starts under its budgets.

The run takes four steps: lookup_order, search_docs for the delay policy, send_customer_reply with the drafted text, and the final answer. Each model call and each tool call writes its own cost event with the route small, the agent version, the feature delayed_parcel and the opaque tenant. The first step's context is small; by the fourth, tool results and a retrieved passage have been added. The manifest shows that the order record contributed the largest share of input tokens, with fields the draft never used, and the next change to lookup_order's result shape trims them. The run's cost is the sum of seven events, a model event for each of the four steps and a tool event for each of the first three, and nothing in it is in a human's calendar.

Now an ops case. An alert storm produces forty alerts from one cause. The grouping step starts one investigation and attaches the rest. The ops agent runs several steps of query_logs and get_metrics, and one run_diagnostic, whose cost event records sandbox seconds. Two of its query_logs calls scanned wide time ranges, which is visible only because tool cost is in the event, and the contract's bounded range (Chapter 7) is tightened as a result. The run reaches a pull request and a proposed rollback, then suspends waiting for Robin. While suspended, it holds no worker and no sandbox, because its state is in the run store (Chapter 10). Cost per investigation includes Robin's approval minutes.

At the end of the week, the cost record answers the head of operations' question in a form Alex can defend: cost per resolved ticket by feature, the share that is model, tool and human, and what changed since the previous week and why. It cannot answer it perfectly. The human minutes are estimates agreed with the support lead, and the number carries that uncertainty, which is better than a number that does not say where it came from.

Trade-offs and costs

Attribution is a cost. A coarser record, by run and agent only, is cheaper and answers fewer questions. I would start with run, agent version, feature and route, and add tenant when someone needs to charge or limit by it.

Routing and short paths add components that must be kept in step with the agent. If your volume is small, say a few dozen tickets a day, a single tier with good limits is the better choice; do not build a router before you have a distribution to route on.

Caching trades correctness for cost. If you cannot state a maximum age and a key scope for a cache, do not add it.

Tight cost alarms generate pages, so tune them in observe mode first, as Chapter 13 recommends for thresholds.

Finally, cost is not the objective. Where the work is high-stakes, such as refunds above the ceiling or production changes, I would rather pay for the stronger tier and the approval, and say so in the policy.

Common mistakes


	Cutting model cost without measuring the human cost. It is tempting because the invoice is the visible line. Compute cost per resolved ticket with hand-off and approval minutes included, and judge every change against it.

	Treating a cheaper tier as a setting. It is tempting because it is one line in a configuration file, but it is a behavior change. Gate each cheap route on an eval run, and revert it to the default tier when the evidence is old.

	Caching across principals. It is tempting because a shared key doubles the hit rate. A key that omits the customer or tenant turns an optimization into a PII exposure. Scope the key, record the age, and never base a write on a cached read.

	Letting escalation spend freely. It is tempting because a stronger tier feels like insurance. Falling back to a stronger tier on every doubt doubles the call. Count escalations as spend and bind them.

	Alarming only on increases. It is tempting because cost spikes are the familiar failure. A sharp drop in cost can mean the agent stopped working. Pair each cost signal with a volume or outcome signal.



Key takeaways


	Cost is the Bound part's everyday question: Chapter 13's budgets stop the worst case, and cost control is about the spend that stays under every limit and is still wrong.

	Record raw usage on every span with run, agent version, feature, route and an opaque tenant, and compute money from a versioned price table at report time.

	Manage to cost per resolved ticket or per investigation, including the human minutes that hand-offs and approvals cause, because the invoice is often the smaller part.

	The controls, in order of risk, are short paths that skip the model, eval-gated routing, a context diet, scoped caching and limits tuned from real distributions; each needs evidence that quality held.

	Context cost grows faster than the number of steps, so context size and step limits are cost controls, and every cached value needs an age, a scope and no role in a write.

	Alarm on rate and shape, and pair cost signals with outcome signals; the owner and first action for each alarm live in the runbook (Chapter 23).

	Cheaper is only better when the eval shows quality held, and a saving that moves cost to the human queue or to wrong answers is a transfer, not a saving.



When the cost is understood and bounded, the remaining question is what to do on the day something goes wrong in a way no limit anticipated. Chapter 23 is about that day: how Parcelport detects, contains and learns from an incident that an agent caused or could not prevent.




Chapter 23 — Incident Response

Imagine a night shift at Parcelport, a little after three in the morning. A latency alert fires on the order pages, and Robin, the on-call SRE, asks the ops agent to investigate. The agent reads metrics, pulls a trace, and proposes request_rollback for the most recent deployment, which started shortly before the spike. The approval request looks reasonable, Robin approves it, and deploy-service starts the rollback. Twenty minutes later the latency has not moved.

While Robin is reading metrics again, Sam, the support lead, messages the on-call channel. The support queue shows more refunds than usual for this hour, and two replies sent by the support agent mention refunds the customers did not ask for. Nobody knows whether this is a second problem, a consequence of the rollback, or a coincidence. Nobody knows which prompt version, which model behind the gateway and which tool contract each run used, and the person who could answer is asleep.

Both agents are still running. The refund queue is still growing, and it is not clear who is allowed to stop what.

This chapter belongs to the Record part of the control envelope, the part that answers: what do we do when it goes wrong? Everything earlier in the book lowers the rate and the reach of bad proposals. This chapter is about the hour after one has gotten through, and about what has to exist before that hour starts.

The problem, and why it is hard

An incident in this book is a situation where an agent's behavior caused or threatens harm, and the response is organized. The word "threatens" is deliberate. A gate that refused a thousand refund proposals in ten minutes has caused no harm, and it is still something a person should look at before the proposals find a gap. Treating only completed harm as an incident means the first incident is the expensive one.

An agent incident differs from a classic service incident in three ways, and each one changes what the response needs.

The first is non-reproducibility. A bug in a service reproduces: you replay the request, you see the failure, you fix the code. A model returns a different proposal for the same context, so replaying a run against the model proves little. The deterministic parts can be replayed exactly, but "run it again and see" is not an investigation strategy. The investigation has to work from the record, which makes F8 (unobserved behavior) the failure class that turns every other class into an unsolvable one.

The second is a wide effect surface. A faulty service endpoint touches the callers of that endpoint. A faulty agent version touches every tool it was allowed to call, for every customer or deployment it handled while the fault was live, and each of those effects went through a different downstream system: payments-service, shipping-service, the ticket system, deploy-service. The impact list is a join across all of them, and the first question in the room is "what else did it do?", which is only answerable if the effects were recorded (Chapter 10, Chapter 20).

The third is the "the model changed" uncertainty. Behavior can move because a prompt was edited, a tool contract changed, a policy was updated, a retrieval index was rebuilt, or the model behind a gateway alias was swapped or updated by its provider. Until the version labels on the spans say which combination each run used (Chapter 20), the team is investigating a moving target.

Failure classes show up in an incident in a particular way. F6 (silent partial failure) and F7 (unauthorized effect) are the ones that make an incident expensive, and F8 is the one that makes it long. Detection often arrives through a class unrelated to the original one: a cost alarm (F9) that turns out to be a runaway loop (F5), or a customer complaint about an F3 (ungrounded claim) that leads to a stale-context problem upstream.

None of this is a prompt problem. A message to the agent that says "stop issuing refunds" is a request to a component that is, by assumption, not reliable, and it is the wrong tool on the one day it matters most. Containment, impact analysis and compensation are done by deterministic code and by people, using controls built in advance. That is the engineering question: what has to be true before the incident for the response to be fast, narrow and reversible?

The sequence below is the shape the rest of the chapter follows. Look for the arrow that goes backward: containment is allowed to be widened when the harm continues, and nothing moves forward to restoration until the review has produced controls.

[image: Diagram]

Detection: three kinds of signal

Chapter 20 builds the metrics and alerts. For incident response, what matters is how an incident announces itself, because the route it took is itself a finding. The incident record in Chapter 3 has a field for it, detected_by, and the second value that field can take, "reported by a person", means a detection signal is missing.

Three routes cover most cases.


	Agent-level signals. Gate refusals, approval declines, repeated identical errors or effect volume against the baseline of the same agent version, the signals the breaker in Chapter 13 acts on. Whether a breaker trip becomes an incident is a human decision.

	Reconciliation findings. The sweep from Chapter 10 finds the gaps that no run noticed, such as a run marked done with an open intent. These are the most precise signals, and they arrive late, because a sweep runs on a schedule.

	People and cost. A customer writes in, Sam sees an odd pattern in the queue, finance sees a spend line (Chapter 22), a security reviewer such as Jordan notices an effect that does not match issued authority. These are the slowest, and the opening scenario started with them.



A signal becomes an incident when somebody declares one, and declaring should be cheap. A team that treats declaration as a heavy event, with a meeting and a document, will wait until it is certain, and certainty arrives after the harm. I would write a one-line rule into the runbook: anyone on the rota can declare, declaring has no penalty, and a declared incident that turns out to be nothing is closed with a short note and counted as a drill.

On declaration, the first act is to assign a severity, using the levels from Chapter 3: information, reversible, irreversible, external. The level follows the effect that actually happened or is possible, so it sets who is paged and how fast. A suspected wrong refund or an unwanted customer reply is at least at the irreversible or external level until shown otherwise, and the response starts at that level.




	Signal
	Usually points to
	First look




	Refund volume above baseline
	F2, F7, sometimes F5
	Effects of issue_refund by agent version and time window



	Refusal rate spike
	F1, F2, F4
	Gate reasons grouped by tool and by input source



	Runs marked done with open intents
	F6
	The reconciliation findings and the intent records



	Spend rate above baseline
	F5, F9
	Step counts and retries per run, by version



	Customer reports a wrong promise
	F3, sometimes F5
	The run, its tool results, and the claim in the reply



	Effect with no matching issued authority
	F7
	The tool gateway's issuance log against the effect




Containment: the ladder you build before you need it

Containment stops the harm without yet understanding it. Its design principle is the same one as in Chapter 13: use the narrowest control that stops the harm, and have a wider one ready. A response that can only switch off the whole agent will be used late, because switching off the whole agent has a cost in waiting customers, and a team that fears the cost will hesitate.

The ladder below is illustrative. Each rung is a control that exists before the incident, with an owner, and each one is a flag or an operation, not a change to the agent's prompt.




	Rung
	What it does
	What it stops
	What it costs
	Undo




	Pin the previous version
	Returns prompt, model alias, tool contracts and policy to the last known version
	A regression introduced by a change
	Loses the change; the pinned version may have its own known issues
	Move the pin forward



	Disable one tool
	The tool gateway refuses one tool for one agent
	The effect of that tool
	Runs needing it hand off
	Re-enable with a recorded reason



	Restricted mode
	Reads and drafts continue; every effect above read is refused or needs approval
	All new effects
	Throughput drops; humans take the work
	Manual reset



	Queue new work
	New tickets or tasks wait instead of starting
	New runs
	Customers wait, so a message is needed
	Release the queue



	Revoke credentials
	Revokes the grants one agent holds (Chapter 18)
	Anything in flight that holds authority
	In-flight calls fail; needs the revocation path to be exercised
	Issue new grants



	Stop
	The kill switch: no new runs; in-flight runs wait at the next step boundary
	Everything the agent does
	The whole workload goes to people
	Manual reset




Two things about the table. First, the rungs are not an escalation order you must climb. If the signal is a wrong refund, disabling issue_refund is the first move, and the support agent can keep reading orders and drafting replies for Sam to send. Second, revoking credentials is a different kind of rung: it is the response to a suspected leak or an effect that should have been impossible (F7), and it matters even when the cause is not yet known, because the credentials are the part that makes the damage possible.

The mechanisms were built earlier: the kill switch and its properties in Chapter 13, the revocation operation in Chapter 18, the approval path in Chapter 15. This chapter's contribution is that they are written down as a runbook for each agent, a document in the docs the ops agent and the humans can both search. A runbook entry names the trigger, the control, who may flip it, how to confirm that it took effect, and what to say to the people it affects. Here is an entry in illustrative notation.

runbook contain_unexpected_refunds     // illustrative notation
  trigger:   refund volume over baseline, or refund with no matching ticket
  step 1:    disable tool issue_refund for support-agent
             operators: Sam, Alex
             confirm: gate returns "refuse" for a synthetic refund call
  step 2:    pause the approval queue for refunds
             // approvals granted before the pause stay valid until expiry;
             // check the pending list before assuming they are gone
  step 3:    freeze trace retention for affected versions
             // containment must not delete the evidence
  step 4:    post to the incident channel: what is stopped, what is not
  widen:     if refunds continue after step 1, restricted mode;
             if effects continue after restricted mode, stop
  restore:   only after impact list and review owner are recorded

The code that flips a control has a small ordering problem worth showing, because the flag store, the incident log and the chat channel are separate systems and no transaction spans them. The order is: stop the harm first, record second, notify third, and a failure in the later steps never blocks the earlier ones.

function containTool(incident, agent, tool, operator):
    flagStore.set("disable", { agent: agent, tool: tool })   // harm stops first
    confirmed = gateProbe(agent, tool)                       // synthetic call, expects "refuse"
    try:
        record(incident, "contained", { tool: tool, by: operator, confirmed: confirmed })
    on RecordFailed:
        // the control is already in force; a person writes the timeline by hand
        page(incident.scribe, "containment not recorded: " + tool)
    if not confirmed:
        page(incident.lead, "flag set but gate still allows " + tool)
        raise ContainmentUnconfirmed          // widening is a human decision
    return "contained"


Warning: Do not contain an incident by editing the agent's prompt, and do not delete runs, traces or queued approvals to tidy up. A prompt change is a request to an unreliable component, and deleted evidence removes the ability to tell what happened, which is the failure F8 names and the one a review cannot recover from.



If the agent in the incident is the ops agent, there is a practical complication: the tool you would use to investigate is the thing under suspicion. Humans query the log store, the metrics store and the trace store directly, and the runbook says which queries those are, so that nobody has to ask the suspect agent to explain itself.

Impact analysis: from the record to a list

Once the harm has stopped growing, the question is its size. The answer is a list: which runs were affected, what each one did, and what is the state of each effect now. The list comes from the record, and its quality is a direct measure of Chapter 20's trace coverage.

The query has three parts: a scope (which agent versions, which window, which tools), a filter on the effect that matters, and a join to the downstream system that holds the truth. For the refund example, the scope is the support agent's versions live during the window, the filter is issue_refund intents and outcomes, and the join is to payments-service, the only writer of refunds. The record shows what the run believed it did; the service shows what actually happened. The incident cares about both, and about the gap.

function buildImpactList(incident, scope):
    runs = traceStore.runsWhere(agent: scope.agent, versions: scope.versions,
                                from: scope.start, to: scope.end)
    impact = []
    for each run in runs:
        for each effect in effectsOf(run, tools: scope.tools):
            actual = lookupInOwningService(effect)        // not the run's own belief
            impact.append({ run: run.id, effect: effect, actual: actual,
                            state: classifyImpact(effect, actual) })
    uncovered = runsWithoutCompleteRecord(runs)
    return { affected: impact, unknown: uncovered }       // unknown is a result, not an error

The unknown list matters. Some runs in the window may have no complete record, because a span was dropped or a trace was sampled out. Those runs cannot be classified as harmed or unharmed, and a count of affected runs that quietly leaves them out understates the incident. The list should state its coverage: say, "40 runs affected, 6 runs in the window with no usable record", with the numbers hypothetical here and real in the incident.

Each affected effect gets a state. Four are enough:


	Harmed: the effect happened and it was wrong (a refund on the wrong order).

	Exposed: the effect or the output reached something it should not have, with no confirmed harm yet (a reply that included a field it should not).

	Intended: the effect happened and was correct. These runs belong in the list because the incident window contains them, and removing them from the list without checking is how a wrong boundary gets drawn.

	Unknown: the record is incomplete, or the owning service cannot confirm.



The list is also what an outside reader needs. A reviewer working under a regime such as GDPR or KVKK will usually want to see the time window, which data classes were involved and who was affected. Your legal and compliance people own the interpretation of what that means for notification, and the engineering contribution is a list that can be produced in hours and not weeks.

Undoing the effects

Compensation follows the effect class, and the contracts already say what is possible, because Chapter 6 requires each reversible write to name its undo.




	Effect class
	What undoing looks like
	Who does it




	read
	Nothing to undo; if the read exposed PII, the exposure is handled by the data owner (Chapter 17)
	Data owner



	reversible write
	The compensating action in the contract: restore the address before the carrier hand-off, revert a flag, deploy the previous version again
	A person, or the same tool through the gate with approval



	irreversible write
	Parcelport holds no undo. A wrongly issued refund is a loss to be handled by the finance and support processes, which may include a conversation with the customer
	People, through their existing processes



	external side effect
	A correction, written and reviewed by a human; a sent message cannot be unsent
	Sam or a delegate




The principle underneath the table is that compensation is itself an effect, and the agent that caused the incident does not perform it. A compensating action goes through the gate like any proposal, with its own idempotency key and, where policy requires it, its own approval. In the middle of an incident it is tempting to let a trusted agent apply fifty corrections in a loop. Resist that, because correction is the one moment when the tool is most likely to be called with arguments built from a context that is wrong in the same way as the first one.

Compensation is tracked, not assumed. Each affected effect on the impact list moves through a small set of statuses:

compensation_item
  effect:     reference to the impact list entry
  plan:       compensating action, or "none available" with the reason
  status:     planned | approved | applied | confirmed | not_possible
  confirmed_by: the owning service's state, never the run's own record
  owner:      a person

The field to hold on to is confirmed_by. A compensation applied and recorded in the run is the same shape of claim as the original effect: it says what the system tried, and the service says what is true. The incident stays open while any item is planned or approved but not confirmed, and not_possible is a legitimate end state when it comes with a named owner for the remaining conversation.

An outcome that is unknown when the incident starts, such as a refund call that timed out, is resolved first, by reading the service's status as Chapter 10 describes. Compensating an effect that did not happen creates the second incident.

Finding the root cause

The root cause analysis has the same structure as the classification in Chapter 3, applied to the evidence from the impact list: the failure class (what went wrong in the run), the axis (model, context, tool or control), and the severity (how far it reached). "The model proposed something wrong" is not a root cause. It is the trigger, and the root cause question is why the wrong proposal was able to matter.

Because the run cannot be reproduced by calling the model again, the investigation replays the recorded material. There are three replays, and each answers a different question.


	Replay the context. Reassemble what the model saw from the record, with provenance labels. Was something missing, stale, unlabeled or from a source that should not have been trusted? This is the context axis.

	Replay the proposal against the gate. Take the recorded proposal and run it through the gate as it is today and as it was then. If the old gate allowed it and the current one refuses, the fix is already in. If both allow it, the gate is missing a check, and that is the control axis.

	Compare versions. Take the golden-set cases that resemble the failing runs and run them on the version before and after the change (Chapter 21). If the rate of a failure moves with a model change and nothing else, the model axis is honestly implicated, and the response has two parts: hold or roll back the model change, and add the control that would have made the regression visible.



Back to the opening scenario, and suppose the review finds the following, in illustrative form. The ops agent read the deployment list early in the run and proposed a rollback of the most recent deployment, which was correlated with the spike by time alone. The approval request showed the version and the error rates computed before and after the release, and nothing about what else the release contained. Robin approved a request that was accurate and incomplete. The classes are F2 (wrong arguments: the deployment was the wrong target) and F5 (the correlation came from context read earlier in the run), the severity is reversible, and the axes in rank order are control (the request did not show the deployment's contents and the gate had no check that the target explained the symptom), then context (the list was not re-read), with the model axis not implicated by any evidence. The refunds Sam saw are a separate line of the review: the impact query, run over the support agent's versions and the same window, separates them from the rollback by timestamp. In this illustration they predate it, so they are a second problem that gets its own incident record and its own classification, not a consequence of the rollback and not a coincidence.

Nothing in that finding blames Robin, and nothing blames the model. The design let an incomplete request reach a human who was working at three in the morning, and the design made the approval easy to give. The action items follow from that sentence and not from a person.

The blameless review

A blameless review looks at the system that allowed the action or made it invisible. It takes place within a few days, not at the end of the week, while the people involved remember the details, and it is run by someone who did not respond to the incident, so that the questions are not defended. Jordan, from the security team, is a reasonable person to set the questions, and does not run the agents.

The template below is illustrative. Chapter 3's incident_record is its core. The additional fields exist to force the review to end on things a team can build.

incident_review                       // illustrative template
  summary:          two sentences, no names, no "the AI"
  timeline:         from the trace and the flag store, not from memory
                    // times of: first bad effect, detection, declaration,
                    // containment confirmed, impact list complete
  detected_by:      signal name, or "reported by a person" (a finding)
  impact:           the impact list summary, with the unknown count
  classes:          F-ids in order, from proposal toward effect
  severity:         information | reversible | irreversible | external
  root_cause:       axis, rank, evidence link, for each cause
  what_held:        controls that limited the harm
  missing_control:  the control that should have held
  owner_team:       string        // the team that owns the missing control
  action_items:     list of { change, kind, owner, check }
                    // kind: eval case | policy | contract | alarm | runbook
  response_notes:   what slowed the response; what the runbook lacked

Three rules keep the review honest.


	The timeline comes from the record. Memory under stress is wrong in predictable ways. Where the record cannot supply a time, that gap is a finding about Chapter 20.

	People appear as roles. "The on-call SRE approved" is a fact. "The on-call SRE should have noticed" is a judgment about a person, and the useful version is "the request did not show what else the release contained".

	Every action item is a control with a check. The test I would apply is: would this item have held on the day the model proposed the wrong thing again? "Be more careful" fails it. "Add a precondition that the rollback target is confirmed against a metric window" passes it.



The product of a review is not a document. It is a set of changes, and each finding has a place to go, which is why the template has a kind.




	Finding
	Becomes
	Owning chapter




	A proposal that should have been refused
	A new precondition in the tool contract
	6



	An effect no principal should have been able to cause
	A narrower permission or ceiling
	7



	A request that did not give the approver what they needed
	A change to what the approval shows
	15



	A situation nobody saw coming in the record
	A new metric or alarm
	20



	A situation the system should handle differently next time
	An eval case that fails on the incident's version
	21



	A response step that was slow or missing
	A runbook change, and a drill
	23




The eval case deserves its own sketch, because it is the item most often skipped and the one that stops the incident from recurring silently. The case is built from the recorded context, redacted according to Chapter 17, with the expected outcome stated as a behavior, such as "refuses" or "escalates", and tagged with the failure class.

function incidentToEvalCase(incident, run, expected):
    context = redact(reassembleContext(run))        // PII and secrets removed first
    case = { context: context,
             expected: expected,                    // "refuse", "escalate", ...
             failure_class: incident.classes.first(),
             source: incident.id }
    failRate = evalSuite.failRate(case, version: incident.version, repeats: 5)   // say, five repeats (Chapter 21)
    if failRate < reproduceThreshold:                // set by the review owner
        case.status = "not_reproduced"
        page(incident.lead, "eval case did not reproduce: " + incident.id)
        return case                                   // kept, and a person decides; never dropped
    goldenSet.add(case)
    return case

A case enters the golden set only if it fails at or above a stated rate across repeats on the version that had the incident, and below that rate it is marked not reproduced and goes to a person instead of being dropped.

The full review is for incidents at the reversible level and above, and for any incident with a detection gap, whatever its severity; a near miss at the information level becomes a ticket and an eval case.

The ops agent during an incident

The ops agent is an obvious assistant for the responders. It can search the runbooks through search_docs, read logs, metrics and traces with query_logs, get_metrics and get_trace, group errors, and draft a timeline for a human to edit. These are read tools, and they are most of what a responder needs in the first hour.

The limits matter more than the help. I would hold to the following during an incident.


	Its authority does not widen. Incident mode is not a break-glass for an agent. request_rollback and toggle_feature_flag stay behind approval, run_diagnostic stays inside its sandbox (Chapter 19), and the agent does not receive additional credentials because the situation is urgent. Urgency is the condition under which a broad grant is requested and not revoked.

	Its output is a proposal. A hypothesis that the agent states about the cause is an unverified claim (F3 if its context does not support it). The responder checks it against the stores, and it does not enter the timeline or the review until someone has.

	It does not write the root cause. It can assemble the evidence for the three replays above. The ranking of causes, and in particular whether the model axis is implicated, is a human decision based on an eval.

	It does not communicate. It sends nothing to customers, and it does not post in the incident channel as an authority.

	Its use is a decision. If the incident is about the ops agent, or its behavior is in doubt, responders put it in restricted mode with the rest and work from the stores directly.



The tightest practical arrangement is a short, illustrative policy that the incident lead sets when declaring.

policy incident_mode_ops_agent        // illustrative notation
  allow:     search_docs, query_logs, get_metrics, get_trace
  restrict:  request_rollback, toggle_feature_flag -> needs_approval,
             approver must view the evidence panel from the contract
  refuse:    open_pull_request, run_diagnostic    // unless the lead enables them
  expires:   when the incident closes, or after the lead's set interval
  record:    every call and every enablement, with who decided

This costs speed. A responder who could have had a diagnostic script run at once now asks the lead. I accept that cost, because the alternative is an agent with its normal tool set, at a time when the humans around it are tired and approvals are given fast.

Communicating during the incident

An incident has several audiences, and each needs a different kind of message. Responders need the current state and who is doing what. Support needs to know what to tell customers. Leadership needs the size and the next update time. Customers, if they are affected, need a plain statement of what happened to them and what Parcelport is doing about it.

Roles reduce the friction. An incident lead decides, a scribe keeps the timeline, and a communicator writes the outward messages, so that the person fixing the problem is not also writing the status page. In a small team one person holds two roles, and the useful constraint is that the person containing the incident does not also write the customer message.

Four habits help.


	State what is known, what is not, and when the next update comes. An update that says "we are investigating" three times in a row is a status page nobody reads. "Refunds are disabled for the support agent; 40 refunds are under review; the next update is in 30 minutes" is useful (the numbers hypothetical).

	Describe the system, not the model. A customer message that says "the AI made a mistake" says nothing about what was affected or what Parcelport will do, and it invites the wrong conversation. "An automated step issued refunds that were not requested; we are reviewing each one" is accurate and specific.

	Humans write customer communication. A message about the incident to customers is an external side effect, and the support agent does not draft or send it. Chapter 15 covers the approval pattern for replies; in an incident the stakes call for a person from the first word.

	Leave legal interpretation to the owners. Questions of notification belong to legal and compliance, and the engineering side supplies facts: the window, the data classes, the number of affected people and the unknown count.



An internal update has a fixed shape so that nobody has to design it at four in the morning.

update #N                          // illustrative internal update
  state:      contained | assessing | remediating | monitoring
  stopped:    what is disabled or restricted, and since when
  not stopped: what still runs, so nobody assumes otherwise
  impact:     affected runs, unknown runs, compensation confirmed so far
  next:       the next action, its owner, the next update time

The not stopped line is the one that earns its place. In the opening scenario, the question "who is allowed to stop what" has an answer only if the previous update said what was already stopped.

Rehearsal and the upkeep of the runbook

A runbook is a hypothesis until it has been used. The kill switch from Chapter 13 and the revocation path from Chapter 18 both fail in drills more often than in incidents, because the drill is where the stale operator list, the missing permission and the probe that does not check what it claims show up.

I would run a short game day on a schedule, for example once a quarter, with a scripted scenario and no real customers: a staging agent proposes a wrong refund, a spend alert fires, a trace is missing. Measure the things that decide the outcome: how long to a confirmed containment, whether the impact list could be produced from the record, and whether the people on the rota knew which rung to use. Write the times down as your own measurements, and do not borrow a target from another organization, because the right number depends on your severity levels and your staffing.

Runbooks age in specific ways: a tool is renamed, an operator leaves the rota, a flag moves to another store. A change to any control that the runbook names is itself a trigger to check the runbook, and the owner of the control owns the update. A runbook that nobody has opened in a year is a document, not a control.

Trade-offs and costs

Preparation has a price in people and in attention. An on-call rotation that includes agents has more to learn: the rungs, the flags, the stores, and the habit of asking "which version" before "which bug". A drill takes hours that feature work does not get. A runbook has to be kept, and a stale one is worse than none because it gives confidence.

Containment costs customers. Restricted mode and queuing mean waiting, and stopping an agent moves its work to people who may not have the capacity. A team should decide in advance how much waiting it will accept before a wider rung, so that the decision is not made under pressure by the person most worried about the queue.

Evidence has a cost too. Keeping run records long enough for an incident means holding sensitive data longer, so retention, access control and redaction (Chapter 17) have to be designed for investigations, with a restricted store and an access log.

Process can become theater. A review whose action items are never built, a drill that runs the same scenario every time, and an incident declared for every refusal spike all teach the team to stop paying attention.

When not to use the full machinery: a prototype with no real effects and no customers needs a way to stop it and a record of what it did, and not a rota. A very small team can merge the lead, scribe and communicator roles. What it cannot skip is the stop switch that someone other than the agent flips, the impact list from the record, and the habit of ending a review on a control.

Common mistakes


	Writing "model error" as the root cause. It is tempting because it is true of the trigger and it ends the meeting. It also produces no action item. Ask why the proposal was able to matter, and name the control that was missing.

	Containing with the prompt. It is tempting because it is the fastest edit available, but it is a request to an unreliable component, and it changes the version, so the evidence now spans two behaviors. Use a flag, a refusal at the gate or a revocation.

	Letting the agent undo its own effects. It is tempting because the agent's run already holds the record of what it did. Compensation is performed with the same kind of context that produced the first error. Route it through the gate and a person, with idempotency keys.

	Counting only what the record shows. It is tempting because the record is the only count available and it looks complete. Report the unknown count next to the affected count, and treat the gap as a finding.

	A kill switch nobody has flipped. It is tempting because a switch that exists feels like a switch that works. The switch exists, its flag store is unreachable from the incident channel's operators, and the runbook lists a person who left. Drill it, and let the probe check the gate and not the flag.

	Action items that name people or intentions. They are tempting because they are quick to write and nobody objects. "Be more careful" and "remind the team" cannot be tested. Rewrite each item until it names a control and a check.

	Restoring service before the eval case exists. The pressure to re-enable is real. Re-enabling with a known failure and no case that detects it means the next occurrence is found by the same route as this one.



Key takeaways


	An incident is a situation where an agent's behavior caused or threatens harm, and the response is organized; declaring one should be cheap, because waiting for certainty means waiting for the harm.

	Agent incidents are harder than service incidents because runs cannot be reproduced by calling the model again, effects spread across systems, and behavior may have moved with a change nobody listed, so the investigation has to work from the record.

	Containment is a ladder of controls built in advance and written in a runbook (pin a version, disable a tool, restricted mode, queue, revoke, stop), and it uses the narrowest rung that stops the harm without destroying evidence.

	Impact analysis joins the run record to the services that own the effects, reports what it cannot classify as unknown, and compensation is tracked to confirmation by the owning service, performed by people or through the gate and not by the agent that caused the incident.

	"The model made an error" is the trigger and not a root cause; the review ranks causes on the axes of model, context, tool and control, replays the recorded context and proposal, and attributes to the model only what an eval supports.

	A blameless review ends on controls, each with an owner and a check, and each finding becomes an eval case, a policy, a contract change, an alarm or a runbook step; an eval case that does not fail at a stated rate on the version that had the incident proves nothing.

	During an incident the ops agent helps with reading and drafting, its authority does not widen, its hypotheses are unverified until a person checks them, and neither agent writes the communication to customers.



A review turns an incident into eval cases, and an eval suite is only as useful as the habit of running it. Chapter 24 collects the controls of the whole book into a checklist and a maturity model, so that a team can see which of them it has, which it lacks, and which incident it is waiting for.




Chapter 24 — A Reliability Checklist and Closing Thoughts

Imagine the Friday before the support agent takes its first real tickets at Parcelport. Alex has a document called "launch readiness" that has grown over six weeks to forty lines, each with a checkbox. Sam wants to know whether the support team can rely on the agent on Monday. Jordan wants to know whether anything in the document is more than an intention. Robin wants to know what the on-call rota looks like if the answer is no.

Alex reads the first line: "Refund ceiling enforced." It is ticked. Who ticked it, and what did they look at? One person remembers a conversation. Another remembers a test that existed in an earlier version of the gate. A third assumes the ceiling follows from the prompt. The line is probably true, and nobody in the room can show it.

A checklist of this kind is a record of confidence, and confidence is the quantity this book has declined to build on since Chapter 2. So the question for the last chapter is practical. Which questions should a team ask before an agent touches production, what counts as an answer, and how much of the answer should be required at each stage of trust?

This chapter looks across all six parts of the control envelope: Context, Proposal, Gate, Effect, Bound and Record. It does not teach a new control. It asks, for each part, what you would have to be able to show.

The problem, and why it is hard

The failure is a launch decision made on assertion. It belongs to no single part of the envelope, because it is a failure of the Record applied to the team itself: the system may have the controls, and the team cannot tell. Every failure class, F1 to F9, can follow from it. The class it most often produces is F8 (unobserved behavior), one level up: the team cannot say which controls exist, so it cannot say which failures are covered.

The obvious approach is a list of good practices, ticked by whoever knows the system best. It fails for three reasons.

First, a tick describes a moment. The gate was checked in March, the tool contract changed in April, the ceiling moved from code to a configuration file in May. A checklist without dates and evidence cannot tell a control that holds from a control that held.

Second, a checklist invites the wrong kind of evidence. "The prompt tells the model never to exceed the ceiling" is an answer that sounds like a tick. It is a request, and the rule that a prompt is not a control applies to the launch document as much as to the design. Every item has to name the deterministic thing that holds when the model proposes the opposite.

Third, readiness is not one threshold. An agent that drafts internal summaries and an agent that moves money do not need the same list, and treating them alike produces either a ceremony for the first or a gap for the second.

A checklist is a small control system for the team's own claims: the thing being checked is unreliable, so the check has to be something else.

The checklist, grouped by the control envelope

Each item below is a question, the evidence that answers it, and the chapter that builds the control. Evidence means an artifact you can open: a contract test that fails when the control is removed, a trace that shows the control firing, a drill record, a dashboard panel with an owner. "We discussed it" is not evidence.

The Appendix carries a shorter form of this list: the same groups, the same items in the same order, each as a question with its chapter and without the evidence. This section is the version with reasons.

Context

Typical failure classes: F4 (instruction hijack), F5 (runaway loop or stale context) and F3 (ungrounded claim).


	Provenance. Can you show, for one real run, where every item in the context came from and what trust level it had? Evidence: the recorded context for a run, with sources. Chapter 9.

	Retrieval has a floor. Does a query with no good answer return "no good match" and not the nearest weak document, and do documents carry versions and as_of dates? Evidence: a query with no answer and its result. Chapter 9.

	Untrusted content is marked and the mark travels. Does a value that came from an email or a tool result keep its mark until a check releases it, including when it is copied into a tool argument? Evidence: a test that routes marked content to a sensitive argument and expects a refusal. Chapter 16.

	MCP servers are an owned list. Is there a server allowlist and a tool allowlist with pinned definitions, and does a changed definition stop being callable until someone reviews it? Evidence: the allowlist, its owner, and a test with a changed definition. Chapter 8.

	State is durable and resumable. Can a run killed at any step resume without repeating an effect, and does a sweep find runs whose recorded state disagrees with the world? Evidence: a resume test and the sweep's output. Chapter 10.

	Memory has a write policy. Is every memory write a proposal that a policy accepts or refuses, with an expiry? Evidence: the policy and a refused write. Chapter 11.

	PII is minimized before it is assembled. Do tools return the fields the task needs and placeholders for the rest, and does the record redact what remains? Evidence: a tool result sample and a trace sample, both inspected. Chapter 17.



Proposal

Typical failure classes: F1 (malformed output), F2 (wrong tool or wrong arguments) and F3.


	Every proposal is parsed and validated before anything else happens. Does an invalid proposal get a counted, bounded correction path and not an effect? Evidence: invalid-proposal tests and the counter. Chapter 5.

	The decision inventory exists. For one ticket type, is it written down which decisions the model makes and which code makes, with amounts, limits and permissions on the code side? Evidence: the inventory. Chapter 4.

	Confidence is not a gate input. Does anything in the control path read the model's own statement of certainty? If so, what independent signal backs it? Evidence: a review of the gate's inputs. Chapter 2.

	A model, prompt, tool or policy change is a deploy. Does each one go through the same pipeline as code, with an eval run attached? Evidence: the last three changes and their runs. Chapters 2 and 21.

	A plan is validated and is not an authorization. Does the orchestrator check a plan against the same contracts, and does every step in it still pass the gate when it runs? Evidence: a plan with a step the gate refuses. Chapter 12.



Gate

Typical failure classes: F2, F4 and F7 (unauthorized effect).


	Every tool has a contract. Name, description, input schema, effect class, preconditions, idempotency, permissions, timeouts and error shape, with omissions justified. Evidence: the contract files and the contract tests. Chapter 6.

	The ceiling and ownership checks run in the gate. Does a refund above refund_ceiling, or for an order that is not the customer's, go to approval or refusal without involving the model? Evidence: a test that proposes both. Chapters 4, 6 and 15.

	Authority is delegated, narrow and short-lived. Does the agent hold any credential that outlives a call? Is the authority for one ticket the authority of that ticket's customer, reduced? Evidence: the credential issuer's log and an authority review. Chapter 7.

	Approval is bound to the exact call. Does a changed argument invalidate the approval, and is authority checked again after waiting? Evidence: a test that edits a parameter after approval. Chapter 15.

	Approval is not theater. Is the approval rate, the time to decide and the share of edited or declined requests reviewed, and has anyone changed a threshold because of them? Evidence: the review notes. Chapter 15.



Effect

Typical failure classes: F6 (silent partial failure) and F7.


	The intent is recorded before the effect. If the process stops between the two, is there a trace of what was about to happen, and does something resolve it? Evidence: a crash test between intent and outcome. Chapters 5 and 10.

	An unknown outcome is resolved by asking, not by repeating. After a timeout on issue_refund, does the system query the status before any retry? Evidence: the timeout test. Chapters 6 and 14.

	Every reversible write names its undo. Is the compensating action in the contract and has someone run it? Evidence: the contract field and one executed compensation. Chapter 6.

	Secrets are outside the agent. Are no secrets in the configuration the agent reads, the context, the checkpoints or the traces, and can you revoke everything one agent could touch? Evidence: a scrubber test and a revocation drill. Chapter 18.

	Code that runs, runs in a sandbox that was tested. Does run_diagnostic pass conformance tests for network, filesystem and credentials, on the real runtime? Evidence: the test run. Chapter 19.



Bound

Typical failure classes: F5 and F9 (cost or latency blowout).


	A run has limits it cannot raise. Steps, time and spend, enforced by the orchestrator, with a stop that hands off with a summary. Evidence: a test with a loop that never finishes. Chapters 12 and 13.

	Budget levels are bounded as a set. Does every level of Chapter 13 (run, subject, agent, tenant, global) have a limit and an owner, does the narrowest exhausted level bind, and is the global cap at the model gateway at or below what you could afford on the worst day? Evidence: the configuration per level and a test that exhausts the tenant level while every run is inside its own limit. Chapters 13 and 22.

	Retries have an owner, a class and a limit. One layer retries, each retry spends from the budget, and a retry storm has been provoked on purpose. Evidence: the fault test. Chapter 14.

	Degraded mode is defined. When the model gateway is down or a breaker is open, does the agent do something stated, such as answer without tools or hand off, and was it tried? Evidence: the drill. Chapters 13 and 14.

	The kill switch exists, lives outside the agent and has been flipped. Does it have named operators and scopes narrower than "everything"? Evidence: the last flip. Chapter 13.

	Cost is attributed. Can you say what one ticket and one investigation cost, from the trace? Evidence: the panel. Chapter 22.



Record

Typical failure class: F8, and detection of all the others.


	One run is one trace. Can on-call open a run by id and see every model call, gate decision, approval and effect in order? Evidence: a real run, opened by someone who did not build it. Chapter 20.

	Content is kept on purpose. Is it decided which prompts and outputs are stored, redacted, sampled and who can read them? Evidence: the retention policy and an access check. Chapters 17 and 20.

	Alerts exist for agent-shaped failures. Refusal rate, hand-off rate, approval rate, cost anomalies and failure-class distribution, with an owner for each alert. Evidence: alert definitions and the last time one fired. Chapter 20.

	Each failure class has a detection and a limitation. For F1 to F9, can you name the detection and the limitation this agent has, and is every empty cell a known gap? Evidence: the table of Chapter 3 filled in for this agent. Chapter 3.

	A golden set gates changes. Does a change to prompt, model, tool or policy run the set, and does a regression block the deploy? Evidence: a blocked change. Chapter 21.

	There is a rehearsed incident path. Is there a runbook with a containment ladder, an impact query over the record and a blameless review template, and has the team run it? Evidence: the last drill. Chapter 23.

	Findings return as controls. Did the last review produce an eval case, a policy change or a contract change, and not only a document? Evidence: the three links. Chapters 21 and 23.



Making the answers current

An item is a claim with an age. The checklist is more useful as data than as a document, because data can go stale visibly. The notation below is illustrative.

checklist_item gate.refund_ceiling      // illustrative notation
  question: "Does a refund above refund_ceiling reach
             payments-service without approval?"
  evidence: { test: "refund_above_ceiling_needs_approval",
              last_run_at: time or empty }
  watched:  { thing: "tool contract and policy",
              version_changed_at: time }
  chapter:  4, 6, 15
  owner:    Alex
  required_at: controlled pilot       // levels are ordered

function itemStatus(item):
    // computed, never stored: a tick cannot outlive its evidence
    if item.evidence.last_run_at is empty:
        return "missing"
    if item.evidence.last_run_at < item.watched.version_changed_at:
        return "stale"      // the contract or policy changed after the last run
    return "current"

function readyFor(run, level, items):
    gaps = []
    for each item in items:
        if item.required_at <= level:
            if itemStatus(item) != "current":
                gaps = gaps + [{ item: item.id, status: itemStatus(item) }]
    record(run, "readiness_gap", gaps)   // every gap, not the first
    return length(gaps) == 0

The watched field is the one that matters. Status is computed from it and from the last run of the evidence, so a changed contract turns the item stale without anyone remembering to look.

Maturity levels

The list above is the full set. A team does not need all of it on the first day, and I would argue it should not try, because the cost of the whole set, spent before there is a real task, goes to controls shaped for an imagined workload. Four levels give a way to add controls in an order that follows the risk.

[image: Diagram]

Look at the arrows that go backward. A level is not a permanent grade. A new irreversible tool, a changed contract or evidence that went stale moves that capability down a level until the evidence is renewed.




	Level
	What it is allowed to do
	Minimum controls before entering




	Prototype
	Read test or copied data, or act only in an environment where an effect costs nothing
	An iteration limit and a timeout; a record of every proposal and result, even if crude; no provider credential and no broad service token in the agent's configuration



	Controlled pilot
	Handle real tasks for a small slice, with a person in front of every effect above read
	A contract and a gate for every tool; per-call credentials; approval required above read by policy; a per-run budget; the kill switch; a trace per run; minimized PII; a first golden set from real cases; a named owner



	Production
	Handle the full workload with approval only where policy asks
	The full checklist with current evidence: ceilings and ownership in the gate; approval bound to the call; injection handled by structure; sandboxed execution; secrets held outside the agent with rotation and revocation tried; alerts and an objective; cost attribution; the eval as deploy gate; a rehearsed incident path



	Scale
	More agents, tools, servers, tenants or volume
	A review process for adding a tool or a server; golden-set upkeep and a check for overfitting; online evaluation with a canary; routing changes validated by eval; kill switch scopes per tool and tenant; approval load management; scheduled authority and memory reviews




Two rules keep the table honest.

The level belongs to a capability, not to an agent. The support agent can have lookup_order and search_docs in production while issue_refund is still in a pilot with Sam approving every refund. That is a better launch than holding back the reads, and a better one than letting the pilot's approvals become habit. The effect class decides how much evidence a tool needs, which is the same principle as the severity table in Chapter 3.

Entering a level is decided by evidence, never by the calendar. "Two weeks without an incident" is a statement about luck. "The ceiling test, the kill switch flip and the resume test are current" is a statement about the system.

Chapter 1 recommended the least agency that solves the problem, and the checklist is where that pays back: a single call or a workflow needs a shorter list than a loop. Where an item asks about something that does not exist, write "not applicable, because there is no write tool" next to it instead of leaving it blank.

Parcelport, from the first state to the target state

The prototype in Chapter 1 had one prompt, one broad token, a loop with no exit and no record beyond the final answer. Parcelport's target state is the same two agents with a surrounding system that gives each part of the envelope an owner. The orchestrator owns the loop, the record and the enforcement of each run's limits. The model gateway holds the provider credential, meters spend and enforces the global cap. The gate decides, and once it allows a call the orchestrator starts the effect and the tool gateway attaches a credential for that one call. The approval service puts Sam or Robin in front of exactly the actions policy names. The run store, the trace pipeline and the eval suite hold state, spans and the cases that failed before.

Imagine an ordinary Monday some months after launch. A customer email contains text that reads like an instruction for the next tool call. The taint stayed with it, the gate refused the refund proposed from it, and the run ended in a hand-off to Sam with a summary. At the weekly review the case went into the golden set, named for F4. Later that day the model provider slows down, the breaker opens and the support agent falls to its stated degraded mode. In both stories the model proposed something that should not have taken effect or could not be completed, and the system behaved. A boring Monday is what the design buys.

What changes and what does not

Much of what this book names will move: models and their behavior, protocols for tools and context (MCP is a moving specification, which is why Chapter 8 held to the roles and the trust boundary), tracing standards, frameworks, graders and prices. Any specific tool in these chapters is an example of a pattern, and the pattern is the part to keep.

What stays is the invariant and the habits around it. A proposal is untrusted input whatever the model's accuracy, because the cost of a wrong one is set by what the gate lets through, and the gate is measured on the worst day, not the average one. Things that move money, reach customers or touch their data keep deterministic checks; loosening them is a change like any other, made on the golden set, the refusal rate and the approval history, and not because the last month was quiet. Evidence outlives memory, and the habit of asking "show me" is the part of this book I would most like to survive. Blamelessness stays, because it is what makes a team report near misses. And friction stays: every control costs someone something, and the book can say that the cost should be counted, not that it is always worth paying.

Trade-offs and costs

A checklist has its own price, and the first part of it is time. Producing evidence means writing tests for controls that already seem to work, running drills that take engineers away from the roadmap and keeping owners attached to items. For a small team the full list at the production level can be a quarter of work. That is a reason to sequence it with the levels above, not a reason to skip it.

The second is false completeness. Passing the checklist says the controls you thought of are current, not that the list is complete, and the review step in Chapter 23 is what extends it.

Where not to use it as written: for an exploratory notebook, a one-off script or an internal read-only summarizer, most of the list does not apply, and a cut-down version of three or four items is enough. And do not present a completed checklist to anyone as a statement of safety or compliance. It is an engineering record. What a regime of this kind asks of you is for your legal and compliance colleagues to interpret, and they may ask for things this list does not contain.


Warning: A checklist whose items are ticked on assertion is worse than no checklist, because it removes the visible gap. For money movement, customer data exposure and the ability to reconstruct a run, require evidence before the tick.



Common mistakes


	Treating the list as a certificate. It is tempting because a launch wants a yes. The fix is to attach a date and evidence to each item and to say in the launch note what the list does not cover.

	Answering with the prompt. "The system prompt forbids it" feels like a control because the text is clear. Name the code that holds when the model proposes the opposite, or mark the item missing.

	Leaving the Record for last. The trace and the eval feel like polish. Without them, no other item can be shown, so build the record at the pilot level, before the rest.

	Reading a quiet month as evidence. It is tempting because a quiet month feels earned, but no incident may mean no signal. Check that the alerts could have fired, and that a seeded failure appears in the trace.

	Letting the list become the owner's private document. It is tempting because one person knows the system best. An item with no named owner and no next review date is a wish. The fix is one owner per item, and Jordan or another reviewer outside the team asks for the evidence.



Key takeaways


	A reliability checklist is a set of questions, each answered with an artifact you can open, such as a test, a trace, a drill record or a dashboard, and not with an assurance.

	Group the list by the control envelope, so that each item points to the part it serves and the chapter that builds it, and so that a gap is a missing part and not a vague worry.

	Tie every item to what makes it stale, such as a changed contract or policy, so that evidence ages visibly instead of silently.

	Move from prototype to controlled pilot, production and scale by evidence, per capability, with the effect class deciding how much a tool needs, and let a level go back down when the evidence lapses.

	Use the least agency that solves the problem, because every step down the least-agency order shortens the list that has to be shown.

	Expect models, protocols and tools to change, and keep the invariant: the model is an unreliable decision-maker, and what makes the system reliable is the control system around it.

	A checklist records engineering evidence and is not a statement of safety or compliance; your legal and compliance colleagues own that interpretation.



Closing thought

The book argued one sentence, and it is worth reading once more as a design rule and not as a slogan:


AI agents should be engineered as unreliable decision-makers operating inside reliable control systems.



The first half is an assumption you do not need to be sad about. We have built on unreliable networks and unreliable disks for decades, and the work has always been the same: say plainly what can fail, put something deterministic around it, and keep enough evidence to know what happened. The second half is ordinary engineering, with schemas, permissions, budgets, timeouts, queues, logs and tests, and it is the part that is yours to build.

I would not promise that a team that does all of this will never have an incident. I would say its incidents will be bounded, visible and fixable, and that the next one will make the system better. That is a more modest claim than reliability as a property of a model, and it is the one I would stand behind.




Appendix

This appendix collects the reference material of the book in one place: a glossary, the two code vocabularies (gate verdict reasons and tool gateway error codes), a quick reference to the patterns, a blank tool contract, the failure taxonomy table, a pre-launch checklist and a template for reviewing an incident. It adds no new ideas; each entry points to the chapter that owns it, and when an entry and its chapter disagree, the chapter wins and the entry is a bug. What every entry serves is the book's thesis, AI agents should be engineered as unreliable decision-makers operating inside reliable control systems, and the six parts of the control envelope: Context, Proposal, Gate, Effect, Bound and Record.

Glossary

Terms are listed alphabetically. The last column is the chapter that owns the term: the place where it is defined and developed. Numbers in the table are chapters.




	Term
	Definition
	Chapter




	agent
	A component: an orchestrator loop that calls a model, asks a gate to check its proposals, and applies approved effects through tools. Not a person.
	1



	approval
	A human decision bound to one exact proposed action, recorded with who decided and when. The full term is "human approval".
	15



	budget
	A limit on a resource a run may use: steps, tool calls, tokens, active time, spend or cumulative effect. It names a unit, a limit, where it is measured and what happens when it is exhausted.
	13



	checkpoint
	A saved point in a run from which it can resume.
	10



	circuit breaker
	A control that stops calls to a failing dependency for a period instead of retrying. An agent-level breaker watches the agent's own rates against a baseline.
	13



	confused deputy
	A component that uses its own authority to do what a less-privileged party asked. The standard way an agent with a broad token causes F7.
	7



	context assembly
	The orchestrator's step of choosing, ordering and labeling what goes into the context for one model call.
	9



	context window
	The amount of material a model can take in one call. The book never gives it a size.
	9



	control envelope
	The six-part model of this book: Context, Proposal, Gate, Effect, Bound, Record.
	1



	decision rights
	A table that says, for each decision in a run, whether the model proposes it, code decides it or a human decides it.
	1



	degraded mode
	A stated, reduced behavior (answers without tools, or hand-off only) that the system enters when a bound or breaker trips.
	14



	delegated authority
	Authority a principal holds on behalf of another, always narrower than the delegator's own and tied to a task.
	7



	determinism boundary
	A line, drawn per decision, between what the model may propose and what code must decide.
	4



	effect
	What happens in the world after the gate allows a tool call.
	1



	effect budget
	A budget on the cumulative size of effects, such as the total refunded. It closes the gap between a per-call ceiling and the sum.
	13



	effect class
	One of four values: read, reversible write, irreversible write, external side effect. The class sets a floor of controls; policy, not class, decides approval.
	6



	egress
	Traffic that leaves an environment.
	19



	eval
	A repeatable measurement of behavior against expected outcomes. Used instead of "test" when the thing measured is a probabilistic proposal.
	21



	failure class
	One of F1 to F9 from the failure taxonomy.
	3



	fallback
	A different path used when the primary path fails or is unavailable. Fallbacks are ordered as a ladder by how much primary behavior each rung keeps.
	14



	gate
	The deterministic check between a proposal and an effect, with three outcomes: allow, refuse, needs approval. In pseudocode: "allow", "refuse", "needs_approval".
	1, 4



	golden set
	A fixed collection of cases with expected outcomes, used for evals.
	21



	grader
	The code or process that decides whether an output meets expectations. A model used as a grader is a model grader and is itself evaluated.
	21



	grounding
	Tying a claim in an answer to a source in the context. A claim without such a tie is an ungrounded claim (F3).
	9



	hand-off
	The end of a run in which a person takes over, with a reason code and a summary built from the record. Every stop is a hand-off.
	12



	idempotency key
	A value that lets a tool recognize a repeated call and return the first result instead of acting twice. Derived by the runtime only from identifiers it assigns, never from run or step identifiers and never from a field the model supplies.
	6



	incident
	A situation where an agent's behavior caused or threatens harm, and the response is organized. Reviewed blamelessly.
	23



	intent
	A record written before an effect, so that a crash between the effect and its outcome still leaves a trace. Paired with the outcome record.
	5



	kill switch
	The manual end of the agent-level breaker: no new runs, in-flight runs wait at the next step boundary. Kept outside the agent.
	13



	lease
	A claim that says which worker may act on a run for a bounded time. Part of the concurrency controls for the run.
	10



	loop
	The repeated cycle of context, proposal, gate and effect in a run.
	12



	manifest
	A record of what the model saw in one step and what was dropped, written by the context assembler.
	9



	memory
	Information kept across runs that may shape later context. State is about a run; memory is about the world after the run.
	11



	model
	The component that turns context into a proposal.
	2



	observation
	The result of an effect, or the reason for a refusal, returned to the context for the next step.
	1



	orchestrator
	The deterministic code that runs the loop (also called the agent runtime).
	1



	permission
	A statement that a principal may perform an action on a resource.
	7



	PII
	Personally identifiable information.
	17



	plan
	A list of intended steps proposed by the model. A proposal, not a commitment; a validated plan authorizes nothing.
	12



	policy
	A rule the gate evaluates against a proposed call. Written as data or code, never as prose in a prompt.
	7



	principal
	Anything that authenticates or on whose behalf an action runs: a person, a service, an agent.
	7



	prompt injection
	Content that is data being treated as instruction. Direct: the user's own input tries to override instructions. Indirect: the content arrives through a tool result, a document or an email. The class is F4.
	16



	proposal
	Anything the model returns: a tool call, a plan, a final answer. Treated as untrusted input.
	1, 2



	provenance
	Where a piece of context came from.
	9



	reconciliation sweep
	A scheduled job over the run store and the owning services that makes the gaps between separate systems visible. It has an owner and a heartbeat.
	10



	redaction
	Removing or masking a value from an output, a log or a context.
	17



	restricted mode
	The agent-level breaker's second rung: reads and drafts continue, every effect above read is refused or becomes needs approval.
	13



	retrieval
	Fetching material from a store to put into the context.
	9



	retry
	Repeating a failed call, with a classified reason and a limit.
	14



	run
	One execution of an agent for one task, from start to a final answer, a hand-off or a stop. Has an id and a status.
	1



	runbook
	A written entry for each agent that names the trigger, the control, who may flip it, how to confirm it took effect and what to tell the people affected.
	23



	sandbox
	An execution environment with enforced limits on what code can reach, in files, network and credentials.
	19



	secret
	Any value that grants access if disclosed. Never put into context.
	18



	severity
	How far a failure reached: information, reversible, irreversible or external. It belongs to the instance, not to the tool.
	3



	span
	One timed operation inside a trace.
	20



	state
	Facts about one run, kept by the orchestrator in the run store: steps, results, status.
	10



	step
	One pass of the loop inside a run: assemble context, propose, gate, maybe apply an effect.
	1



	taint
	A mark that a value came from an untrusted source and must not drive a sensitive action without a check.
	16



	tool
	A named capability the agent may ask for, with a contract.
	1, 5



	tool call
	A proposal to use a tool with arguments. It becomes an effect only after the gate allows it.
	5



	tool contract
	The written, machine-checkable description of a tool: name, description, input schema, effect class, preconditions, idempotency, permissions, timeouts, error shape.
	6



	trace
	The ordered record of one run across components.
	20



	trust boundary
	A line across which data or authority comes from a source you do not control.
	8, 16



	turn
	One exchange between the agent and a human in a conversation. A run may have several turns; a turn may have several steps.
	1




Two distinctions are worth keeping in front of you. The verdict "needs approval" is what the gate returns when a proposal waits for a human; the error code approval_required is what the tool gateway returns when a call reaches a tool without a valid approval, which in a healthy run points to a defect (Chapter 6). And state is not memory: state belongs to one run, memory outlives it (Chapters 10 and 11).

Gate verdict reasons

The gate in Chapter 5 is canonical, in order and in reason names. Every chapter that sketches a part of it uses these names. A reason accompanies the verdict "refuse"; the approval reasons accompany "needs_approval". The list is closed, and a reason that is not here is a bug in the chapter that uses it. Chapter 12 adds two checks for planned runs, task scope and plan class, and their reasons are in the table. One exception: the plan validator of Chapter 12 refuses a whole plan before any of its calls is proposed, and its reasons (malformed_plan, plan_too_long, plan_cycle, tool_not_allowed, write_without_evidence, too_many_writes) are a separate closed list that is not part of the gate's.




	Reason
	Verdict
	Where it sits in the gate of Chapter 5
	Retryable
	Chapter




	unparseable
	refuse
	Parser: the output is not a proposal
	no
	5



	not_in_choice_set
	refuse
	Parser and choice set: the tool or the identifier was not offered to this run
	no
	4, 5



	invalid_arguments
	refuse
	Schema check, first in the gate
	no
	5



	ungrounded_arguments
	refuse
	Argument binding: ids must come from the run
	no
	2



	argument_origin
	refuse
	Taint check on sensitive arguments
	no
	16



	upstream_unavailable
	refuse
	Facts could not be read, so the call cannot be verified
	yes
	7



	not_permitted
	refuse
	Permission, ownership and policy refusals
	no
	7



	outside_task_scope
	refuse
	Planned runs: the target is outside the run's task record, which is narrower than the delegation
	no
	12



	off_plan
	refuse
	Planned runs: the plan classifier matched no pending step, and the call is a write or a read past the off-plan allowance
	no
	12



	precondition_failed
	refuse
	A precondition of the contract failed; the failed one is named in field
	no
	6



	outcome_unknown
	refuse
	A write whose earlier outcome is unresolved
	until status is known
	6



	ungrounded_claim
	refuse
	Claim check: no tool result supports the claim
	no
	2



	mismatch
	refuse
	Claim check: the claim differs from its source
	no
	2



	omission
	refuse
	Claim check: a required part is missing
	no
	2



	tool_policy
	needs_approval
	Approval, last: the policy always asks for this tool
	not applicable
	15



	above_ceiling
	needs_approval
	Approval: the amount is above the ceiling
	not applicable
	15



	repeat_refund
	needs_approval
	Approval: a second refund on the same order
	not applicable
	15



	unclassified_figure
	needs_approval
	Approval: a figure in a reply the claim check could not classify
	not applicable
	15



	run_locked
	needs_approval
	Approval, last: the run read third-party content and the tool's rule asks for a human
	not applicable
	16



	run_locked
	refuse
	Last, after the preconditions: the run read third-party content and the tool's rule is to refuse
	no
	16




Tool gateway error codes

These are the codes of the error shape in Chapter 6. The set is closed, with fixed message templates, and the "Raised by" column says who returns each code: the gate, the tool, the tool gateway or the service. Five names (invalid_arguments, precondition_failed, not_permitted, upstream_unavailable, outcome_unknown) appear in both vocabularies because the gate and the tool side can reject the same thing. In the first table the name is the reason attached to a refuse verdict; in this one it is the code in an error returned to the model. The two vocabularies stay separate, and a counter should say which one it counts.




	Code
	Raised by
	Retryable
	Chapter




	invalid_arguments
	the gate
	no
	6



	precondition_failed
	the gate or the tool
	no
	6



	approval_required
	the tool gateway
	no
	6



	not_permitted
	the gate or the tool gateway
	no
	6



	duplicate_replayed
	the tool
	no
	6



	upstream_unavailable
	the tool or its service
	yes
	6



	outcome_unknown
	the gate or the tool
	until status is known
	6



	result_invalid
	the tool gateway, for tools from outside servers
	no
	6, 8




Pattern Quick Reference

The table lists each pattern as a problem and a response, with the failure classes it mostly addresses and the chapter that develops it. Read it as an index. A pattern's costs, and the cases where you should not use it, are in the "Trade-offs and costs" section of its chapter.




	Pattern
	Problem it addresses
	Classes
	Chapter




	Separate the orchestrator, the model and the gate
	Controls without an address when "the model" means the whole system
	all
	1



	Decision rights table
	Decisions that nobody owns
	F2, F7
	1



	Least agency: single call, workflow, loop, multiple agents, in that order
	A wider surface than the problem needs
	all
	1



	Name the kind of uncertainty (format, content, intent, omission)
	Picking the wrong detector
	F1, F2, F3
	2



	Verdict from deterministic signals, never from stated confidence
	An irreversible effect allowed because the model sounded sure
	F2, F3
	2



	Model change as a deploy
	Behavior that moves without an owner or eval evidence
	F2, F3
	2



	Three questions: class, root cause axis, severity
	Reviews that go in circles
	all
	3



	Decide per decision what code owns (five criteria)
	A model proposing values that code can compute
	F2, F7
	4



	The model proposes, code disposes
	A proposal reaching an effect unchecked
	F1, F2, F7
	4



	Narrow the range of choice with enums and identifier lists
	Free-text values the gate cannot check
	F1, F2
	4



	Computation belongs to code
	Wrong amounts, dates and thresholds
	F2, F7
	4



	Preconditions and postconditions on facts the code read
	Calls that fit the schema and not the situation
	F2, F7
	4



	Parse and validate strictly, never repair silently
	Guessed arguments nobody reviewed
	F1, F2
	5



	One write per step, one observation per call
	Unclear outcomes when several calls run together
	F6
	5



	Intent before effect, outcome after, sweep for the gaps
	No transaction across the run store and a service
	F6, F8
	5, 10



	Contract with nine fields in fixed order
	A schema that says nothing about whether the call may happen now
	F1, F2, F6, F7
	6



	Idempotency key assigned by the runtime
	A repeated proposal acting twice
	F6
	6



	Closed error vocabulary with fixed messages
	Errors that leak data or hand the model a limit to probe
	F2, F6
	6



	Effective authority as an intersection
	An agent doing what its delegator could not
	F7
	7



	Per-call, short-lived, narrow credentials
	A leaked or broad token
	F7
	7, 18



	Policy engine outside the model, deny by default
	Authority resting on a prompt
	F7
	7



	Host-owned contract, server and tool allowlist, pinned definition
	Server-supplied text acting as the contract
	F4, F7
	8



	Context assembled, not accumulated, with provenance fields
	Unlabeled and stale material in the context
	F4, F5
	9



	Context budget with a pinned core
	Policy lines dropped under size pressure
	F5, F9
	9



	Relevance floor, "no good match" as a result
	A weak hit presented as evidence
	F3
	9



	Durable run store, rendered view as context
	State living only in the conversation
	F5, F6
	10



	Lease, version check and resume from state
	Two workers acting on one run; a resume that repeats effects
	F5, F6
	10



	Memory write as a proposal, with scope and expiry set by code
	A bad entry affecting every later run
	F3, F4
	11



	Plan as a proposal, validated before it runs
	A plan taken as an authorization
	F2, F5
	12



	Success predicate, step limit and progress detection
	Runs that never stop or drift from the task
	F5, F9
	12



	Layered budgets, including the effect budget
	Spend or cumulative effect under every per-call limit
	F7, F9
	13



	Dependency breaker and agent-level breaker, with a kill switch
	Retrying a failing dependency; an agent whose behavior moved
	F5, F9
	13



	Classify the failure before repeating anything
	Retrying a write whose outcome is unknown
	F6, F9
	14



	Fallback ladder ordered by behavior kept
	Improvised paths on the worst day
	F9
	14



	Approval bound to the hash of one exact call
	An approval that covers a changed call
	F7
	15



	Approval screen rendered by code
	A human approving the model's account of the action
	F2, F7
	15



	Cut one of untrusted content, reach and channel out
	Injection reaching an effect
	F4
	16



	Taint per field, weakest source wins
	A sensitive argument from an untrusted source
	F4
	16



	Reader with no tools, actor with the narrowed output
	Untrusted text steering a tool-holding step
	F4
	16



	Classify fields once, minimize at the tool, tokens for the rest
	PII in places it does not need to be
	F3, F8
	17



	Redaction at write time, fail closed
	PII and secrets lasting in logs, traces and eval sets
	F8
	17



	Credential injected outside the model
	A secret entering the context
	F7
	18



	Scrubber at the tool boundary, secret scan on diffs
	Secrets arriving from the world
	F7
	18



	Sandbox with closed network and a working directory only
	Model-chosen code reaching the host
	F7
	19



	Sandbox output treated as untrusted input
	A result carrying instructions or secrets back
	F4
	19



	Run as trace, calls as spans, with attributes
	Behavior that leaves no usable evidence
	F8
	20



	Content kept by outcome, in a separate store
	Content risk versus evidence needed for review
	F8
	20



	Agent-specific alerts with an owner and a first action
	An alarm nobody acts on
	F8, F9
	20



	Eval levels, golden set and graders
	Probabilistic behavior measured as if deterministic
	F1 to F9
	21



	Eval as a deploy gate for prompt, model, tool, policy, bound
	Regressions shipped unseen
	F2, F3
	21



	Cost recorded as raw usage, priced at report time
	A cost nobody can attribute
	F9
	22



	Cheaper only when the eval shows quality held
	Saving that moves cost to wrong answers or the human queue
	F9
	22



	Containment ladder written as a runbook
	Switching off everything or nothing
	all
	23



	Impact list from the record, unknown count included
	Not knowing what an incident touched
	F6, F8
	23



	Blameless review ending in controls
	"The model made an error" as a root cause
	all
	3, 23




Tool Contract Template

The template below follows the book's notation: the nine fields in fixed order, in a text block. Copy it, fill it, and omit a field only by writing // not applicable with a reason. Numbers in a filled contract are illustrations until you have your own data, and say so in a comment. Chapter 6 develops the canonical issue_refund contract in full.

tool <tool_name>                      // snake_case, one effect per tool
  description: "<one sentence the model reads; a hint, never a check>"
  input schema:                       // fields the model supplies, nothing else
    type: object, additionalProperties: false
    required: [<field>, ...]
    properties:
      <field>: { type: <type>, <limits> }
      <field>: { enum: [<closed set>] }
    // no field that carries identity, authority or a credential
  effect class: <read | reversible write | irreversible write | external side effect>
  preconditions:                      // checked by the gate, on facts it read itself
    - <fact that must hold now>
    - <limit>, else needs_approval    // only where a human with standing exists
  idempotency: key = hash(<identifier assigned by the runtime>, ...)
    // not applicable for a read, with the reason
    // never from run id, step id or any field the model supplies
  permissions: scope "<scope>", delegated for <the subject> only
  timeouts: call <n>s, deadline <n>s  // illustrative
    // what the orchestrator does after a timeout on a write: query status first
  error shape: { code, message, retryable, details }
    // code in [invalid_arguments, precondition_failed, approval_required,
    //   not_permitted, duplicate_replayed, upstream_unavailable,
    //   outcome_unknown]

Filling notes


	name and description. Generated from the contract, never written beside it. A rule in a description is a request, so the same rule must also be a precondition (Chapter 6).

	input schema. Closed with additionalProperties: false, with no field the runtime already knows, such as identity, and the narrowest type, range or enumeration per field (Chapters 4 and 5).

	effect class. Belongs to the tool, not to a call; a tool that sometimes reads and sometimes writes should be split (Chapter 6). The class sets the floor of controls below, and policy decides approval.






	Effect class
	Minimum controls in the contract




	read
	Input schema, permissions scope, timeout, an output limit; a precondition only about who may see the data



	reversible write
	The above, plus preconditions, an idempotency key and a named way back



	irreversible write
	The above, plus an unknown-outcome rule, a status read-back and a policy for approval



	external side effect
	The above, plus idempotency, content checks and a recorded intent





	preconditions. Facts the gate read from the system of record, in a deliberate order; the owning service enforces the same rules atomically (Chapter 6).

	idempotency. Every part of the key is assigned by the runtime, so a repeated proposal with other arguments returns the first result (Chapter 6).

	permissions. A scope tied to the task; the credential is issued per call and never held by the agent (Chapters 7 and 18).

	timeouts. A timeout on a write is an unknown outcome: query the owner of the state before any retry (Chapter 14).

	error shape. A closed code set with fixed templates; a tool from an outside server adds result_invalid (Chapters 6 and 8).



A contract is a versioned artifact: ship it with a gate test that needs no model, and record its version on every call (Chapter 6).

Failure Taxonomy Table

The class names and ids are fixed across the book; Chapter 3 may add subclasses written F4.1, F4.2, but never a new top-level id. The first table is the compact form from Chapter 3, read by column when you plan controls and by row when you review an incident. A row with an empty cell marks a gap in the design.




	Class
	Detection
	Prevention
	Limitation
	Chapters




	F1 Malformed output
	Schema failure rate per tool
	Narrow schemas, closed enumerations
	Bounded repair, then hand-off
	2, 5, 6



	F2 Wrong tool or wrong arguments
	Precondition failures, sampled review
	Choose from run facts, ownership preconditions
	Approval for irreversible calls
	4, 5, 6



	F3 Ungrounded claim
	Claim check against tool results
	Needed facts in context, fields filled by code
	Human review before external reply
	2, 9, 21



	F4 Instruction hijack
	Taint on arguments, anomalous steps
	Labeled untrusted content, taint rules
	Least authority, approval
	8, 9, 16



	F5 Runaway loop or stale context
	Repeated calls, fact age, version mismatch
	Progress checks, provenance, re-read
	Bounds, version preconditions
	9, 10, 12, 13



	F6 Silent partial failure
	Reconciliation of intents and outcomes
	Intent first, idempotency, unknown outcome
	No "done" with open intents
	6, 10, 14



	F7 Unauthorized effect
	Audit of effects against issued authority
	Per-call authority, ceilings in code
	Short-lived credentials, sandbox
	7, 15, 18, 19



	F8 Unobserved behavior
	Trace coverage against effects
	One trace shape, intent before effect
	Stop or drop effects when record fails
	17, 20, 21, 23



	F9 Cost or latency blowout
	Cost and latency distributions, retry counts
	Budgets, context budget, classified retries
	Circuit breakers, degraded mode
	13, 14, 22




The next table gives each class its meaning and the envelope part where it mostly arises.




	Class
	Meaning
	Envelope part




	F1
	The proposal does not parse or does not match the expected structure
	Proposal



	F2
	Well formed, but the wrong tool, or the right tool with values that do not fit
	Proposal, Gate



	F3
	The model states something its context does not support; Chapter 3 gives the common term for it
	Context, Proposal



	F4
	Content that is data was treated as instruction, directly or indirectly
	Context, Gate



	F5
	The run keeps going without progress, or acts on context that is no longer true
	Context, Bound



	F6
	Part of a multi-step effect happened and nothing says so
	Effect



	F7
	An effect happened that this principal, at this moment, should not have been able to cause
	Gate, Effect



	F8
	The system did something and left no usable evidence
	Record



	F9
	The run is correct but costs far too much or takes far too long
	Bound




Two more axes complete a classification: the root cause axis (model, context, tool or control; "the model made an error" is the trigger, not a root cause) and severity, which follows the effect that happened (Chapter 3).




	Severity
	What it means
	Typical tools




	Information
	Nothing changed; a wrong answer or a wasted read
	lookup_order, query_logs, search_docs



	Reversible
	State changed and a compensating action can restore it
	update_shipping_address, open_pull_request, toggle_feature_flag, request_rollback



	Irreversible
	Parcelport cannot undo it
	issue_refund



	External
	It reached a person or system Parcelport does not control
	send_customer_reply




The less a failure can be undone, the earlier and the more deterministically it must be stopped. When one incident carries several tags, order them from the proposal toward the effect (Chapter 3).

Pre-launch Checklist

This is the short form of the list in Chapter 24: the same six groups, the same items, in the same order. Each line is a question, followed by the chapter that builds the control. The evidence that answers each one, and the maturity levels, are in Chapter 24. A line you can only answer with "the prompt says so" is not yet a control.

Context


	 Can you show, for one real run, where every item in the context came from and what trust level it had? (Chapter 9)

	 Does a query with no good answer return "no good match", and do documents carry versions and as_of dates? (Chapter 9)

	 Does untrusted content keep its mark until a check releases it, including when it is copied into a tool argument? (Chapter 16)

	 Are MCP servers and tools on an owned, pinned allowlist, with changed definitions blocked until reviewed? (Chapter 8)

	 Can a killed run resume without repeating an effect, and does a sweep find state that disagrees with the world? (Chapter 10)

	 Is every memory write a proposal that a policy accepts or refuses, with an expiry? (Chapter 11)

	 Do tools return only the fields the task needs, and does the record redact what remains? (Chapter 17)



Proposal


	 Is every proposal parsed and validated, and does an invalid one get a counted, bounded correction path and not an effect? (Chapter 5)

	 Is it written down which decisions the model makes and which code makes, with amounts, limits and permissions on the code side? (Chapter 4)

	 Does anything in the control path read the model's own statement of certainty, and if so, what independent signal backs it? (Chapter 2)

	 Does each change of model, prompt, tool or policy go through the pipeline of code, with an eval run attached? (Chapters 2 and 21)

	 Is a plan validated against the same contracts, and does every step in it pass the gate again when it runs? (Chapter 12)



Gate


	 Does every tool have a contract with name, description, input schema, effect class, preconditions, idempotency, permissions, timeouts and error shape, omissions justified? (Chapter 6)

	 Does a refund above refund_ceiling, or for an order that is not the customer's, go to approval or refusal without involving the model? (Chapters 4, 6 and 15)

	 Is authority delegated, narrow and short-lived, with no credential in the agent that outlives a call? (Chapter 7)

	 Does a changed argument invalidate the approval, and is authority checked again after waiting? (Chapter 15)

	 Are approval rate, decision time and the decline and edit rate reviewed, and have they changed a threshold? (Chapter 15)



Effect


	 Is the intent recorded before the effect, and does something resolve a run that stopped between the two? (Chapters 5 and 10)

	 After a timeout on issue_refund, does the system query the status before any retry? (Chapters 6 and 14)

	 Does every reversible write name its compensating action in the contract, and has one been run? (Chapter 6)

	 Are there no secrets in the configuration, context, checkpoints or traces, and can everything one agent could touch be revoked? (Chapter 18)

	 Does run_diagnostic pass conformance tests for network, filesystem and credentials on the real runtime? (Chapter 19)



Bound


	 Do steps, time and spend have limits the run cannot raise, with a stop that hands off with a summary? (Chapters 12 and 13)

	 Does every budget level have a limit and an owner, under a global cap you can afford on the worst day? (Chapters 13 and 22)

	 Does exactly one layer retry, spending from the budget, and has a retry storm been provoked? (Chapter 14)

	 Is degraded mode defined, and was it tried? (Chapters 13 and 14)

	 Does the kill switch live outside the agent, with named operators and scopes narrower than "everything", and has it been flipped? (Chapter 13)

	 Can you say from the trace what one ticket and one investigation cost? (Chapter 22)



Record


	 Can on-call open a run by id and see every model call, gate decision, approval and effect in order? (Chapter 20)

	 Is it decided which prompts and outputs are stored, redacted and sampled, and who can read them? (Chapters 17 and 20)

	 Do alerts exist for refusal rate, hand-off rate, approval rate, cost anomalies and failure-class distribution, each with an owner? (Chapter 20)

	 For F1 to F9, can you name the detection and the limitation this agent has? (Chapter 3)

	 Does a change to prompt, model, tool or policy run the golden set, and does a regression block the deploy? (Chapter 21)

	 Is there a rehearsed runbook with a containment ladder, an impact query and a blameless review template? (Chapter 23)

	 Did the last review produce an eval case, a policy change or a contract change, and not only a document? (Chapters 21 and 23)



Agent Incident Review Template

A review looks at the system that allowed the action or made it invisible. Run it within a few days of the incident, led by someone who did not respond to it, using the template below. Chapter 23 explains each field. The review applies to incidents at the reversible level and above, and to any incident with a detection gap whatever its severity; a near miss at the information level becomes a ticket and an eval case.

incident_review                       // illustrative template
  summary:          two sentences, no names, no "the AI"
  timeline:         from the trace and the flag store, not from memory
                    // times of: first bad effect, detection, declaration,
                    // containment confirmed, impact list complete
  detected_by:      signal name, or "reported by a person" (a finding)
  impact:           the impact list summary, with the unknown count
  classes:          F-ids in order, from proposal toward effect
  severity:         information | reversible | irreversible | external
  root_cause:       axis, rank, evidence link, for each cause
  what_held:        controls that limited the harm
  missing_control:  the control that should have held
  owner_team:       string        // the team that owns the missing control
  action_items:     list of { change, kind, owner, check }
                    // kind: eval case | policy | contract | alarm | runbook
  response_notes:   what slowed the response; what the runbook lacked

Chapter 3 defines the record at the core of this template, incident_record, with the fields id, run_ids, classes, root_cause, severity, detected_by, missing_control, owner_team and action_items. The template carries every field of the record except id and run_ids, which the record supplies; summary, timeline, impact, what_held and response_notes are what the review adds. Keeping severity and owner_team lets the scope rule above be applied from the record and a finding be traced to the team that owns the control it returns to.

The rules are those of Chapter 23: the timeline comes from the record, people appear as roles, every action item is a control with a check, and "the model made an error" is the trigger and not a root cause (Chapters 20, 21 and 23).

Where a finding goes




	Finding
	Becomes
	Chapter




	A proposal that should have been refused
	A new precondition in the tool contract
	6



	An effect no principal should have been able to cause
	A narrower permission or ceiling
	7



	A request that did not give the approver what they needed
	A change to what the approval shows
	15



	A situation nobody saw coming in the record
	A new metric or alarm
	20



	A situation the system should handle differently next time
	An eval case that fails on the incident's version
	21



	A response step that was slow or missing
	A runbook change, and a drill
	23




A review that ends without an eval case is unfinished. The case is built from the recorded context, redacted before it is stored (Chapter 17), with the expected outcome stated as a behavior such as "refuses" or "escalates", and tagged with the failure class. It enters the golden set only if it fails at or above a stated rate across repeats on the version that had the incident. Below that rate it is marked not reproduced and goes to a person, and it is never dropped.
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